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1 Reason for Change
In the chapter 5.7.4 Revocation Status Checking, it states how to manage the CRLs between a DRM agent and an SRM agent. This chapter describes about two CRLs contained in the Devices and the SRMs respectively. In this case, a DRM agent caches a CRL that contains the revocation status about SRMs and an SRM agent caches a CRL that contains the revocation status about Devices. It seems that the Device has only CRL about SRMs and the SRM has only CRL about Devices. However, we should consider other cases to use CRL, for example, exchange CRL between two devices in the future or the other specifications. In this case, it is better that the CRL contains the revocation status about Devices and SRMs.
This CR suggests that CRL should contain the revocation status about Devices and SRMs and DRM agent or SRM agent should update their CRL as the newer CRL among CRLs of Device and SRM. So, this chapter does not have to specify that a DRM agent caches a CRL that contains the revocation status about SRMs and an SRM agent caches a CRL that contains the revocation status about Devices.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

n/a
6 Detailed Change Proposal 

Change 1


5.7.4 Revocation Status Checking
Revocation status checking between the SRM Agent and the DRM Agent is a necessary procedure that MUST occur before exchanging any message over the SAC. During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL). A DRM Agent MUST cache a CRL that contains revocation status about SRMs, and the SRM Agent MUST cache a CRL that contains revocation status about Devices. A DRM agent and an SRM agent MUST cache a CRL that contains revocation status about Devices and SRMs. If the connected SRM or Device, respectively, is on the CRL then SAC MUST be terminated. The validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. The CRL update schedule and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section 5.7.4 specifies protocols that relevant authorities may require to implement revocation checking.
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