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1 Reason for Change

To propose the way an RI specifies its business model for user domain content in the REL. 

This CR addresses (part of) RD-Requirements:

SCE-DOM-001: The SCE enabler SHALL enable a Rights Issuer to specify usage permissions for consumption of Rights on and transfer of Rights between Devices that are members of the same User Domain. It SHALL at least be possible to include play, copy and move permissions.

SCE-DOM-002 The SCE enabler SHALL enable a Rights Issuer to specify usage permissions for consumption of Rights on and transfer of Rights between Devices that are NOT members of the same User Domain. It SHALL at least be possible to include copy and move permissions.
In OMA DRM 2.1, the following technical definitions apply: 
(P)DCF  - [DRMDCF2.1]
Protected Rights Object (ProtectedRO) – <protectedRO> element in ROResponse. [DRMDRM21]
Rights Object (RO) - <rights> element in ProtectedRO [DRMREL21]
State Information – <roInfo> element in ROUpload request.  [DRMDRM21]. 
I think in 2.1 “Rights” are represented technically by the ProtectedRO plus the current State Information and the implicit permission to 
· embed a Protected Rights Object into a DCF 
· distribute a DCF- with embedded ProtectedRO - to any device 
· any device that is able to access the ProtectedRO may grant the permissions as described in the Rights Object. 
SCE builds on 2.1 so hopefully these definitions do not change. 
The SCE-RD defines:
Move: To make Rights existing initially on a source Device fully or partially available for use by a recipient

Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be

used on the source Device.

I think the intent of this is clear. But technically this needs to be worked out. 
The fact that a ProtectedRO exists on a device that hosts a DRM Agent, does NOT mean that the permissions expressed in the ProtectedRO can (and may) be granted by that DRM Agent – So the fact that the ProtectedRO is stored on a device does not mean that the “Rights exist on that Device”. 
Also here is no technical representation of a “partial” ProtectedRO. 
The proposal below also defines and uses two new concepts:

Usable Rights Object is intended to technically nail down the term “usable Rights existing on a Device”
Access and State Information is the technical data needed in some case to make the “Rights usable”
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft

6 Detailed Change Proposal

8. User Domain related rights

OMA DRM 2.1 allows Protected Rights Objects to be embedded into a (P)DCF  and exchanged freely between DRM Agents, using any mechanism or protocol. This enabler builds on this functionality and adds mechanisms that provide more fine-grained control over the exchange of content in relation to a User Domain. Rights Issuers are enabled to limit the number of copies that are usable in the User Domain and the system will enforce that the limited number of usable copies are securely moved between devices in the User Domain. 

The free exchange of Protected Rights Objects as enabled by OMA DRM 2.1 is also possible in SCE. However, not all ProtectedRO’s that are bound to a User Domain can be used simultaneously on all devices in the User Domain. Therefore Rights Issuers will explicitly express content exchange related rights in the Rights Object. This section specifies the syntax and semantics of content exchange related elements of the REL for Rights Objects that are bound to a User Domain. The mechanisms that must be employed to enforce these rights are specified in  section xxx. 

[The text below must to go somewhere, probably in section xxx, and is needed to understand the rest of this section, to be removed from this section in due time] 

A Rights Object is called a “Usable Rights Object for a DRM Agent” if the DRM Agent is cryptographically able to access the CEK, as embedded in the Rights Object. 

(Note: In this definition we assume the DRM Agent to be conformant. So even though for example a compromised device may be able to access the CEK in a Rights Object after the rights have been moved, this does not mean that the Rights Object is now Usable by the DRM Agent of that device; as long as the DRM Agent is conformant, the example Rights Object is not Usable, by definition)


As in OMA DRM 2.1, DRM Agents will not control the exchange of the ProtectedRO itself. Instead, for those cases where more fine-grained control over the exchange of the content must be enforced by the DRM Agant,  the DRM Agents will control and secure the exchange of the Access and State Information (ASI). This is the combination of the State Information and RO specific key material needed to access the CEK in the Rights Objects in addition to Device or User Domain related key material. (e.g. the REK).  
[To be defined in detail in section xxx]
8.1 Permissions model

8.1.1 Element <move>

The <move> element grants permission to transfer the Access and State Information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes Usable by the recipient DRM Agent and is no longer Usable by the source DRM Agent. 
A <count> element contained in a <constraint> child element to <move> is used to specify the number of times the <move> permission may be granted. 

A <domain> element contained in a <constraint> child element to <move> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. 

Note that a single Rights Object may contain multiple <move> and <copy> elements that are constrained in different ways.  

Note that the <move> element relates to the Rights Objects and associated State Information as a whole. A DRM Agent may be allowed to “split-up” the State Information associated with a Rights Objects into multiple parts and transfer only part of the remaining rights to another device. However since this results in two Usable Rights Objects, this is considered a copy. 

8.1.2 Element <copy>

The <copy> element grants permission to transfer the Access and State Information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes Usable by the recipient DRMAgent and is still Usable by the source DRM Agent. 
A <count> element contained in a <constraint> child element to <copy> is used to specify the number of times the <copy> permission may be granted. 

A <domain> element contained in a <constraint> child element to <copy> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. 

Note that a single Rights Object may contain multiple <move> and <copy> elements that are constrained in different ways.  

8.1.2.1 Attribute “mode”

When the mode attribute of the <copy> permission is equal to “statelocal”, each DRM Agent to which the Rights Object is transferred, may create and maintain its own local State Information, starting from the values  as specified in the various constraints in the REL. (Similar to OMA DRM 2.1) In this case the DRM Agent will maintain an entry in the appropriate replay cache, as specified by in [DRM DRM]. 
When the mode attribute of the <copy> permission  is equal to “stateglobal”, the DRM Agent must transfer part of the State Information associated with the Rights Object and make sure that the accumulated state value associated with Usable Rights Objects stays constant during transfer.   Please note that if a DRM Agents transfers none of its available state value during the process of copying, then this does not result in a Usable Rights Object on the recipient side – so no copy is made. And if the DRM Agents transfers all its available statevalue during the process of copying, then no Usable Rights Object remains on the sender side – so effectively the Rights Objects was moved. 

The device that hosts the sending or receiving DRM Agent may interact with the user and decide how the available State Information is to be divided between the sending and receiving DRM Agent. 

8.2 Constraint model

8.2.1 Element <copy_control>

The <copy_control> element indicates that the Rights Issuer has imposed restrictions on the exchange of the associated rights. Therefore the permission may only be granted if the DRM Agent has explicitly received Access and State Information associated with the Rights Object from either another DRM Agent or a Rights Issuer. Typically the <copy_control> element is used inside a top-level constraint. This constraint is mainly used to indicate to non-SCE DRM Agents (e.g. OMA DRM 2.0 Agents) to disregard the Rights Object.  

8.2.2 Element <domain>

The <domain> element specifies that the permission may only be granted in relation to the domain to which the Rights Object is bound. The exact semantics are specified with the permissions for which this constraint is used. 

8.3 Examples

A User Domain Rights Object that allows the same usage as a OMA DRM 2.1 domainRO would, has a <copy> permission, with mode set to “statelocal” and a <domain> constraint. If a Rights Issuer would like to restrict the total number of usable copies of a piece of content in a domain, then he may add a <count> constrained to the <copy> permission and set its mode to “stateglobal”. In this case the RI should also embed a top-level <copy_control> constraint, to prevent existing OMA DRM implementation to use this Rights Object. 

If a Rights Issuer would like to grant access to a piece of content an any number of domain devices simultaneously but wants to enforce an overall count on the number of times the <play> permission is granted, then he may create a User Domain Rights Object with a <count> constrained <play> permission, combined with a <domain> constrained <copy> permission, with mode set to “stateglobal”.  This enables the devices in the domain to distribute the individual play permissions among them upon user demand.

If a Rights Isuer wants to enforce the usage model of a DVD, then he may issue a non-domain Rights Object with an unconstrained <move> permission. A User Domain Rights Object that enforces the intended usage model of a DVD (e.g. household use), has a <move> permission with a <domain> constraint. To prevent existing OMA DRM implementations to use this Rights Object, The Rights Issuer will embed a top-level <copy_control> constraint. If the Rights Issuer would like to enable restricted reselling or trading of the content, then he may add a second <move> permission with a <count> constrained but without the <domain> constraint.
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