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1 Reason for Change

The current RO Upload processing is subject to attack by an unknown-compromised DRM Agent that uploads a Device RO that was not issued to itself by the RI. The suggested changes do not affect compliant DRM Agent processing.
R01 makes updates regarding SHOULD vs. SHALL/MUST. R01 also clarifies that common ownership of the old and new Devices is out of scope of this specification.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the CR be agreed and incorporated into the OMA-TS-DRM-DRM-V2_1 document.

6 Detailed Change Proposal

12. Uploading Rights Objects
The Rights Object Upload (RO Upload) capability is optional for both Devices and Rights Issuers and applicable only to Device Rights Objects and not to Domain Rights Objects. During an RO Upload the Device sends to the RI information about one or more Device Rights Objects (each identified by their ROID) including the current state information (for Stateful Rights Objects). After successfully uploading an RO, the RI is able to re-issue the RO to a new Device belonging to the same User. How the RI determines that a new Device belongs to the same User as an old Device is out of scope of this specification. If a Device supports RO Upload, it MUST provide a means for the User to initiate the RO Upload. For example the Device MAY offer a menu option that enables the User to select one or more Rights Objects to be uploaded to an RI. If an RI supports RO Upload, it MUST record all issued Device ROs and SHOULD record the corresponding Device IDs for which the ROs were issued. 

1.2 Processing ROUploadRequest

This section is applicable only to Rights Issuers that support RO Upload. If a Rights Issuer that does not support RO Upload receives a ROAP-ROUploadRequest message, it SHALL return a ROAP-ROUploadResponse with the status attribute set to “NotSupported”.

If the RI receives a ROAP-ROUploadRequest message it MUST first check that it has a valid Device Context with the Device sending the message by checking the value of <deviceID> element of the ROAP-ROUploadRequest message.  

If the RI does not have a valid Device Context the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to “NotRegistered”.
If the Device ID is valid, the RI MUST validate the signature on the ROAP-ROUploadRequest message. If the signature does not  match, the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’
If all the verifications above are valid, then the RI SHOULD verify that the ROID to be uploaded was issued by itself and that the corresponding RO is a Device RO.  If the RI determines that the ROID to be uploaded was not issued by itself or that the corresponding RO is not a Device RO, the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to “UnknownUploadedRO”.
Upon successful verification by the RI that the ROID to be uploaded was issued by itself, the RI SHOULD verify that the RO was issued to the Device that signed the ROAP-ROUploadRequest message.  If upon such checking, the RI determines that the RO was issued to a different Device, the RI MUST reject the ROUploadRequest as invalid and MUST return a ROAP-ROUploadResponse message with the status attribute set to “UnknownUploadedRO”.. 
If all the verifications are valid, then the RI SHOULD save the current state information for the uploaded RO.
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