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1 Reason for Change

The CR builds on the concepts introduced in CR OMA-DRM-2007-0295R01-CR_LRMSCE_LRM_Managed_Move_of_LRM_Imported_RO, as reflected in OMA-TS-SCE_LRM-V1_0-20070927-D.  The CR below addresses the following:

· Support user privacy and facilitate controlled Rights transfers with minimal involvement of backend network connectivity.

· Enable LRMs and DEAs to perform certain business-model- related functions, such as respecting upstream provider rules regarding the number of times data derived from particular upstream content and associated Rights can be used for an Import operation.

· Enable DEAs to manage Rights transfers between devices associated with the LRM.
· Enable two devices associated with a DEA corresponding to an LRM to communicate with each other securely relative to that LRM’s Imported-Rights-Objects.

· Provide a reasonable risk management approach within an environment of interspersed unknown-compromised DRM Agents and rogue LRMs or DEAs that violate their responsibilities.
· Minimize the need to upgrade User Domains to other generations in order to key out suspected DRM Agent compromises.
Note that informative paragraphs are marked (and highlighted) as such within the Detailed Change Proposal.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated
3 Impact on Other Specifications

No impact on other specifications is anticipated
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.
6 Detailed Change Proposal

Change 1:  Section 6 (LRM and DEA Protocols)
6. LRM and DEA Protocols

[Informative] A layered security model is used in order to support user privacy and facilitate controlled Rights transfers with minimal need for backend network connectivity. At one layer, the roles of a User Domain Device and a Guest Device are introduced, and a DEA corresponding to an LRM manages the association of DRM Agents with one another relative to transfers that involve LRM-created Rights Objects. At another layer, the DA manages policy-related issues, including, in the case of production of Device-specific DA-signed data, approving the incorporation of specific DRM Agents (perhaps based on DEA administrative user’s request and/or on Device ownership criteria such as service provider accounts) into a pool of candidate User Domain Devices from which the DEA is authorized to choose when registering a Device as a User Domain Device. Any DRM Agent is eligible to be registered as a Guest Device by any DEA.  
Within Device-specific DA-signed data, DRM Agents SHALL be specified in the standard manner via hashes of certified public keys. A DRM Agent MAY have Guest Device status with respect to multiple DEAs concurrently.  Registration of a Device by a DEA can proceed without knowledge by that DEA of the DRM Agent’s current status with respect to other DEAs.
6.1. SCE-4-LRMP
…

Change 2:  Section 6.3.1 (Overview of SCE-6-LRMP)
6.3.1. Overview of SCE-6-LRMP

The LRM generates an Imported-Rights-Object and Imported-Content.  The specifics of the Imported-Rights-Object format are TBD, but will follow the general form of Rights Objects transferred over the SCE-7-A2AP interface between DRM Agents [SCE A2A TS].  In particular, the Imported-Rights-Object includes a <rights> element and <signature> element.  As in a Move of Rights over the SCE-7-A2AP interface [SCE A2A TS], the REK is transferred over a Secure Authenticated Channel that is established using a run of the Mutual Authentication and Key Exchange (MAKE) protocol specified in [SCE A2A TS]. Unlike the Move operation specified in [SCE A2A TS], the Rights Object Encryption Key (REK) is generated by the LRM (or derived from Non-OMA DRM-sourced data securely provided to the LRM). Unlike the Move operation, the <signature> element is generated using the LRM’s private key (rather than having the Move-source forward an RI-generated signature).  The DRM Agent MUST verify that the LRM which was used to set up the Secure Authenticated Channel with the DRM Agent is the same LRM that generated the <signature> element.

As a condition of installing an Imported-Rights-Object, the recipient DRM Agent MUST successfully verify DA-signed data that includes that DRM Agent’s Device ID (as well as the ID of a DEA corresponding to the LRM) or Device-null DA-signed data. There MUST be a means for the DRM Agent to ascertain the current validity status of the DA-signed data. A Device that supports DRM Time can independently ascertain the current validity status of the DA-signed data.  DA-signed data MAY be issued by the DA without any start- or end- time restrictions. Appropriate DA-signed data MAY be provided to the Device by the DEA or LRM or an alternative source.  As a condition of installing an Imported-Rights-Object, the DRM Agent MUST have verified the validity of the DA certificate chain. 

An operation entailing LRM-managed Import to a specific Device is not cryptographically accessible to any Device other than the Import-recipient Device.

6.3.1.1. Device Registration and Rights Object Import

A Device MAY register with a DEA as either a User Domain Device or as a Guest Device.  An LRM SHALL be required to limit Import of its Rights Objects to Devices that a DEA corresponding to that LRM has registered as User Domain Devices.  This correspondence between a DEA and an LRM MAY be reflexive in that DEA and LRM functionality may be conducted relative to the same certified key pair.   Details of the case of an LRM that is distinct from a DEA are TBD. If DA-signed data is Device-specific (i.e., is not Device-null as described in Section Error! Reference source not found.), a DRM Agent SHALL reject Import if not presented with a currently valid DA-signed data association of the Device to the DEA corresponding to that LRM (where such DA-signed data is presented either as part of the Import or previous to the Import but still valid).  The means of determination by the DRM Agent as to current validity is dependent on whether or not the Device supports DRM Time and is TBD. A Device associated with a DEA SHALL be designated as a “User Domain Device” (i.e., User Domain member DRM Agent) or a “Guest Device” (i.e., guest DRM Agent) according to some policy created by a DA.  An OCSP response relative to the DA MAY be cached by the DEA or LRM for distribution to Devices that support DRM Time.  Devices SHALL be configured to require verification of DA-signed data as a condition of completing registration as User Domain Devices, and therefore SHALL NOT perform as User Domain Devices relative to inbound Moves (i.e., as Recipient Device) or outbound Moves (i.e., as Source Device) unless such verification is successful.  

A DEA MAY be required according to some policy created by a DA to limit the number of User Domain Device registrations that the DEA issues within a given time period, in which case any subsequent registrations issued during that time period SHALL be for Guest Device registrations only.  A DEA MAY be required to limit the number of Guest Device registrations that it issues within a given time period. Such requirements MAY be hard-coded within the DEA. Alternatively, such requirements MAY be conveyed to the DEA from the DA as part of some policy.

A Device’s registration status as User Domain Device or as Guest Device relative to a particular DEA MAY change over time.  Conditions for such status changes MAY be conveyed to the DEA from the DA as part of some policy.  An LRM May be required to limit the number of times it performs an Import operation on given Import-Ready Data, i.e., the collective number of “copies” of the Rights that it distributes.

As a prerequisite (on the DRM Agent end) to completing registration as a User Domain Device, a DRM Agent MUST successfully verify DA-signed data identifying the DEA (and identifying the Device, unless the data is Device-null). DEAs and Devices MUST be identified via public key hashes. If no such currently valid data identifying the DEA is made available to the DRM Agent, a compliant DRM Agent MUST be eligible only for registration as a Guest Device relative to such DEA.

When parsing DA-signed data a DRM Agent determines whether the data is Device-null or Device-specific; if the data is Device-specific and the DRM Agent’s Device ID is absent, then the data MUST be rejected by the DRM Agent. A particular DRM Agent’s Device ID MAY appear in one instance of currently valid DA-signed data while being absent from another. The DEA and LRM roles MAY be exercised by using the same certificate. LRM certificates are distinguishable from DRM Agent certificates and from Rights Issuer certificates (per critical extKeyUsage extension indicated in Appendix C
). This does not preclude ownership of multiple certificate types within the same equipment.
Change 3:  Section 5.3.1 (Import for Devices)
5.3.1. Import for Devices

5.3.1.1. LRM- and DEA- Management of Imported Rights Objects
[Informative] The LRM is given responsibility to perform certain business-model- related functions such as, respecting upstream provider rules regarding the number of times, if at all, data derived from particular upstream content and associated Rights can be used for an Import operation (i.e., the total number of independently usable OMA-conformant copies of the Rights that may be distributed) and/or whether the Imported-Rights-Object is allowed to be Moved from the Recipient Device to other DRM Agents. Also, a DEA corresponding to the LRM MAY limit, within certain bounds, the number of concurrently registered User Domain Devices, Guest Devices, and/or valid DRM Agent pairings. Such bounds MAY be dynamically specified (e.g., by the DA, by an upstream provider), or hard-coded into a DEA. 

[Informative] A reasonable risk management approach within an environment of interspersed unknown-compromised DRM Agents is to: 1.) accept the fact that there can exist some rogue LRMs or DEAs that violate their responsibilities, 2.) cap the damage by, in particular, limiting the reach of each individual DEA, 3.) define how DRM Agents are intended to interact with one another and with LRMs and DEAs, and 4.) establish means by which compliant LRMs and DEAs limit the extent of potential damage caused by LRM-to-DRM Agent, DEA-to-DRM Agent, and Agent-to-Agent protocol communications.  The approach is incorporated into the techniques we describe below.
[Informative] The use of User Domain Devices vs. Guest Devices coupled with User Domain-level Rights vs. guest-level Rights enables LRM- and DEA- management of Rights transfers under their auspices via device registration, pairing, and distinguishing User Domain-level Rights from guest-level Rights within LRM- created and digitally signed ROs.



Each LRM MUST Import only to DRM Agents associated with a DEA corresponding to the LRM under a currently valid User Domain Device registration.



LRM-created Imported-Rights-Objects MUST bear an LRM-generated <signature> element computed over the <rights> element. The <signature> element and <rights> element MUST be forwarded as part of each Agent-to-Agent Rights transfer. 

An LRM MAY Import an RO to a DRM Agent, where the <rights> element MAY include a <move> permission. An Imported-Rights-Object with a <move> Permission MAY be Moved between paired DRM Agents from a User Domain Device to a User Domain Device.  An Imported-Rights-Object with a <move> Permission MAY be Moved between paired DRM Agents from a User Domain Device to a Guest Device unless explicitly prohibited within the <rights> element.    
[Informative] Legitimate Rights transfer communications are based on a union of paired (User Domain and/or Guest) Devices, where each DRM Agent need not be aware of those DRM Agents with which it is not currently paired. There is no need for upgrading a User Domain to another generation in order to key out suspected DRM Agent compromises, since there is no domain-wide key. The User Domain size is securely managed without concern about whether a DRM Agent has actually “left” the User Domain, because even an unknown-compromised DRM Agent cannot access an LRM-created Imported-Rights-Object unless another DRM Agent transfers access to it under a current pairing or the LRM Imports it directly to the unknown-compromised DRM Agent. Unlike a Constraint on Move that specifies the total number of (sequential) Moves of Rights corresponding to a particular Imported-Rights-Object and which relies on the complicity of DRM Agents as Source Devices for enforcement, even an unknown-compromised DRM Agent can not successfully transfer an LRM-created Imported-Rights-Object to a compliant DRM Agent with which it is not currently paired under a DEA corresponding to that LRM. Pairings enable a DEA to exercise control without having to actually be present for (or pre-approve) specific Rights transfers. “Pairing secrets” are embedded into “tickets” for access (only) by the intended pair of DRM Agents.  The concepts of pairing secrets and tickets are discussed further below
.
5.3.1.2. Move Operations

…..
Change 4:  Section 5.3.4 (DEA Management for Device Pairings)
5.3.4. DEA Management for Device Pairings

….. 

5.3.4.1. Pairing Mechanism
[Informative] It is necessary for the DEA to pair User Domain Devices to User Domain Devices or to Guest Devices in order to enable them to communicate with each other securely relative to Imported-Rights-Objects created by an LRM corresponding to that DEA. Compromised DRM Agents can not successfully misrepresent their current status relative to a specific DEA (as a User Domain Device, Guest Device, or unregistered Device), as discussed below. The use of pairings does not necessarily require DRM Agents to use public-key cryptography or verify DRM Agent certificate revocation status.

A ticket comprises a data packet that can be utilized independently by the two DRM Agents designated therein to retrieve a value (i.e., pairing secret), and to authenticate the origin of the pairing secret as sourced from a specifically identified DEA. A ticket MUST not be usable to retrieve the pairing secret by any DRM Agents other than the designated two DRM Agents.
A (pair-wise unique) pairing secret is delivered directly from the DEA to a ticket-requesting Device in two forms One form is directly accessible by a (registered) ticket-requesting Device. The other form is indirectly accessible to a target Device via a “service key” that is established between the DEA and the target Device as part of a registration of the target Device with the DEA.  Details are TBD.
A ticket MUST indicate the registration status (User Domain or Guest Device) of the two DRM Agents involved in a pairing, where such status notification is authenticated as originating from the DEA.  Note that once a DRM Agent is registered with a DEA as either a User Domain Device or Guest Device, it MAY be paired repeatedly with different DRM Agents without re-registering with the DEA. 

Transfers of Imported-Rights-Objects between DRM Agents paired by a DEA corresponding to an LRM that created the Imported-Rights-Objects MAY be done based on a Secure Authenticated Channel (SAC) that is set up using a pairing secret: The pairing secret is used by the ticket-recipient DRM Agent to provide confidentiality and integrity of a randomly generated initialization value. In this case, the initialization value MUST be combined with the pairing secret to provide the shared secret input to a Key Derivation Function (KDF). The outputs of the KDF are used to secure the confidentiality and integrity of the SAC. If either DRM Agent lacks knowledge of the pairing secret, the SAC setup fails.  Details are discussed further below
.
DRM Agents MAY have “hard-coded” limitations on the usage of guest-level Rights that would supersede less restrictive limitations incorporated into Rights Objects by (potentially unknown-compromised) LRMs. Guest-level Rights MAY be independent of the Rights retained for “local” use by a Source Device.  This would enable ad hoc Rights transfers. Guest-level Rights MAY take the form of enabling temporary or otherwise limited access.  As an example, guest-level Rights can allow two hour access while User Domain-level Rights allow permanent access on (compliant) Devices. 
5.3.4.2. Import and Transfer Operations on ROs
The figure below depicts a high-level representation of Import via an LRM and subsequent Rights transfer via pairings acquired from a DEA corresponding to that LRM.
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Figure 1 - Import and subsequent transfer operations on ROs

Consistent with OMA DRM V 2.0/2.1, the AES-WRAP of the CEK under the RO encryption key (REK) MUST be included within the <rights> element data that is signed by the LRM, where AES-WRAP includes an inherent integrity check that rejects the recovered value of CEK as invalid if the input value of REK is invalid. REK MAY be required for successful User Domain-level Rights delivery, where the CEK suffices for guest-level Rights delivery. Because a Guest Device does not receive REK, and thus cannot retrieve CEK from the AES-WRAP of CEK under REK, the <rights> element MAY include hash(CEK) as a means of enabling direct verification of the validity of CEK by the recipient Guest Device. The REK or CEK value MUST be delivered under the pairing-based SAC discussed in Section 5.3.4.1
.
[Informative] Although a compromised DRM Agent can attempt illicit transfers, it cannot transfer what it does not know. A rogue Source Device that lacks knowledge of the valid REK cannot successfully “upgrade” Rights access from guest-level to User Domain-level by supplying a different REK value. This is true relative to Rights that the DRM Agent received in a Guest Device role, even if that same DRM Agent is currently registered with the DEA as a User Domain Device. One reason a DRM Agent may be registered by a DEA for a given period as a Guest Device rather than as a User Domain Device is to adhere to a policy-defined limit on the number of concurrently registered User Domain Devices. 
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