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1 Reason for Change

OMA DRM 2.1 repeats the specification-text for  of the handling of identifiers, nonces, signatures, certificateChains and such for each protocol message. This leads to a lot of copy-pasting in the specification and it makes it difficult to identify where a certain message must be treated a little different than others. For SCE, ROAP is again being extended with new messages and also other (more or less similar) protocols  (LRMP, DMP, RDP) are being introduced. This input aims to provide a way to prevent further unneccesary duplication of spec-text and potential divergance of the protocols. 

Please note: that the statements in this input only apply for a specific SCE protocol, if the specification of that protocol mandates the use of the generic mechanisms. 

Please note: The attached document is not proposed as a CR but aims to illustrate the use of the generic mechanisms that are proposed here. 

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the SCE Generic Mechanisms.
6 Detailed Change Proposal

Change 1:  Replace sections 5.5, 5.6 and 5.7 with:

8.1.1 Identifiers

SCE protocols require identifiation of Requestor and Responder. The only generic identifier currently defined is the hash of the public key info, as it appears in the certificate of the entity (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the certificate). The default hash algorithm is SHA-1. In case an entity holds multiple public keys, the Requestor  and Responder MUST select one of these public keys during registration (see section xxx) and MUST use the corresponding identifier in all subsequent protocols. Other identifiers are allowed but interoperability when using them is not guaranteed.

<complexType name="Identifier">



<choice>




<element name="keyIdentifier" type="gen:KeyIdentifier"/>




<any namespace="##other" processContents="strict"/>



</choice>


</complexType>

<complexType name="KeyIdentifier" abstract="true"/>


<complexType name="X509SPKIHash">



<complexContent>




<extension base="gen:KeyIdentifier">





<sequence>






<element name="hash" type="base64Binary"/>





</sequence>





<attribute name="algorithm" type="anyURI" default="http://www.w3.org/2000/09/xmldsig#sha1"/>




</extension>



</complexContent>


</complexType>


<complexType name="KeyIdentifiers">



<sequence minOccurs="0" maxOccurs="unbounded">




<element name="keyIdentifier" type="gen:KeyIdentifier"/>



</sequence>


</complexType>

8.1.2 Trigger type

The purpose of a trigger is to initiate a particular protocol. The generic <drmTrigger> element is defined as:


<element name="drmTrigger" type="gen:DrmTrigger"/>


<complexType name="DrmTrigger">



<sequence>




<element name="body" type="gen:TriggerBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>




<element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>



</sequence>



<attribute name="type" type="gen:String80" use="required"/>



<attribute name="version" type="gen:Version"/>



<attribute name="proxy" type="boolean"/>


</complexType>


<complexType name="TriggerBody">


<sequence>



<element name="resID" type="gen:Identifier"/>



<element name="resAlias" type="gen:String80" minOccurs="0"/>



<element name="nonce" type="gen:Nonce" minOccurs="0"/>



<element name="reqURL" type="anyURI"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


<attribute name="id" type="ID"/>


</complexType>

The type attribute is used to identify the targeted protocol. The triggers types defined in the SCE-enabler are specified in detail along with the protocols in the other specification documents that constitute the SCE enabler. Below there is a generic specification of the fields. 

The version attribute is a <major.minor> representation of the trigger. For this version of the specification, version SHALL be set to "1.0". 

The <resID> element identifies the Responder. The DRM Agent MUST use this value to verify that it has a valid ReqContext with the Responder.  If the DRM Agent does not have a valid Reqcontext with the identified Responder then the DRM Agent MUST initiate the registration protocol of the protocol suite before initiating the protocol indicated by the <drmTrigger> element. If the implicitly triggered registration protocol does not lead to a valid ReqContext with the identified Responder, then the DRM Agent MUST discard the trigger.

The <resAlias> element SHOULD contain a String value that SHALL be used by the Requestor whenever it refers to the Responder in a dialog with the user and it SHALL be saved in the ReqContext for future use. An example for such a dialog would be the question whether or not the user would like to register with a certain Responder after receiving a trigger. The maximum length of this element SHALL be 80 bytes. 

The <nonce> element provides a way to couple triggers with protocol requests. If present, the Requestor will use this value as the triggerNonce attribute of the request that is to be triggered.   

The URL specified by the <reqURL> element MUST be used by the Requestor as the target address to post the first message of the triggered protocol.

The <signature> may be used to verify the source of the Trigger. If present, Requestors MUST verify this signature. If the Requestor cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <body> element by using the same value for the URI attribute as the value for the <body> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". In compliance to the rules of canonicalisation specified in Section Error! Reference source not found., the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments.

If present, the <encKey> element shall contain a MAC key.  The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

[To be checked – remove the wrapping with domain key to be generic.]

A binary/compact form of the trigger is defined using WBXML encoding in section 16.

8.1.3 Request type

SCE requests are defined as instantiations of the Request type. 

<complexType name="Request" >



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="nonce" type="gen:Nonce" minOccurs="0"/>




<element name="time" type="dateTime" minOccurs="0"/>




<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="extensions" type="gen:ExtensionsCntainer" minOccurs="0"/>




<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="triggerNonce" type="gen:Nonce"/>



<attribute name="sessionId" type="gen:String64"/>


</complexType>

The element <reqID> identifies the Requestor to the Responder. The Requestor MUST set this value to equal the <reqID> that was stored in the ReqContext during registration with the Responder. 

The element <resID> identifies the intended Responder. The Requestor MUST set this value to equal the <resID> that was stored in the ReqContext during registration with this Responder. 

The element <nonce> contains a nonce chosen by the Requestor. Nonces are generated and used as specified in section 5.3.12.

The element <time> is the current DRMTime, as seen by the Requestor. 

The element <certificateChain> is sent unless it is indicated in the ReqContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 

The element <extensions> contains the extensions to the request. Generic extensions are defined in section xxx. 

8.1.4 Response type

SCE responses are defined as instantiations of the Response type.


<complexType name="Response">



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="nonce" type="gen:Nonce" minOccurs="0"/>




<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="ocspResponse" type="base64Binary" minOccurs="0"/>




<element name="extensions" type="gen:ExtensionContainer" minOccurs="0"/>




<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="status" type="gen:String80" use="required"/>



<attribute name="errorMessage" type="gen:String1024"/>



<attribute name="errorRedirectURL" type="anyURI"/>



<attribute name="sessionId" type="gen:String64" use="required"/>


</complexType>

The generation and delivery of any kind of Response message is conditioned by the Responder and its policies. The Responder MAY deny access to its resources. If this happens, the responder MUST close the protocol gracefully by sending the Requester the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given Responder are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the Responder MAY add an additional errorMessage attribute containing a Responder defined description of the error. Also, in case the status attribute is not equal to “Success”, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the Responder adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.

The element <reqID> identifies the Requestor. The Responder MUST set this value to equal the <reqID> element in the received request message. If the Responder does not have a ResContent for the Requestor and the request is considered invalid, the Responder MUST respond with a response message with the status attribute set to “NotRegistered”.  

The element <resID> identifies the Responder. The Responder MUST set this value to equal the <resID> that was stored in the ResContext during registration with this Requestor. If the Responder does not have a ResContent for the Requestor, then it MUST choose a value as specified in Change 1: . 

The element <nonce> contains a nonce chosen by the Responder. Nonces are generated and used as specified in section 5.3.12.

The element <certificateChain> is sent unless it is indicated in the ReqContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 

The element <extensions> contains the extensions to the request. Generic extensions are defined in section xxx. 
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