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Change Request

	Title:
	SRM Resolution for CONRR B123
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-TS-SRM-V1_0-20070604-D

	Submission Date:
	dd mmm 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Aram Perez, QUALCOMM, Inc., aramp@qualcomm.com 

	Replaces:
	n/a


1 Reason for Change

Per SRM AP 004, this CR resolves SRM CONRR comment B123 that states:

	B123-QU
	2007.07.18
	E
	5.7.1.1.1, Table 7
	Source: QUALCOMM

Comment: Does this table contain the complete list of status values that a DRM Agent should expect for this request? Can the SRM Agent use a value not listed in this table? If it does, how is the DRM Agent supposed to handle it? NOTE: This comment applies to ALL the tables listing the status values in the TS. Also, Improper English in the description of Success (this applies to all descriptions of Success).

Proposed Change: Clarify and/or answer the above questions. Change description of Status as follows: “The request was successfully handled.” or “The request was successfully processed.”
	Status: OPEN


2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.6.4.2 as follows:

5.6.4.2 Status

Each response (i.e. messageType is set to 1) has a Status field (see Appendix B.1) indicating whether the previous request (i.e. messageType is set to 0) was successfully processed or not. Table 1 lists the integer values assigned to each status code.
Table 1: Status Code Values
	Value
	Status Name

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Parameter Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	CRL Update Needed

	8
	OCSP Not Supported

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Parameter Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle List Not Found

	18
	Handle Not Removed

	19
	Function Not Supported

	20
	RI Certificate Chain Not Found

	21
	Dynamic Code Pages Not Found

	22 ~ 65535
	Reserved For Future Use


In section 5.7, for each description of a request/response message pair, a list of valid status values are specified. Should a DRM Agent receive a status value not specified for a particular response message, the DRM Agent SHALL treat the status as having received Unknown Error. 
[Note to editor: The table with the status code values for each response should be updated to have the complete list of valid status values for each particular response message.]
Change 2:  Change Tables 6 & 7 as follows:

Table 2: Parameters of HelloResponse (SRM Hello)
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the HelloRequest message. The Status values are specified in Error! Not a valid bookmark self-reference..

If Status contains any error, only this parameter is present in the HelloResponse.

	Selected Version
	No
	The protocol version selected by the SRM Agent. The Selected Version will be min(DRM Agent suggested version, highest version supported by the SRM Agent). The min(A,B) = A where A <= B.

	Trusted Authorithes
	No
	The list of trust anchors supported by the SRM Agent. The trust anchor is the hash of the public key of the root certificate in the Device Certificate Chain (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root certificate). The default hash algorithm is SHA-1.

	Peer Key Identifier List
	No
	Identifiers for a Device’s public key stored by the SRM. If the identifiers match the Device IDs in the Device ID List in the preceeding HelloRequest, it means the SRM has already stored that Device IDs and the corresponding Device Certificate Chains, and the DRM Agent need not send that certificate chains in a later message. Keys are identified in the same way as DRM Agents are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device Certificate). If the SRM has stored the Device’s public keys (corresponding certificate chain), then the SRM Agent MUST include this parameter in the HelloResponse.

	Max Number Of ContentIDs
	No
	This field contains the maximum number of ContentIDs that will be returned in the HandleListQueryResponse (see section Error! Reference source not found.).

	Optional Messages Supported
	No
	This field indiciates which optional messages are supported by the SRM.


Table 2: Status of Hello Message
	Status Value
	Description

	Success
	The request was successfully processed

	Unknown Error
	Other errors


Change 3:  Change Table 9 & 10 as follows:

Table 4: Parameters of AuthenticationResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the AuthenticationRequest message. The Status values are specified in Table 5.
If Status contains any error, only this parameter is present in the AuthenticationResponse.

	SRM Certificate Chain
	No
	A certificate chain including the SRM Certificate. The chain MUST NOT include the root certificate. The SRM Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to Appendix Error! Reference source not found.

	Encrypted AuthResp Data
	No
	E (PuKeyD , M) where M = RNS | Version | Supported Algorithms | Selected Algorithms
RNS is a random number generated by the SRM Agent

Version is identical to Version received by the SRM Agent in the HelloRequest.
Supported Algorithms is identical to Supported Algorhtms received by the SRM Agent in the AuthenticationRequest
Selected Algorithms specify the cryptographic algorithms selected by the SRM Agent. If the DRM Agent indicated support of only mandatory algorithms (i.e. left out the Supported Algorithm parameter in the AuthenticationRequest, or the DRM Agent only supports the mandatory algorithms), then the SRM Agent need not include this parameter. Otherwise, the SRM Agent MUST provide this parameter and MUST identify one algorithm of each type. 

M is encrypted with the Device’s public key (PuKeyD).


Table 5: Status of Authentication Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Trust Anchor Not Supported
	Trust Anchor in the request is not supported by the SRM Agent

	Device Certificate Chain Verification Failed
	The SRM Agent failed to verify the Device Certificate Chain.

	Unknown Error
	Other errors


Change 4:  Change Table 12 & 13 as follows:

Table 6: Parameters of KeyExchangeResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the KeyExchangeRequest message. The Status values are specified in Table 7.

If Status contains any error, only this parameter is present in the KeyExchangeResponse.

	Hashed RanNum Data
	No
	H(M) where M = RND | RNS. M is hashed by using SHA-1.


Table 7: Status of Key Exchange Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	SRM Random Number Mismatched
	The SRM Random Number from the DRM Agent is not identical to its original value in the SRM.

	Version Mismatched
	The Selected Version received in KeyExchagenRequest is not matched with the original value sent in the HelloResponse.

	Unknown Error
	Other errors


Change 5:  Change Table 16 & 17 as follows:

Table 8: Parameters of CRLInformationExchangeResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the CRLInformationExchangeRequest message. The Status values are specified in Table 9.
If Status contains any error, only this parameter is present in the CRLInformationExchangeResponse.

	CRL Information List
	No
	CRL Information is a pair of CRL Issuer ID and CRL Number. The CRL Information List contains CRL Information of all CRLs in the SRM.

CRL Issuer ID is the 160-bit SHA-1 hash of the public key corresponding to the private key used to sign the CRL (i.e. the keyIdentifier field of the authorityKeyIdentifier component in the CRL). The default hash algorithm is SHA-1.

CRL Number is the value contained in the CRL number extension of the referenced CRL. This value is used to determine when a particular CRL supersedes another CRL.


Table 9: Status of CRL Information Exchange Message
	Status Value
	Description

	Success
	The request was successfully processed.

	CRL Update Needed
	The SRM Agent recognized that CRL(s) in the SRM is older than CRL(s) in the Device. When the DRM Agent receives this error code, the DRM Agent SHOULD send the new CRL(s) to the SRM by using the CRL delivery protocol in section Error! Reference source not found..

	Unknown Error
	The SRM Agent fails to read the CRL Information.


Change 6:  Change Table 18 & 19 as follows:

Table 10: Parameters of OCSPNonceResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the OCSPNonceRequest message. The Status values are specified in Table 11.

If Status contains any error, only this parameter is present in the OCSPNonceResponse.

	OCSP Nonce
	No
	This is a number randomly generated by the SRM Agent.

	OCSP Responder Key Identifier

	No
	This parameter identifies a trusted OCSP responder key stored in the SRM. If the identifier matches the key in the certificate used by the Device’s OCSP responder, the DRM Agent MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the SRM.


Table 11: Status of OCSP Nonce Message
	Status Value
	Description

	Success
	The request was successfully processed.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	Unknown Error
	The SRM Agent fails to generate the OCSP Nonce.


Change 7:  Change Table 21 & 22 as follows:

Table 12: Parameters of OCSPProcessResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the OCSPProcessRequest message. The Status values are specified in Table 13.


Table 13: Status of OCSP Process Message
	Status Value
	Description

	Success
	The request was successfully processed.

	OCSP Not Supported
	The SRM Agent doesn’t support the OCSP response processing.

	OCSP Response Verification Failed
	The SRM Agent fails to verify the OCSP Response.

	Invalid OCSP Nonce
	The OCSP nonce in the OCSP response is not identical with the OCSP nonce generated by the SRM Agent.

	Unknown Error
	Other errors


Change 8:  Change Table 24 & 25 as follows:

Table 14: Parameters of CRLUpdateResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the CRLUpdateRequest message. The Status values are specified in Table 15


Table 15: Status of CRL Update Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Old CRL
	CRL in the request is older than the CRL in SRM, or the nextUpdate time of the received CRL is older than the producedAt time of the OCSP response.

	CRL Verification Failed
	The verification of the signature over CRL is failed.

	Unknown Error
	Other errors


Change 9:  Change Table 27 & 28 as follows:

Table 16: Parameters of CRLRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the CRLRetrievalRequest message. The Status values are specified in Table 17.
If Status contains any error, only this parameter is present in the CRLRetrievalResponse.

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to Appendix Error! Reference source not found.


Table 17: Status of CRL Retrieval Message
	Status Value
	Description

	Success
	The request was successfully processed.

	CRL Not Found
	There is no CRL corresponding to the CRL Issuer ID.

	Unknown Error
	Other errors


Change 10:  Change Table 30 & 31 as follows:

Table 18: Parameters of InstallationSetupResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the InstallationSetupRequest message. The Status values are specified in Table 19.


Table 19: Status of Installation Setup Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Duplicate Handle
	A Rights with the Handle already exists in the SRM.

	Not Enough Space
	The SRM doesn’t have enough space to store a Rights having the same size as the Size of Rights.

	Unknown Error
	Other errors


Change 11:  Change Table 33 & 34 as follows:

Table 20: Parameters of RightsInstallationResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in Table 21.


Table 21: Status of Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully proceessed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 12:  Change Table 36 & 37 as follows:

Table 22: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsRetrievalRequest message. The Status values are specified in Table 23.

If Status contains any error, only this parameter is present in the RightsRetrievalResponse.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity 
	Refer to section Error! Reference source not found.

	State Information
	Integrity
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


Table 23: Status of Rights Retrieval Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 13:  Change Table 39 & 40 as follows:

Table 24: Parameters of REKQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the REKQueryRequest message. The Status values are specified in Table 25.

If Status contains any error, only this parameter is present in the REKQueryResponse.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


Table 25: Status of REK Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed 
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 14:  Change Table 42 & 43 as follows:

Table 26: Parameters of HandleListQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the HandleListQueryRequest message. The Status values are specified in Table 27.
If Status contains any error, only this parameter is present in the HandleListQueryResponse.

	Handle List
	No
	This parameter contains a Handle List or a chunk of it if a Handle List has been divided into several chunks.

	Continuation Flag
	No
	It is assumed that a Handle List is divided into several chunks.

‘0’: The Handle List in this response is the last chunk of the whole Handle List, or the Handle List is not divided into chunks (i.e. the Handle List is shorter than or equal to the Handle List Length in the request, or the Handle List Length field is not present in the request). 

‘1’: A Handle List has been divided into several chunks. The Handle List in this response is a chunk of the whole Handle List, and there are subsequent chunks. 

	Handle List Length
	No
	This is the length in bytes of a chunk, and is present when the length of the chunk is not equal to the Handle List Length in the request.


Table 27: Status of Handle List Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Handle List Not Found
	There is no Rights in SRM associated with a specific DRM Content that is identified by the ContentID.

	Unknown Error
	Other errors


Change 15:  Change Table 45 & 46 as follows:

Table 28: Parameters of RightsInfoQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInfoQueryRequest message. The Status values are specified in Table 29.

If Status contains any error, only this parameter is present in the RightsInfoQueryResponse.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity
	Refer to section Error! Reference source not found.

	State Information
	Integrity 
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.


Table 29: Status of Rights Information Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 16:  Change Table 48 & 49 as follows:

Table 30: Parameters of RightsInfoListQueryResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInfoListQueryRequest message. The Status values are specified in Table 31.
If Status contains any error, only this parameter is present in the RightsInfoListQueryResponse.

	Rights Information List
	Integrity
	This parameter contains a Rights Information List or a chunk of it if the Rights Information List has been divided into several chunks.

	Continuation Flag
	Integrity
	It is assumed that a Rights Information List is divided into several chunks.

‘0’: The Rights Information List in this response is the last chunk of the whole Rights Information List, or the Rights Information List is not divided into chunks (i.e. the Rights Information List is shorter than or equal to the Rights Information List Length in the request, or the Rights Information List Length field is not present in the request). 

‘1’: A Rights Information List has been divided into several chunks. The Rights Information List in this response is a chunk of the whole Rights Information List, and there are subsequent chunks.

	Rights Information List Length
	Integrity
	This is the length in bytes of a chunk, and is present when the length of the chunk is not equal to the Rights Information List Length in the request.


Table 31: Status of Rights Information List Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Rights Information List Not Found
	There is no Rights Information in SRM associated with a specific DRM Content that is identified by the H(ContentID) in the RightsInfoListQueryRequest.

	Function Not Supported
	This function is not supported by the SRM Agent.

	Unknown Error
	Other errors


Change 17:  Change Table 51 & 52 as follows:

Table 32: Parameters of HandleRemovalResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the HandleRemovalRequest message. The Status values are specified in Table 33.


Table 33: Status of Handle Removal Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The SRM Agent cannot find the matched Rights.

	Handle Not Removed
	The SRM Agent cannot remove the Handle because a Rights corresponding to the Handle already exists in the SRM.

	Unknown Error
	Other errors


Change 18:  Change Table 54 & 55 as follows:

Table 34: Parameters of RightsEnablementResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsEnablementRequest message. The Status values are specified in Table 35


Table 35: Status of Rights Enablement Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 19:  Change Table 57 & 58 as follows:

Table 36: Parameters of RightsRemovalResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsRemovalRequest message. The Status values are specified in Table 37.


Table 37: Status of Rights Removal Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request did not matched the HMAC value generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Change 20:  Change Table 60 & 61 as follows:

Table 38: Parameters of RICertificateStoreResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the RICertificateStoreRequest message. The Status values are specified in Table 39


Table 39: Status of RI Certificate Store Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Not Enough Space
	The SRM doesn’t have enough space to store the certificate chain.

	Function Not Supported
	RI Certificate Chain cannot be stored in the SRM.

	Unknown Error
	Other errors


Change 21:  Change Table 63 & 64 as follows:

Table 40: Parameters of RICertificateQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the RICertificateQueryRequest message. The Status values are specified in Table 41.

If Status contains any error, only this parameter is present in the RICertificateQueryResponse.

	RI Certificate Chain
	No
	Rights Issuer’s certificate chain


Table 41: Status of RI Certificate Query Message
	Status Value
	Description

	Success
	The request is successfully handled.

	RI Certificate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Unknown Error
	Other errors


Change 22:  Change Table 66 & 67 as follows:

Table 42: Parameters of RICertificateRemovalResponse

	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the RICertificateRemovalRequest message. The Status values are specified in Table 43


Table 43: Status of RI Certificate Removal Message

	Status Value
	Description

	Success
	The request was successfully processed.

	RI Certificate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Unknown Error
	Other errors


Change 23:  Change Table 66 & 67 as follows:

Table 44: Parameters of DynamicCodePageQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the DynamicCodePageQueryRequest message. The Status values are specified in Table 45.
If Status contains any error, only this parameter is present in the DynamicCodePageQueryResponse.

	Attribute Code Page
	No
	The Dynamic Attribute Code Page

	Tag Code Page
	No
	The Dynamic Tag Code Page


Table 45: Status of Dynamic Code Page Query Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Dynamic Code Pages Not Found
	The WBXML Dynamic Code Pages do not yet exist on the SRM. The DRM Agent MAY create new Code Pages as required.

	Unknown Error
	Other errors


Change 24:  Change Table 71 & 72 as follows:

Table 46: Parameters of DynamicCodePageUpdateResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	The result of processing the DynamicCodePageUpdateRequest message. The Status values are specified in Table 47


Table 47: Status of Dynamic Code Page Update Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Not Enough Space
	The SRM doesn’t have enough space to store the dynamic code tables

	Function Not Supported
	Dynamic Code Tables cannot be stored in the SRM.

	Unknown Error
	Other errors
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