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1 Reason for Change

To outline the “Shared-Key management” for the User Domain. 

The proposed text is in line with: OMA-DLDRM-2007-0173-INP_UserDomainSecurityConsiderations. For bakground information on the proposed mechanism please have a look at that input. 

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add following sections to “Key management” chapter

8.1 Shared-Key management

When a User Domain Rights Object is secured using Shared-Key management, the <encKey> element  in the <ro> element in the <protectedRO> element will contain the REK, encrypted with the Diversified Domain Key (DDK), as specified in section xxx. The <protectedRO> may be distributed out of band using any mechanism to any device. 

To access such an RO, the DRM Agent will join the User Domain via the dmpJoinDomain protocol and receive the Master Domain Key (MDK). The DDK can be derived from the MDK and the identity of the entity that created the RO, as specified in section xxx. Provided that no permission in the <protectedRO> is constrained by a <copy_control> element, by using the DDK the DRM Agent is able to access the REK in the <protectedRO> and MAY grant any permission in the <protectedRO> provided the constraints are met. 

If any permission in the <protectedRO> is constrained by a <copy_control> constraint, then the DRM Agents will set up a SAC to securely exchange the REK. In this case, a sink DRM Agent MUST receive the REK as delivered via a SAC, since the REK is cryptographically inaccessible based solely on knowledge of the MDK and the RO. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

To secure a User Domain Rights Object using Shared-Key management, an RI/LRM will execute the rdpUseDomain protocol with the DA/DEA and receive the RI/LRM specific DDK and ValidationToken. Using the DDK the RI/LRM is able to create and protect the RO as specified in section xxx. As part of the <protectedRO>, using out-of-band mechanisms or the roapROResponse message, the RI/LRM will forward the ValidationToken to the DRM Agent. In the process of installing the RO, the DRM Agent must verify that the RI/LRM has been authorized by the DA/DEA to create ROs for the User Domain, by checking the ValidationToken as specified in section xxx. If the RI/LRM ValidationToken has expired or is otherwise invalid, it MAY be renewed by executing the  dmpJoinDomain protocol with the DA/DEA. The DA/DEA may choose not to renew a Validation Token and in this way prevent an RI/LRM to create new RO’s for the User Domain, for instance when an RI/LRM is suspected to be compromised or when the business relationship between the DA/DEA and RI/LRM has ended. 

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process a new MDK is chosen. All members of the domain that are still trusted will re-execute the dmpJoinDomain protocol with the DA/DEA to retrieve the new MDK. All RI/LRMs that provide ROs for the domain  will re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens. 
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