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1 Reason for Change

In the metering report function in DRM 2.1, there is an ambiguity in formulating <encryptedMeteringReport> element.
 

Currently DRM 2.1 DRM TS section H.1.15 shows an example of MeteringReportSubmit message. The following is part of the example.
        <encryptedMeteringReport>
            <xenc:EncryptedData Type="http://www.w3.org/2001/04/xmlenc#Element">
                <xenc:EncryptionMethod Algorithm=" http://www.w3.org/2001/04/xmlenc#kw-aes128"/>
                <ds:KeyInfo>
                    <ds:RetrievalMethod URI="#K_MEK_and_K_MAC"/>
                </ds:KeyInfo>
                <xenc:CipherData>
                    <xenc:CipherValue>A23B45C56</CipherValue>
                </xenc:CipherData>
            </xenc:EncryptedData>
        </encryptedMeteringReport>
 
The author of this CR would like to highlight 'Type' attribute of the EncryptedData element. According to W3C XML Encryption standard, in case where Type attribute has a value http://www.w3.org/2001/04/xmlenc#Element, it means that encryption includes element tag. But current DRM 2.1 spec doesn't specify such element - that holds <rawMeteringReportData> element as a child - but it specify "meteringReportType" complex type. Also DRM 2.1 spec doesn't specify which value should be used for 'Type' attribute of EncryptedData element for metering Report function.
 

So DRM 2.1 implementor may have two choices to implement <encryptedMeteringReport>. One is to make dummy element conforms to meteringReportType type, and then encrypt with the dummy element. Second is to set Type attribute as http://www.w3.org/2001/04/xmlenc#Content. In this case, encryption will include only content in the element.
 

Any of two direction would work well, but the implementation difference may bring interoperability problem. So in my opinion, there should be a bug fix for this problem.
In the point of view from spec development, using #Content is simpler than creating new xml element which instantiates meteringReportType complexType. Hence the author of this CR tries to modify given example in H.1.15 and to add clarifying sentence in the proper section.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG members to review and agree this proposal.
6 Detailed Change Proposal

H.1.15 MeteringReportRequest

<roap:meteringReportSubmit

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance

xmlns:ds="http://www.w3.org/2000/09/xmldsig#

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  triggerNonce="sdfknjvfda438790fdjkl4rq">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T19:20:00Z</time>

    <meteringReport>

        <encryptedMeteringReport>

            <xenc:EncryptedData Type="http://www.w3.org/2001/04/xmlenc#Content">

                <xenc:EncryptionMethod Algorithm="http://www.w3c.org/2001/04/xmlenc#aes128-cbc"/ >

                <ds:KeyInfo>

                    <ds:RetrievalMethod URI="#K_MEK_and_K_MAC"/>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>A23B45C56</CipherValue>

                </xenc:CipherData>

            </xenc:EncryptedData>

        </encryptedMeteringReport>

        <encKey Id="#K_MEK_and_K_MAC">

            <xenc:EncryptionMethod

            Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>F98E76D54</xenc:CipherValue>

                </xenc:CipherData>

        </encKey>

        <mac>ewqrewoewfewohffohr3209832r3</mac>

    </meteringReport>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:meteringReportSubmit>

11.4.1 Encryption of Metering Reports

To encrypt a Metering Report the DRM Agent MUST:

· Insert the value of a Raw Metering Report into the <rawMeteringReportData> element of a xml fragment of type meteringReportType.. 
· Randomly generate a 128-bit long AES Metering Report Encryption Key, KMEK.
· Randomly generate a 128-bit long AES Initialisation Vector.
· Randomly generate a 128-bit long MAC Key, KMAC. 

· Set the value of the <EncryptionMethod> of the <EncryptedData> element equal to:

· http://www.w3c.org/2001/04/xmlenc#aes128-cbc

· Set the value of the Type attribute of the <EncryptedData> element equal to:

· http://www.w3.org/2001/04/xmlenc#Content
· Use XML Encryption to encrypt the XML fragment of type meteringReportType using AES-128 in CBC mode and using the padding scheme defined in [RFC2630], the randomly generated Initialisation Vector should be prefixed to the encrypted data and then the combined IV and encrypted data should be inserted into the <encryptedMeteringReport> element of the  ROAP-MeteringReportSubmit message.

· The Device MUST encrypt the Metering Encryption Key and MAC Key using the RI’s Public Key as specified in section  ‎7.2.4.

· Include the encrypted Metering Encryption Key and MAC key in the MeteringReportSubmit mesage as specified in section ‎5.4.6.1.2.
· Calculate a MAC on the canonical version according to Section ‎5.3.3 of the <meteringReport> element (excluding the <mac> element) using the MAC key KMAC.  using MAC algorithm from the RI Context.
· Set the value of the <mac> element of the <meteringReport> element equal to this value.
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