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1 Reason for Change

The concept of prURL(Post Response ULR) has been introduced, that RI can send an web address to the Device and the Device can start web-session.

The same can be applied to SCE ROAP MoveRights protocol. Rights Issuer may want to interact with the user of DRM Agent after conducting ROAP MoveRights protocol for various reasons. 
In the time prior to receiving ROAP-MoveRequest message from Source Device, the RI does not have information about which Rights Objects the Source Device would send to RI. Hence the billing/charging may happen after ROAP-MoveRequest/ROAP-MoveResponse message exchange. For this reason, it is recommended to have post interaction between user of Source Device and RI. 
The prURL also may be used for user of the Source Device to select Rights Objects to transfer several Target Devices.

The prURL extension will provide a link to do interactions that is listed and unlisted above.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to review and agree the proposal
6 Detailed Change Proposal

6.4.4.2 MoveRightsResponse

The ROAP-MoveRightsResponse message is sent from the the Rights Issuer to the Device as a response against ROAP-MoveRightsRequest message. This message expresses if RI assures received Rights Object will be successfully stored.
6.4.4.2.1 Message description

	Parameter
	ROAP-MoveRightsResponse

	
	Status = Success
	Status ≠ Success

	Status
	M
	M

	Device ID
	M
	M

	RI ID
	M
	M

	Device Nonce
	M
	M

	Certificate Chain
	O
	-

	OCSP Response
	O
	-

	Extensions
	O
	-

	Signature
	M
	M


Table 2: MoveRightsResponse Message Parameters
Status: It is the status of the processing the ROAP-MoveRightsRequest message by Rights Issuer. If it is success, the value is ‘success’. On failure, the Rights Issuer can choose one of the status messages from the DRM 2.0 error messages.

Device ID identifies the Device which receives message. The value MUST be identical to the value of Device ID parameter in the preceding ROAP-MoveRequest message.

RI ID identifies the sending RI.
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding MoveRightsRequest message. If the Device Nonce is incorrect, the MoveRightsResponse message processing will fail and the Device MUST discard the received ROAP-MoveRightsResponse message.
Certificate Chain: This parameter MUST be present unless a preceding ROAP-MoveRightsRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain and MUST compare the hash of the complete DER-encoded subjectPublicKeyInfo component in the received RI certificate with the RI ID from the request. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-RORequest (and the RI did not ignore that extension). For the processing of this parameter, see [DRMDRM].

Extensions: The following extension are currently defined for ROAP-MoveRightsResponse message.
Post Response URL: This allows an RI to have post-interaction with the user of Source Device using a browsing session. In the browsing session, the RI may conduct e.g. billing/charging per amount of transferred Rights, screening of Content and Rights. But the details in the browsing session are beyond the scope of this specification.
Signature is a digital signature on this message (besides the Signature element itself). The signature method conforms to [DRMDRM20].

6.4.4.2.2 Message syntax

The <moveRightsResponse> element specifies the ROAP-MoveRightsResponse message. It has complex type roap:MoveRightsResponse, which extends the roap:Response type.

<!--MoveRightsResponse -->

 <element name="moveRightsResponse" type="roap:MoveRightsResponse" />
 <complexType name="MoveRightsResponse">

  <annotation>

   <documentation xml:lang="en">

    Message sent from RI to Device in response to a MoveRightsRequest message.

   </documentation>

  </annotation>

  <complexContent>

   <extension base="roap:Response">

    <sequence minOccurs="0">

     <element name="deviceID" type="roap:Identifier" />

     <element name="riID" type="roap:Identifier" />

     <element name="nonce" type="roap:Nonce" minOccurs="0" />
     <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

     <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

     <element name="signature" type="base64Binary" />

     <element name="extensions" type="roap:Extensions" />

    </sequence>

   </extension>

  </complexContent>

 </complexType>
The following schema fragment defines the Post Response URL extension:

<complexType name="postResponseURL">

  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <element name="prURL" type=”anyURI”/>

      <sequence>

    </extension>

  </complexContent>

</complexType>
prURL specifies a URL.  The value of the <prURL> element MUST be a URL according to [RFC2396]. The processing of the <prURL> element is as described in section 6.4.

The critical attribute SHALL be present and the value of the attribute SHALL be “true” and this extension MUST be supported by the Device.

6.5 Processing MoveRightsResponse

When a DRM Agent receives a MoveRightsResponse message, the DRM Agent MUST:

· Check if <deviceID>, <riID>, <nonce> elements are same with previous request message. If any of these does not match, the DRM Agent regards error condition is met.

· Verify <signature> element in the message. If the verification is failed, the DRM Agent regards error condition is met.

If the status in the response message is success, the DRM Agent MUST:

· Remove corresponding Rights Objects and its State Informaion which were identified in the request message.
· If the Post Response URL extension is present, the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity. If the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.
If the status in the response message is error or underlying transport protocol has error, the DRM Agent MUST:

· Make the corresponding Rights Objects enabled state.

· Handle error according to [DRMDRM20], in case where the status in the response message is error.
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