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1 Reason for Change

This CR provides the proposed solution to comment B272-BS.
	B272-BS
	2007.07.18
	T
	5.7.1.1.1

and

5.7.8.1.1
	Source: Beep Science

Form: OMA-CONR-2007-0010

Comment: The HelloResponse contains a “Max Number of Content IDs” field which relates to the maximum number of handles that will be returned in the HandleListQueryResponse. 

Does this really relate to the maximum number of Content Ids that can be specified in the HandleListQueryRequest? Or does it relate to the maximum number of handles that can be returned in the HandleListQueryResponse?

Proposed Change:

1) In section 5.7.1.1.1 change the description of Max Number of Content IDs to “This field contains the maximum number of Hashed ContentIDs that can be specified in the HandleListQueryRequest message”.

2) In section 5.7.8.1.1 add: “The DRM Agent SHOULD NOT include more ContentIds in the HandleListQueryRequest than was specified as the Maximum Number of Content Ids in the HelloResponse”
	Status: OPEN


R01: Change definition of Maximum Number of ContentIDs.  Add Change 3 to include a new error code for when the number of ContentnIDs in the HandleListQuery exceeds the maximum number supported by the SRM.
R02: Remove original Change 1.  It will be included in CR-454.   Remove new error code and change 3 added in R01.
R03: Add new error code and specify when it is used.  Add change 2.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Clarify text in section 5.7.8.1.1
5.7.8.1.1        Message Description

The DRM Agent sends the HandleListQueryRequest to read the Handle List from the SRM. The parameter of the request is defined in Table 41.
Table 41: Parameters of HandleListQueryRequest
	Parameters
	Protection Requirement
	Description

	Hashed ContentID List
	No
	List of H(ContentID). Each ContentID conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element of a Rights Object. The elements (<uid>, <context>, <asset> and <ro>) are defined in [OMADRMv2].

	Handle List Length
	No
	Maximum Handle List length in bytes that the DRM Agent can process. If this value is present, the SRM Agent MUST send a Handle List shorter than or equal to the Handle List Length value.

If a Handle List for a specific ContentID is longer than the Handle List Length, the SRM Agent divides the Handle List into several chunks.


The ContentID in the HandleListQueryRequest is the identification of a DRM Content. The DRM Content can be associated with one or multiple Rights. The SRM Agent generates and returns a Handle List of Rights that are associated with the DRM Content.

Upon receiving the HandleListQueryRequest, the SRM Agent performs the following actions:

· In case of absence of Hashed ContentID List in the request, the SRM Agent generates a Handle List of all Rights in the SRM.
· In case the Hashed ContentID List is included in the request, the SRM Agent generates a Handle List of Rights in the SRM that are associated with specific DRM Contents. The DRM Contents are identified by the ContentIDs in the request
The Handle List MUST contain only Handles of enabled Rights.

The SRM Agent MAY restrict the number of ContentIDs included in the Handle List. For example, if the SRM Agent supports to generate a Handle List of maximum 3 ContentIDs, then the SRM Agent generates the Handle List of only 3 ContentIDs, even the Hashed ContentID List contains 5 ContentID hash values.

The SRM Agent sends the HandleListQueryResponse to carry the result of the action. The parameters of the response are defined in Table 42. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the HandleListQueryResponse contains the error cases as specified in Table 43.  If the number of ContentIDs in the HandleListQueryRequest is more than the Max Number of Content IDs specified in the HelloResponse, the SRM Agent MUST return the error - ContentID List Too Long.
Table 42: Parameters of HandleListQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the HandleListQueryRequest is successfully handled or not. The Status value is specified in Table 43.

	Handle List
	No
	This parameter contains a Handle List or a chunk of it if a Handle List has been divided into several chunks.

	Continuation Flag
	No
	It is assumed that a Handle List is divided into several chunks.

‘0’: The Handle List in this response is the last chunk of the whole Handle List, or the Handle List is not divided into chunks (i.e. the Handle List is shorter than or equal to the Handle List Length in the request, or the Handle List Length field is not present in the request). 

‘1’: A Handle List has been divided into several chunks. The Handle List in this response is a chunk of the whole Handle List, and there are subsequent chunks. 

	Handle List Length
	No
	This is the length in bytes of a chunk, and is present when the length of the chunk is not equal to the Handle List Length in the request.


Table 43: Status of Handle List Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Handle List Not Found
	There is no Rights in SRM associated with a specific DRM Content that is identified by the ContentID.

	ContentID List Too Long
	The number of ContentIDs in the request exceed the Maximum Number of Content IDs

	Unknown Error
	Other errors


If the Continuation Flag contains the value ‘1’ and Status is Success, the DRM Agent SHOULD send the HandleListQueryRequest again in order to read the next chunk. The DRM Agent repeats the HandleListQueryRequest until the response contains the value ‘0’ in the Continuation Flag parameter. If the Continuation Flag contains the value ‘0’ and no errors or exceptions (Status = Success), the Handle List Query Message processing is completed.

If the DRM Agent sends a different message or sends the HandleListQueryRequest with different parameter values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the Handle List from the first chunk again).

If a Handle List is divided into several chunks, a chunk may not maintain the complete data structure in Appendix B.4. The DRM Agent MUST concatenate all chunks in sequence from the SRM Agent in order to complete the Handle List data structure.
Change 2:  Add new error code in Table 4

5.6.4.2 Status

Each response message (i.e. messageType is set to 1) has status parameter indicating the result whether its previous request message (i.e. messageType is set to 0) is successfully handled or not. Table 4 assigns integer value to each error code of the parameter. This is 2 byte integer.

Table 4: Status
	Identifier Value
	Error Code in Status

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Parameter Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	CRL Update Needed

	8
	OCSP Not Supported

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Parameter Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle List Not Found

	18
	Handle Not Removed

	19
	Function Not Supported

	20
	RI Certificate Chain Not Found

	21
	Dynamic Code Pages Not Found

	xx
	ContentID List Too Long

	xx ~ 65535
	Reserved For Future Use


Note to Editor:  Assign the next available value for the new error code
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