Doc# OMA-DRM-2007-0441R03-CR_Supporting Confidential Extensions for SRM.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2007-0441R03-CR_Supporting Confidential Extensions for SRM.doc
Change Request



Change Request

	Title:
	Supporting Confidential Extensions for SRM
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SRM-V1_0-20070604-D.doc

	Submission Date:
	27 september 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Koen Vrielink, Philips, koen.vrielink@philips.com

	Replaces:
	n/a


1 Reason for Change

CONRR Comments: B258

Enable future versions of the SRM enabler to transfer additional information via implementation of SRM 1.0 

In Seattle it was discussed that if future versions of the SRM enabler need to transfer confidential information between DRM Agents via SRMs of version 1.0, then they may do so by encrypting this confidential information with the (key stored at the location of the) REK and put it into an ExtensionContainer.  No need to signal confidentiality per extension…. 
During the telco of Sept 27th it was discussed that storing the extensions would could problems because of size parameter in Rights installation setup request ouwld does cover the size of the extensions. ( Change 3
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the SRM Specification.
6 Detailed Change Proposal

Change 1:  
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Change 2:  Changes to Rights Installation Message

5.2.1.1 Rights Installation Message
5.2.1.1.1 Message Description

The DRM Agent sends the RightsInstallationRequest to install the Rights in the SRM. The parameters of the request are defined in Table 1.
Table 1: Parameters of RightsInstallationRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table 4. Refer to section Error! Reference source not found..

	LCID
	Integrity
	Refer to Error! Reference source not found.. This contains the hash value of ContentIDs that are associated with the Rights. This is used for generating the Handle List.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity
	Refer to section Error! Reference source not found.. 

	State Information
	Integrity
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


Upon receiving the RightsInstallationRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the Handle and REK with the Session Key
3. 
4. Install the Rights (Rights Meta Data, Rights Object Container, State Information (if present), and REK) and, if present, the ExtensionContainer with extensions at a space associated with the Handle. If the Rights corresponding to the Handle already exists in the SRM, the SRM Agent returns Success in the Status without performing this action.
Change 3:  Changes to Rights Retrieval Message

5.2.1.2 Rights Retrieval Message
5.2.1.2.1 Message Description

The DRM Agent sends the RightsRetrievalRequest to initiate the Move of the Rights from the SRM. The parameters of the request are defined in Table 2.

Table 2: Parameters of RightsRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights that will be Moved from the SRM to the Device. Refer to section Error! Reference source not found..

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the New Handle with the Session Key
3. Find a Rights corresponding to the Handle
4. If found, overwrite the Handle in the SRM with the New Handle and disable the Rights
The SRM Agent sends the RightsRetrievalResponse to carry the result of the procedure. The parameters of the response are defined in Table 3. If any error occurs during the procedure, the error MUST be reported to the DRM Agent. The Status parameter of the RightsRetrievalResponse contains the error cases as specified in Error! Reference source not found..
Table 3: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsRetrievalRequest is successfully handled or not. The Status value is specified in Error! Reference source not found..

If the Status contains any error, only this parameter is present in the RightsRetrievalResponse.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity 
	Refer to section Error! Reference source not found.

	State Information
	Integrity
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


If at the space associated with the Handle an ExtensionContainer has been installed (see section on Rights Installation Message), then the SRM Agent MUST include an ExtensionContainer in the RightsRetrievalResponse and include all received extensions into the ExtensionContainer 
1. 
2. 
3. 
Change 4:  Changes to Rights Installation Setup Request

NOTE TO EDITOR: Resolution of comment B16 addressed same section. Smart Integration required. 

5.2.1.3 Installation Setup Message

5.2.1.3.1 Message Description

The DRM Agent sends the InstallationSetupRequest to initiate a Move to the SRM. The parameters of the request are defined in Table 4.

Table 4: Parameters of InstallationSetupRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights while stored in the SRM. It is a 10 byte random value generated by the DRM Agent for this Move transaction. Refer to section Error! Reference source not found..

	Size of Rights
	Integrity
	Size of a Rights in bytes. This informs the SRM Agent the size of a Rights that will be installed in the SRM as specified in section 5.2.1.1.

Size of Rights = Length of RightsInformation + Length of EncryptedRek + Length of ExtensionContainer. RightsInformation and EncryptedRek are specified in section Error! Reference source not found.. ExtensionContainer is specified in section [editor referce section introduced by CR from Bert]. If no ExtensionContainer will be present in RightsInstallationRequest-message, then Length of ExtensionContainer is zero. 
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