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1 Reason for Change

Introduction chapter for User Domain Specification– currenty addressing only Shared-Key management. 

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add chapter to spec

8. Introduction

A User Domain is a set of DRM Agents that possess key material provisioned by a DA/DEA. DRM Agents in a User Domain can share User Domain Rights Objects and are able to consume and share any DCFs controlled by User Domain Rights Objects. DRM Agents can  join multiple User Domains managed by one or more DA/DEAs.

The DA/DEA defines the User Domain, manages the key material, and controls which and how many DRM Agents are included and excluded from the User Domain. The DA/DEA also controls which entities (RIs and/or LRMs) are authorized to create User Domain ROs.

8.1 Acquiring User Domain RO’s

A DRM Agent can acquire User Domain ROs from an RI, from an LRM or from another DRM Agent. The SCE enabler defines four mechanisms to transport User Domain RO’s:

1. the SCE-1-ROAP protocol ([SCE-ROAP]) with the extensions defined in section xxx. This mechanism may be used to deliver a User Domain RO from an RI to a DRM Agent, typcially after a purchase transaction. 

2. the SCE-6-LRMP protocol ([SCE-LRM]). This mechanism may be used to transport a User Domain RO from an LRM to a DRM Agent, typcially after an import process.

3. the SCE-7-A2AP protocol ([SCE-A2A]). This mechanism may be used to transport a User Domain RO from one DRM Agent to another. 

4. interface SCE-8 (“out-of-band”, section xxx). This data specification enables distribution of User Domain ROs via any protocol or medium, for example inside a (P)DCF file, as a separate standalone MIME object, or as part of a MIME multipart/related message [RFC2387]. This mechanism may be used to transport User Domain ROs to a DRM Agent from any source. However this mechanism is not adequate to transport User Domain ROs that require the <copy_control> constraint to be enforced or User Domain ROs that are protected using the Paring-Key mechanism.

The DRM Agent MUST support receiving a User Domain RO in a ROAP-ROResponse message.

The DRM Agent MUST support receiving a User Domain RO as a separate object. 


As a general principle, the processing rules for inbound User Domain ROs are agnostic to the origin of the User Domain RO or the mechanism by which is was transported, i.e. it does not matter whether the User Domain RO was delivered OTA from an RI using ROAP or copied from another DRM Agent using SCE-8 (in addition to for example UPnP). There is no binding to a specific transport mechanism or transport protocol. 

The process of checking the validity of inbound (User Domain) RO’s is called installation of the (User Domain) RO. After the RO has been installed, a user may request the DRM Agent to grant any of the permissions related to a specific Content. This process is called consumption of the (User Domain) RO.  To render the media objects inside the associated DCF the DRM Agent MUST process the User Domain RO as defined in section xyx.

8.2 User Domain Management

8.2.1 Joining a User Domain

In order to install and consume a User Domain RO, a DRM Agent needs to register with a DEA that manages the User Domain that the RO refers to and join that User Domain.  A DRM Agent joining a User Domain is the process of an DEA authorizing a particular DRM Agent to be able to use ROs for this User Domain. The result of a successful execution of the dmpRegistrationProtocol (section Error! Reference source not found.) of a DRM Agent with a DEA, is the estabishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The dmpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols. 

The result of  a succesful execution of the DMP Join Domain Protocol (section Error! Reference source not found.) is the establishment in the DRM Agent of a User Domain Context for the given User Domain. The User Domain Context MAY consists of:

· User Domain Info. This consists of:

Identity of the Domain Authority

Identity of this User Domain, including the domain generation

deaURL: URL used by the DRM Agent to initiate communication with the DA/DEA

The alias of the Domain Authority – used in communication with the user to refer to the DA.

The alias of the User Domain – used in communication with the user to refer to the User Domain

· Key material

In case of Shared-Key management: the Master Domain Key (MDK), or set of MDKs in case hash-chains are not used.

· User Domain Tokens. Used by the DA/DEA to authorize certain entities to perform certain tasks in relation to the User Domain. A User Domain Token consists of:

Identity of the entity

The authorized roles of the entity. An entity may be authorized to act as a RI, LRM, DEA or DRM Agent in relation to a User Domain.

Expiry date – date when the authorizaton expires.

Please not that the technical implementation (including its security) of the User Domain Context is outside of scope of this specification. A DRM Agent  MAY join multiple User Domains managed by one or more DA/DEAs. Consequently the DRM Agent MAY  at any time maintain several DA/DEA Contexts and also per DA/DEA Context several User Domain Contexts. 

8.2.2 Using a User Domain

An RI/LRM  using a User Domain is the process of an DA/DEA authorizing a particular RI or LRM to be able to create ROs for this User Domain. The result of a successful execution of the rdpRegistrationProtocol (section Error! Reference source not found.) of a RI or LRM with a DA/DEA, is the estabishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The dmpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols.

The result of a succesful execution of the dmpUseDomain protocol (see Error! Reference source not found.) is the establishment in the RI/LRM of a User Domain Context for the given User Domain. The User Domain Context includes key material, User Domain Identifier(s) and a User Domain Tokens. An RI/LRM MAY use multiple User Domains managed by one or more DA/DEAs.

A DEA will enforce certain limits when allowing DRM Agents to join a User Domain. It can for example enforce a maximimum on the number of concurrent members. This means it should be possible to remove a DRM Agent as member of a User Domain. Also, for reasons related to its business or to the trust management,  a DA/DEA can at some point want to disable a certain RI/LRM to create RO’s for the User Domain or disable a DRM Agent to consume newly created ROs for a User Domain. For these purposes, a DA/DEA can request an RI/LRM to drop a certain User Domain (see section xxx) or request a DRM Agent to leave a User Domain (see section xxx). Alternatively a DA/DEA can upgrade the User Domain (see section xxx), which forces all DRM Agents to re-join and RI/LRM to re-do the rdpUseDomain protocol. 
8.3 Compatibility with OMA DRM 2.1 domains. 

The functionality provided by the domain mechanism defined in [OMA DRM 21] is subset of the functionality of the User Domain. However those User Domain RO’s that do not use any new features are still usable on OMA DRM 2.1 (or 2.0)  DRM Agents. Specifically the following requirements must be met for an RO that is usable on OMA DRM 2.1 (or 2.0) DRM Agents: the User Domain RO:

1. does not contain a <copy_control> constraint

2. does not require “Pairing-Key” management

3. is signed by an RI, either after a purchase transaction or after an RI-assisted import (see [LRM], section xyz).

In this case the User Domain RO can be delivered to the 2.1 or 2.0 DRM Agent via ROAP or “out-of-band” as already defined in [OMA DRM 2.1]. The installation and consumption of this User Domain RO on the 2.0 or 2.1 DRM Agent will cause the DRM Agent to attempt to join the domain using the ROAP protocol as specified in [OMA DRM 2.1]. This will trigger the RI that signed the RO to execute the rdpProxyJoinDomain protocol (see section xxx). If this protocol is succesful, the DRM Agent will receive the information required to access the User Domain RO.
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