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1 Reason for Change

This CR provides the proposed solution to comment B297-SDA.
	B297-SDA
	2007.08.22
	T
	5.1.1
	Source: SDA

Form:OMA-DRM-2007-0369-ILS

Comment: SDA would like to restrict the maximum size of Rights Objects to be stored on the SD card as follows:
Proposed Change: 
    * Rights Object Container:  4KB

    * Rights Meta Data:  2KB

    * State Information 512 bytes

    * REK: 16 bytes
	Status: OPEN


R01:  It was determined that there should not be additional requirements put on the Rights Issuer as was done in the original CR.   R01 removes the original Change 1 and adds a statement that the DRM Agent should compact the <rights> using WBXML if they are larger than 4096 bytes in XML.
R02: Reorder paragraphs in 5.1.1.2
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt the proposed text for inclusion in the SRM Technical Specification.
6 Detailed Change Proposal

Change 1:  Add statements into 5.1.1.2 as follows:
5.1.1 Rights
This section specifies Rights stored in SRM(s). Rights may be stored in SRM(s) by being preloaded or moved from a Device by the Move Permission granted by Rights Issuers. Rights consist of Rights Meta Data, Rights Object Container, State Information and REK. XML elements and attributes referred to in this section are specified in [OMADRMv2].
The Rights MUST be securely stored in the SRM.

· 
· 
· 
5.1.1.1 Rights Meta Data

Rights Meta Data consists of following information:

· Rights Object Version

· RO Alias

· RI Identifier

· RI URL

· RI Alias

Appendix B.2.5.1 specifies the data structure of the Rights Meta Data.
5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions and other attributes which are linked to DRM Content(s). The Rights Object is stored in an SRM in the format of the Rights Object Container. The SRM Agent treats the Rights Object Container as an opaque object.

In case a DRM 2.0 or 2.1 Rights Object is stored in the SRM, the Rights Object Container consists of the <rights> element and the <signature> element in the RO payload (i.e. <ro> element of the <protectedRO> element in the RO Response of ROAP). The RI-signature (i.e. <signature> element in the RO payload) MUST be present in the Rights Object Container. The RI-signature is created by a Rights Issuer that is identified by the <riID> element in the RO payload. The SRM Agent doesn’t verify the RI-signature.

It is RECOMMENDED that the Rights Issuer not generate a Rights Object (in XML format) larger than 4096 bytes if the Rights Object may be installed in an SRM. Appendix B.2.5.2 specifies the data structure of the Rights Object Container.

DRM Agents MAY compact the Rights Object Container using WBXML (as defined in section 7) before transferring Rights from the Device to the SRM. The DRM Agent SHOULD compact the Rights Object Container if it is larger than 4096 bytes.

Note: The SRM version 1.0 doesn’t support domain Rights Objects. (i.e. Domain Rights Objects SHALL NOT be stored in the SRM.)
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