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1 Reason for Change

This CR provides the proposed solution to comment B291-BS.   

	B291-BS
	2007.07.18
	T
	All
	Source: Beep Science
Form: OMA-CONR-2007-0010
Comment:  

The specification does not include any general overview of the trust model. What is the role of the trust authority? What certificates are revocable in the certificate chains? Are SRM certificates issued by the same CA as Device Certificates?

In fact a large amount of security responsibility is placed on the trust authority without clearly articulating anywhere a recommended “default” trust model (as is defined in DRM 2.0) or without itemizing each mechanism the trust authority must specify.

Proposed Change:

Add a new section called “Trust Model” to the specification and itemize both a default trust model and options to be specified by each trust model.
	Status: OPEN


2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Update reference list

2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[OMA-DICT]
	“OMA Dictionary”, Open Mobile Alliance(,  OMA-Dictionary-V1_0-20031014-A,URL:http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2.0]
	“DRM Architecture V2.0”, Open Mobile Alliance™. OMA-AD-DRM-V2_0 
URL:http://www.openmobilealliance.org

	[SRM-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD_SRM-V1_0, URL:http://www.openmobilealliance.org/ 


Change 2:  Update abbreviations
3.3 Abbreviations

	CA
	Certificate Authority

	CEK
	Content Encryption Key

	CRL
	Certificate Revocation List

	DRM
	Digital Rights Management

	OCSP
	Online Certificate Status Protocol

	OMA
	Open Mobile Alliance

	PKI
	Public Key Infrastructure

	ROAP
	Rights Object Acquisition Protocol

	R-UIM
	Removable User Identity Module

	SD
	Secure Digital

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	USIM
	UMTS Subscriber Identity Module


Change 3:  Clarify description of Trust Model in section 4.3.2

4.3.2   Trust Model

The trust model required by this enabler is based on the Public Key Infrastructure (PKI) and is an extension of the trust model described in [DRMARCH-v2.0].  The primary entities of the trust model in this enabler are the Certificate Authorities (CA), SRMs, Devices and Rights Issuers.  There could be multiple CAs in this system. This enabler does not mandate a specific trust model. The exact nature of any trust model is left up to marketplace decisions.

The SRM Agent has to be trusted by the DRM Agent, in terms of authorization, data protection, and root of trust. Only an authorized DRM Agent can access data stored in the SRM and the SRM Agent has to guarantee the integrity and the confidentiality of the data. The SRM Agent is also trusted enough to hide security elements (e.g. private key) from other entities. What constitutes a trusted DRM Agent or SRM Agent depends on the business policies of the underlying trust model.
Each SRM Agent is provisioned with a unique key pair and an associated certificate signed by an appropriate CA. The certificate identifies the SRM Agent and certifies the binding between the SRM Agent and the key pair. This allows DRM Agents to securely authenticate the SRM Agent. The DRM Agent is also provisioned with a unique key pair and an associated certificate as defined in [OMADRMv2]. This allows SRM Agents to securely authenticate the DRM Agent.

The information in the certificate of the SRM Agent enables the DRM Agent to trust the SRM Agent and send the sensitive data of the Rights Object and its state information to the SRM Agent. The information in the certificate of the DRM Agent also enables the SRM Agent to trust the DRM Agent and send the sensitive data of the Rights Object and its state information to the DRM Agent.  Both the SRM and the Device can be provisioned with more than one certificate. Based on the certificate preferences expressed by the SRM Agent, the DRM Agent has to provide an appropriate certificate.
The SRM enabler also assumes that the CA who signs the Device and SRM certificates issues CRLs indicating their revocation status.  The CA may also run an OCSP responder for use during the execution of the protocol.
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