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1 Reason for Change

This CR provides clarification to the exception handling text when the DRM Agent must terminate communication with the SRM Agent.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Update exception handling text in 5.7.1.1.3
5.7.1.1.3 Exception Handling

There may be an unexpected exception during the Hello Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 2:  Update exception handling text in 5.7.2.1.3

5.7.2.1.3 Exception Handling

There may be an unexpected exception during the Authentication Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, finds an error by referring to the Status, fails to verify the SRM Certificate Chain, or fails to decrypt the Encrypted AuthResp Data, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.

In case Version is not matched with the Version parameter sent in the HelloRequest, or Supported Algorithms is not matched with the Supported Algorithms sent in the AuthenticationRequest, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent.
Change 3:  Update exception handling text in 5.7.2.2.3

5.7.2.2.3 Exception Handling

There may be an unexpected exception during the Key Exchange Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, finds an error by referring to the Status, or fails to verify the random numbers, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 4:  Update exception handling text in 5.7.4.1.3

5.7.4.1.3 Exception Handling

There may be an unexpected exception during the CRL Information Exchange Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status (except CRL Update Needed), then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 5:  Update exception handling text in 5.7.4.2.3

5.7.4.2.3 Exception Handling

There may be an unexpected exception during the OCSP Nonce Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status (except OCSP Not Supported), then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 6:  Update exception handling text in 5.7.4.3.3

5.7.4.3.3 Exception Handling

There may be an unexpected exception during the OCSP Process Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status (except OCSP Not Supported), then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 7:  Update exception handling text in 5.7.4.4.3

5.7.4.4.3 Exception Handling

There may be an unexpected exception during the CRL Update Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.
Change 8:  Update exception handling text in 5.7.4.5.3

5.7.4.5.3 Exception Handling
There may be an unexpected exception during the CRL Retrieval Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, finds an error by referring to the Status or fails the CRL verification, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user may be informed of this exception.

Change 9:  Update exception handling text in 5.7.8.7.3

5.7.8.7.3 Exception Handling
There may be an unexpected exception during the RI Certificate Store Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user MAY be informed of this exception.
Change 10:  Update exception handling text in 5.7.8.8.3

5.7.8.8.3 Exception Handling

There may be an unexpected exception during the RI Certificate Query Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user MAY be informed of this exception.
Change 11:  Update exception handling text in 5.7.8.9.3

5.7.8.9.3 Exception Handling

There may be an unexpected exception during the RI Certificate Removal Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user MAY be informed of this exception.
Change 12:  Update exception handling text in 5.7.8.10.3

5.7.8.10.3 Exception Handling

There may be an unexpected exception during the Dynamic Code Page Query as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user MAY be informed of this exception.
Change 13:  Update exception handling text in 5.7.8.11.3

5.7.8.11.3 Exception Handling

There may be an unexpected exception during the Dynamic Code Page Update Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication by discarding any existing SAC context with the SRM Agent. The user MAY be informed of this exception.
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