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3.3  Abbreviations
	AD
	Architecture Document

	CRL
	Certificate Revocation List

	DRM
	Digital Rights Management

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	MAC
	Message Authentication Code

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	RI
	Rights Issuer

	RO
	Rights Object

	SD
	Secure Digital

	SIM
	Subscriber Identity Module

	S-MMC
	Secure MultiMediaCard

	SRM
	Secure Removable Media

	USIM
	Universal Subscriber Identity Module


[ . . ]
6. Document Listing for SRM 1.0
This section is normative.
Table 1: Listing of Documents in SRM 1.0 Enabler
	Doc Ref
	Permanent Document Reference
	Description

	Requirement Document

	[SRM-RD]
	OMA-RD-SRM-V1_0-20061010-C
	Requirement Document for SRM 1.0 Enabler

	Architecture Document

	[SRM-AD]
	OMA-AD-SRM-V1_0-20070316-D
	Architecture Document for SRM 1.0 Enabler

	Technical Specifications

	[SRM-TS]
	OMA-TS-SRM-V1_0-200705xx-D
	Specification that defines the protocol for SRM 1.0 that provides control interface between the Device and SRM

	Supporting Files

	n/a
	
	


NOTE TO EDITOR: Update document references to the latest version
7.  Minimum Functionality Description for SRM 1.0 

This section is informative.
Client in the SRM specification is Device. The minimum mandatory client functionality for the SRM specification includes:
· Cryptographic algorithms: Hash, MAC, symmetric encryption, asymmetric encryption, and signature algorithms
· SRM Hello: Protocol handshaking between Device and SRM
· Mutual authentication and key exchange between Device and SRM
· Key derivation function

· Message replay protection

· CRL delivery and certificate revocation checking using CRL
· Device to SRM Rights move
· SRM to Device Rights move

· Local rights consumption

· Rights identifier list delivery from SRM
· Move replay protection
The SRM specification also defines the following optional client functionality:
· OCSP response processing
· RI certificate chain transfer between Device and SRM
· Multiple secure authenticated channels
Servers in the SRM specification are RI and SRM. The minimum mandatory server functionality for the SRM specification includes:
RI:
· Supporting Move permission and related constraints  in Rights Objects
SRM:
· Cryptographic algorithms: Hash, MAC, symmetric encryption, asymmetric encryption, and signature algorithms

· SRM Hello: Protocol handshaking between Device and SRM

· Mutual authentication and key exchange between Device and SRM

· Key derivation function

· Message replay protection

· CRL store and certificate revocation checking using CRL

· Rights installation

· Rights query

· Rights removal

· REK query
· State information update

· Rights identifier list generation
The SRM specification also defines the following optional server functionality:
SRM:

· OCSP response processing and certificate revocation checking using OCSP response
· RI certificate chain store
· Multiple secure authenticated channels
8. Conformance Requirements Notation Details

This section is informative 

The tables in following chapters use the following notation:

Item:
Entry in this column MUST be a valid ScrItem according to [SCRRULES].

Feature/Application:
Entry in this column SHOULD be a short descriptive label to the Item in question.

Status:
Entry in this column MUST accurately reflect the architectural status of the Item in question.

· M means the Item is mandatory for the class

· O means the Item is optional for the class

· NA means the Item is not applicable for the class

Requirement:
Expression in the column MUST be a valid TerminalExpression according to [SCRRULES] and it MUST accurately reflect the architectural requirement of the Item in question.
9. ERDEF for SRM 1.0 - Client Requirements

This section is normative.
Table 2: ERDEF for SRM 1.0 Client-side Requirements
	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-SRM-C-001
	DRM 2.0 Device supporting SRM
	M
	OMA-ERDEF-DRMv2-C-001 AND
OMA-ERDEF-SRM-C-003

	OMA-ERDEF-SRM-C-002
	DRM 2.1 Device supporting SRM
	M
	OMA-ERDEF-DRMv2.1-C-001 AND
OMA-ERDEF-SRM-C-003

	OMA-ERDEF-SRM-C-003
	Device with SRM interface
	M
	SRM-CRT-C-001-M AND
SRM-CRT-C-002-M AND

SRM-CRT-C-003-M AND

SRM-CRT-C-004-M AND

SRM-CRT-C-005-M AND

SRM-HEL-C-001-M AND

SRM-SAC-C-001-M AND

SRM-SAC-C-002-M AND

SRM-SAC-C-003-M AND

SRM-CRL-C-001-M AND

SRM-CRL-C-002-M AND

SRM-CRL-C-003-M AND

SRM-CRL-C-004-M AND

SRM-MOV-C-001-M AND

SRM-MOV-C-002-M AND
SRM-MOV-C-003-M AND

SRM-MOV-C-004-M AND
SRM-MOV-C-005-M AND

SRM-MOV-C-006-M AND
SRM-LRC-C-001-M AND
SRM-LRC-C-002-M AND
SRM-LRC-C-003-M AND
SRM-LRC-C-004-M AND
SRM-UTIL-C-001-M AND
SRM-UTIL-C-002-M AND

SRM-UTIL-C-004-M AND
SRM-UTIL-C-005-M AND
SRM-UTIL-C-006-M AND
SRM-UTIL-C-007-M AND

SRM-UTIL-C-009-M AND
SRM-CERT-C-004-M AND
SRM-LOG-C-001-M AND
SRM-CAC-C-001-M


For OMA-ERDEF-DRMv2-C-001, refer to [OMADRMv2]. For OMA-ERDEF-DRMv2.1-C-001, refer to [OMADRMv.2.1].
10.   ERDEF for SRM 1.0 - Server Requirements

This section is normative.
Table 3: ERDEF for SRM 1.0 Server-side Requirements
	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-SRM-S-001
	DRM 2.0 RI supporting SRM
	M
	OMA-ERDEF-DRMv2-S-001 AND
SRM-MOV-S-001-M

	OMA-ERDEF-SRM-S-002
	DRM 2.1 RI supporting SRM
	M
	OMA-ERDEF-DRMv2.1-S-001 AND
SRM-MOV-S-001-M

	OMA-ERDEF-SRM-S-003
	SRM
	M
	SRM-CRT-S-001-M AND
SRM-CRT-S-002-M AND
SRM-CRT-S-003-M AND
SRM-CRT-S-004-M AND
SRM-CRT-S-005-M AND
SRM-HEL-S-001-M AND
SRM-SAC-S-001-M AND
SRM-SAC-S-002-M AND
SRM-SAC-S-003-M AND
SRM-CRL-S-001-M AND
SRM-CRL-S-002-M AND
SRM-CRL-S-003-M AND
SRM-CRL-S-004-M AND
SRM-MOV-S-002-M AND
SRM-MOV-S-003-M AND
SRM-MOV-S-004-M AND
SRM-LRC-S-001-M AND
SRM-LRC-S-002-M AND
SRM-UTIL-S-001-M AND
SRM-UTIL-S-002-M AND

SRM-UTIL-S-004-M AND
SRM-UTIL-S-005-M AND
SRM-UTIL-S-006-M


For OMA-ERDEF-DRMv2-S-001, refer to [OMADRMv2]. For OMA-ERDEF-DRMv2.1-S-001, refer to [OMADRMv.2.1].
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