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1 Reason for Change

During the Vancouver meeting, OMA-DRM-2007-0474 was presented. In CR 474, it was proposed that the LRM can only generate a limited number N of Imported ROs using a single Validity Token (VT). After the N Imported ROs have been generated, the LRM has to acquire a new VT.

In CR 474, it was also proposed to use an LRM KMS different from the KMS used for normal ROs. The LRM KMS is based on a Generation Salt (GS), which is different for each VT. The GS is used to introduce key diversity in Imported ROs, i.e. to ensure that each Imported RO uses a different key. Also, the GS allows the DA to control the generation of a REK for an Imported RO, removing the responsibility from the LRM to generate a secure REK.
In Vancouver, the group requested that CR 474 was to be split up into two CRs: one introducing the number restriction and one introducing the GS. This CR introduces the GS.

In this CR, the necessary text for the REK generation is introduced. The REK is calculated as a function of the GS and the RO Number. It is not included in an Imported RO, since each legitimately receiving Device can acquire all needed information to derive the REK itself.
2 Impact on Backward Compatibility

Since OMA DRM v2.x clients don't understand VTs, they will be unable to process Imported ROs using this KMS. This can be resolved by mechanisms that convert LRM created Imported ROs to regular RI-generated ROs.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

3.2 Definitions

	HMAC-SHA1-t(K, M)
	HMAC-SHA1 computation of message M using key K, truncated to the most significant t bits.

	SHA1-t(X)
	SHA-1 computation over X truncated to the most significant t bits

	A || B
	Concatenation of A and B


3.3 Abbreviations

	GS
	Generation Salt

	LRM
	Local Rights Manager

	OMA
	Open Mobile Alliance

	SCE
	Secure Content Exchange


8.2 Protection of Rights

8.2.1 REK Generation for Imported ROs

The REK is the wrapping key used to protect the CEK. The REK of an Imported RO cannot be chosen arbitrarily by the LRM, but depends on a Generation Salt (GS) and an RONumber. The REK in an Imported RO is calculated using the following formula:
REK = SHA1-128( GenerationSalt || RONumber )

The GenerationSalt is a 128-bit number, which is generated by the DA. The GS is included in the VT, encrypted by the LRM-DDK. The LRM-DDK is derived from the MDK and the LRM public key, by using the first 128 bits of the MAC value over the MDK using the LRM public key as the MAC-key, i.e.:

LRM-DDK = HMAC-SHA1-128(LRMPublicKey, MDK)
The RONumber is coded as a 64-bit integer, in network byte order. See section 5.3.3 ("Import into User Domains") for more details on the RONumber.

Since the REK is completely fixed by the Generation Salt and RO Number, it is not necessary to include the REK in the RO. Instead, the Device calculates the REK from the information obtained in the VT.
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