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1 Reason for Change

The purpose of this CR is to expand upon agreed CR0485 in order to enable more flexible management of User Domains consistent with addressing varied Import-Ready Data distribution restrictions and end-user experience considerations.  By teasing apart Pairings from sub-domain membership, i.e., still using Pairings to convey sub-domain membership but removing the stipulation that two Devices must be paired within a sub-domain in order to legitimately transfer a sub-domain- restricted Rights Object, we achieve greater flexibility without sacrificing controlled distribution.
Relaxing the condition that Rights transfer completion requires that the two Devices be in the same sub-domain makes it more likely that desired transfers will be able to legitimately take place.
The ability to assign sub-domains progressively to a given RO makes it more likely that desired transfers will be able to legitimately take place while still allowing reuse of existing sub-domains.
By disassociating Pairings from specific sub-domains, Pairings are more generally reusable.

Bridge signature packets are consolidated to one per RO.  
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Modify/add specifics of Pairing-Key management
7.2 Pairing-Key management

When a User Domain Rights Object is distributed from one DRM Agent to another using Pairing-Keys, the recipient/sink DRM Agent does not access the REK via an <encKey> element  in the <ro> element in the <protectedRO> element. Therefore, in this case the REK is not communicated from the source DRM Agent to the sink DRM Agent as part of the RO, but as described below. 

In case of Pairing-Key management, it is necessary for the DEA to pair User Domain members in order to enable them to communicate with each other securely relative to User Domain Rights Objects. When a DRM Agent wants to exchange such an RO with another DRM Agent, it will request a Pairing from the DEA using the dmpPair-protocol [to be defined] if such a (currently valid) Pairing corresponding to the two DRM Agents is not already available.

A Pairing comprises a data packet that can be utilized independently by the two DRM Agents designated therein to retrieve a value, the PairingSecret, and to authenticate the origin of the PairingSecret as sourced from a specifically identified DEA. A Pairing is not usable by any other DRM Agent to retrieve the PairingSecret. The part of a Pairing that is used by the target DRM Agent rather than by the DRM Agent that makes the request for a Pairing is denoted as a PairingTicket, and the requesting DRM Agent is also denoted as a ticket-requesting DRM Agent.
A Pairing will indicate the registration status of the two DRM Agents involved in that Pairing, where such status notification is authenticated as originating from the DEA. Once a DRM Agent completes the dmpJoinDomain protocol, it MAY be paired repeatedly with different DRM Agents without re-registering with the DEA or re-joining the User Domain. 
The (pair-wise unique) PairingSecret is delivered directly from the DEA to a ticket-requesting DRM Agent in two forms: one that is directly accessible by the (registered) ticket-requesting DRM Agent and the other (i.e., a PairingTicket) that is indirectly accessible to a target DRM Agent via a PairingServiceKey that was established between the DEA and the target DRM Agent as part of the dmpJoinDomain protocol involving the target Device.

When two DRM Agents exchange (under <move> or <copy> permission) a User Domain Rights Object with Pairing-Key protection, then in addition to data from the protectedRO (i.e., the <rights> element and the <signature> element), they will use the PairingSecret to set up a SAC and securely exchange the REK. A sink DRM Agent MUST, in addition to the <rights> element and <signature> element (RI-/LRM- signed), receive the REK, delivered via a SAC, which is set up based on a PairingSecret. The source DRM Agent has previously acquired access to the REK from an RI via the <encKey> element in the <ro> element in the <protectedRO> element of an RI-created RO, or via a SAC during Import from an LRM of an LRM-created Imported-Rights-Object, or via a pairing-based SAC as a recipient from another DRM Agent acting as source. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

7.2.1 DRM Agent Registration into User Domain via DEA under DA Approval and Delegation

DRM Agent registration via a DEA into a User Domain [details TBD] requires the DRM Agent to verify DA-signed data that is either Device-null in that it identifies the DEA but not any DRM Agents, or is Device-specific in that it identifies the DEA as well as one or more candidate User Domain Devices. In the latter case, the specific Device ID of the verifying DRM Agent MUST be present within a DA-signed data packet available for verification by the candidate Device. Sub-domain size cap, d, MAY be incorporated into DA-signed data or hard-coded into the DEA.
7.2.2 Associating LRM to DEA under DA Approval
As a condition of Import from an LRM, a DRM Agent (in the role of Import-Recipient Device) MUST verify DA-signed data (same or different than above DA-signed Device-null or Device-specific data packet) that associates the particular LRM to a DEA with which the DRM Agent is currently registered.  It is not prohibited that the association is reflexive in that the LRM and the DEA have the same entity ID. An LRM is concurrently associated with at most one DEA.

A DEA MAY be concurrently associated with multiple LRMs.

[Informative] It may be advantageous relative to the end user experience for a given DRM Agent to Import from distinct LRMs within the home network where one LRM may have access to Rights to upstream-DRM-protected content that is unavailable to one or more of the other LRMs in the home network.
7.2.3 DEA role: Sub-domains and DRM Agent Pairings

A DRM Agent MUST be (currently) registered with a DEA in order to be eligible to transfer Rights to and/or from other DRM Agents registered with that DEA.  Immediately upon its registration a DRM Agent is considered to be a member of the User Domain, but not yet a member of any sub-domain capped at size d.    
A sub-domain is an identified set of DRM Agents of (fixed) size d or less. The placement of DRM Agents into a sub-domain is discussed below. Note that a DRM Agent can be a member of a sub-domain without necessarily being paired to any other DRM Agents in the sub-domain. 
A DRM Agent SHALL be potentially eligible to become a member of a sub-domain by being either the ticket-requesting DRM Agent or the target DRM Agent relative to a pairing request (where each pairing request identifies the intended target DRM Agent as well as the ticket-requesting DRM Agent).

Each DEA MUST track which DRM Agents it admits as members to each sub-domain of a User Domain under its control.  Each DRM Agent becomes aware of its membership in specific sub-domains, and the membership in specific sub-domains of DRM Agents with which it communicates under Pairing-Key management, via inclusion  by the DEA of a list of sub-domain IDs for the ticket-requesting DRM Agent and a list of sub-domain IDs for the target DRM Agent.
A DRM Agent MAY be a member of multiple sub-domains of a User Domain concurrently.

The size of a sub-domain is defined to be the number of DRM Agents that have been admitted as members of that sub-domain.
The DEA MUST NOT generate pairings that would cause DRM Agent membership in a sub-domain to exceed the size cap, d.

The DEA SHALL NOT replace DRM Agents that it has admitted as members of a particular sub-domain by other DRM Agents.
7.2.4 LRM role: Imported-Rights-Objects with <sub-domain> constraint

Within a "sub-domain- restricted" Imported-Rights-Object (Imported-RO), the <rights> element (as signed by LRM via a <signature> element) SHALL include, in particular: an upper bound on the number of User Domain member Devices that can access the Rights for consumption during a given period, and act as Source Device or Recipient Device relative to transfer of the Rights during that period.  The <rights> element also indicates the allowed usage relative to the Source Device and the Recipient Device, e.g., Copy or Move. 
7.2.5 DEA role: Bridging Sub-domain- Restricted Imported-Rights-Objects and DRM Agent Pairings






Upon a pairing request by a DRM Agent that references a particular Imported-Rights-Object, the DEA, if applicable per pairing request processing [TBD], creates a new or updated "bridge signature packet” that associates one or more sub-domain IDs with a Rights Object ID (roID) of an Imported-RO. A DEA MAY associate multiple sub-domains with an Imported-RO.  If this is allowed, then that DEA MUST track how much of the allowable upper bound pertaining to an Imported-RO has been used by currently valid (i.e.,”active”) assignments of sub-domains to that RO, so as to ensure that the upper bound is not exceeded.  The DEA SHALL verify when considering pairing requests that d X [the number of sub-domains the DEA assigns concurrently to an RO] does not exceed the upper bound on the number of User Domain Devices that can access the Rights as specified by the LRM within the RO
.

When assigning an existing sub-domain to an RO, the DEA SHOULD avoid using a sub-domain that includes member Devices that are included within an already concurrently assigned sub-domain.

Bridge signature packets include a signature generated by the DEA associated with the LRM that produced the referenced Imported-Rights Object.  Bridge signature packets are specific to a particular Imported-Rights-Object.  
7.2.6 Sharing Rights with Guest DRM Agents under Pairing-Key management












� Note that the union of sub-domains assigned to a particular RO MAY include disjoint sub-domains. 
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