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1 Reason for Change

After the SRM CONRR was closed, a few more clarifications are needed to avoid confusion to developers.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 6.2.1.2

6.2.1.2 Format of Messages

The message format (MessageBody) of the AuthenticationRequest is specified as follows. The messageType is set to ‘0’ and the message is not protected by an HMAC.
DeviceCertificateChain() {

    CertificateChain()

// Defined in Appendix Error! Reference source not found.
}

AlgorithmList() {

    // If number of algorithms is zero,
    // then the default algorithm is used

    nbrOfAlgorithms
8
uimsbf

    for ( i = 0 ; i < nbrOfAlgorithms ; i++ ) {

        Algorithm()

//Defined in Appendix Error! Reference source not found.
    }
}

SupportedAlgorithms() {

    // Hash algorithms
    AlgorithmList()

    // HMAC algorithms

    AlgorithmList()

    // Symmetric algorithms

    AlgorithmList()

    // Asymmetric algorithms

    AlgorithmList()

    // Signature algorithms

    AlgorithmList()

    // KDF algorithms

    AlgorithmList()
}

MessageBody() {

    TrustAnchor()

// Defined in section Error! Reference source not found.
    DeviceCertificateChain()

    PeerKeyIdentifier()

// Defined in section Error! Reference source not found.
    SupportedAlgorithms()

}

The fields are defined as follows:

· TrustAnchor – Trust Anchor field in Error! Reference source not found.
· DeviceCertificateChain – Device Certificate Chain field in Error! Reference source not found.
· PeerKeyIdentifier – Peer Key Identifier field in Error! Reference source not found.
· SupportedAlgorithms – Supported Algorithms field in Error! Reference source not found.
The message format (MessageBody) of the AuthenticationResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.
SelectedAlgorithms() {

    // Hash algorithms

    AlgorithmList()

    // HMAC algorithms

    AlgorithmList()

    // Symmetric algorithms

    AlgorithmList()

    // Asymmetric algorithms

    AlgorithmList()

    // Signature algorithms

    AlgorithmList()

    // KDF algorithms

    AlgorithmList()

}

Change 2:  Another change

6.4 Revocation Status Checking
Revocation status checking between the SRM Agent and the DRM Agent is a necessary procedure that MUST occur before exchanging any message over the SAC. During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL). A DRM Agent MUST cache a CRL that contains revocation status about SRMs, and the SRM Agent MUST cache a CRL that contains revocation status about Devices. If the connected SRM or Device, respectively, is on the CRL then the SAC MUST be terminated. Furthermore, the SAC MUST be terminated if the SRM has information that the DRM Agent has been revoked (see section Error! Reference source not found.). The validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. The CRL update schedule and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section specifies protocols that relevant trust models may require to implement revocation checking.
Note: This Enabler does not require revocation status checking of the RI certificate chain when verifying RI signatures during Move or Local Rights Consumption. However, Devices MUST follow [OMADRMv2.1] requirements when performing ROAP.
For a DRM Agent and an SRM Agent to update an old CRL with a newer CRL, this document specifies protocols for the following purposes:

· CRL Information Exchange (Refer to section Error! Reference source not found.)

The DRM Agent and SRM Agent exchange CRL numbers in order to determine if CRL(s) in the Device supersede CRL(s) in the SRM or vice versa.

· OCSP Nonce (Refer to section Error! Reference source not found.)

The DRM Agent requests a nonce from the SRM Agent. The DRM Agent uses the nonce for the OCSP request so that the SRM Agent can be provided with the current DRM time and check the revocation status of the Device.
· OCSP Response Processing (Refer to section Error! Reference source not found.)

The DRM Agent passes an OCSP response to the SRM Agent that includes the revocation status of the DRM Agent and the DRM time.

· CRL Delivery from Device to SRM (Refer to section Error! Reference source not found.)

The DRM Agent sends its CRL(s) to the SRM Agent. The SRM Agent replaces the CRL(s) stored in the SRM with the received CRL(s).

· CRL Delivery from SRM to Device (Refer to section Error! Reference source not found.)

The DRM Agent retrieves CRL(s) in SRM, and replaces its stored CRL(s) with the retrieved CRL(s).
Some trust models may use an OCSP responder to provide the revocation status of Devices. To enable the SRM Agent to use OCSP to check the revocation status of Devices, the DRM Agent SHOULD support the following:

· OCSP communication protocol between an OCSP responder and the DRM Agent as specified in [OCSP-MP]

· OCSP Nonce request in section Error! Reference source not found.
· OCSP request generation with the nonce provided by the SRM Agent

· OCSP Response Processing between the DRM Agent and SRM Agent in section Error! Reference source not found.
In order to use OCSP to check the revocation status of Devices, the SRM Agent SHOULD also support the following:

· OCSP Nonce request in section Error! Reference source not found.
· OCSP Response Processing in section Error! Reference source not found.
The CRL(s) are updated by the following procedure.

The CRL information exchange function in section Error! Reference source not found. is executed.

If the DRM Agent supports the OCSP responder – DRM Agent communication, then the DRM Agent MAY pass the OCSP response to the SRM Agent by using the OCSP Nonce request function in section Error! Reference source not found. and OCSP response processing function in section Error! Reference source not found..
If the CRL information exchange function finds that CRL(s) must be updated, then the CRL delivery function in section Error! Reference source not found. or Error! Reference source not found. is used.
To minimize the impact of not checking the CRL validity dates, the concept of "event counting" is outlined in Appendix H. A trust model MAY chose to mandate this approach

.
Change 3:  Change section 6.5 as follows:

Rights are Moved from a Device to an SRM as illustrated in Error! Reference source not found.. As shown in Error! Reference source not found., this transaction is comprised of two request/response message pairs: Installation Setup message pair and Rights Installation message pair. The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If an SRM Agent receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, the SRM Agent SHOULD return Unexpected Request in the Status field of the response message.
Before sending the InstallationSetupRequest message, the DRM Agent MUST check the following in the Rights Object that will be Moved:

1. Check if the Rights Object has the <move> permission. If No, then do not perform the Move transaction.

2. Check if the <move> permission has a <count> constraint. If Yes, then check the current count value in the state. If the current count is 0, then do not perform the Move transaction. Otherwise, decrement current count value and perform the Move transaction.

 
[image: image1.emf]
Figure 1: Sequence Diagram – Movement of Rights from Device to SRM
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