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1 Reason for Change

This CR clarifies some details in the User Domain backward compatible usage. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Modify 6.2.4 as follows
6.2.4 User Domain backward compatible usage
A DRM2.x Device supports only DRM2.x Domain and can not interact with DA/DEA by any defined protocol. To keep compatibility, i.e. to make User Domain available for not only SCE conformant Device but also DRM2.x Device, RI can act as an intermediary to assist a DRM2.x Device to use User Domain. The following sections identify how an RI can act as such role.
6.2.4.2 DRM2.x Device Indirectly Joins User Domain

A DRM2.x Device can indirectly join a User Domain as indicated by figure xxx. 

The DRM2.x Device sends the RI a JoinDomainRequest message to convey the information about the target Domain that it will join. When the RI determines that the target Domain is a User Domain, it sends the DA/DEA a ProxyJoinUserDomainRequest message to forward the DRM2.x Device’s request as indicated by the preceding JoinDomainRequest message. After some necessary process on the ProxyJoinUserDomainRequest message, the DA/DEA returns a ProxyJoinUserDomainResponse to the RI to convey its reaction to the request, and the RI subsequently returns a JoinDomainResponse to the DRM2.x Device to forward the reaction indicated by preceding ProxyJoinUserDomainResponse. 

For more detail of this procedure, please refer to the following sections. Please note, the JoinDomainRequest and JoinDomainResponse messages have been described in [DRM2.x]. 
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Figure xxx Sequence Diagram – DRM2.x Device indirectly joins a User Domain

6.2.4.2.1 Proxy Join User Domain Request
<element name="proxyJoinUserDomainRequest" type="gen:Request"/>
<element name="proxyJoinUserDomainReqInfo" type="rdp:ProxyJoinDomainRequestInformation" substitutionGroup="gen:reqInfo"/>
<complexType name="ProxyJoinDomainRequestInformation"> 

  <complexContent>

    <extension base="gen:RequestInformation">

      <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>

<element name="deviceId" type="roap:Identifier" />

      </sequence>

    </extension>

  </complexContent>

</complexType>
6.2.4.2.2 Proxy Join User Domain Response 
<element name="proxyJoinUserDomainResponse" type="gen:Response"/>
<element name="proxyJoinUserDomainRspInfo" type="rdp:ProxyJoinDomainResponseInformation" substitutionGroup="gen:rspInfo"/>
<complexType name="ProxyJoinDomainResponseInformation"> 

  <complexContent>

    <extension base="gen:ResponseInformation">

      <sequence>        
        <element name="domainInfo" type= "roap:DomainInfo"/>

<element name="deviceId" type="roap:Identifier"/>

      </sequence>

    </extension>

  </complexContent>
</complexType>
6.2.4.2.3 Sending ProxyJoinUserDomainRequest

Upon receipt of a JoinDomainRequest message, the RI SHOULD determine whether the target Domain indicated by the <domainID> element is a User Domain. At this point the RI MUST send a ProxyJoinUserDomainRequest message to the DA/DEA. The ProxyJoinUserDomainRequest message MUST include the Device ID of the DRM2.x Device and the target User Domain ID indicated by the <domainID> element in the preceding JoinDomainRequest message.
6.2.4.2.4 Processing ProxyJoinUserDomainRequest

After reception of the ProxyJoinUserDomainRequest message, the DA/DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a ProxyJoinUserDomainResponse message to the RI to convey the User Domain Information including the Domain Keys and the lifetime of the Domain. The DA/DEA SHOULD record the association of the Device and the User Domain and the RI. 
6.2.4.2.5 Processing ProxyJoinUserDomainResponse

When receiving a ProxyJoinUserDomainResponse message, the RI MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a JoinDomainResponse to the DRM2.x Device to convey the User Domain Information in the ProxyJoinUserDomainResponse message.
6.2.4.3 DRM2.x Device Indirectly Leaves User Domain

A DRM2.x Device can indirectly and partially leave a User Domain as indicated by figure xxx.

The DRM2.x Device sends the RI a LeaveDomainRequest message to convey the information about the target Domain that it will leave. When the RI determines that the target Domain is a User Domain, it sends the DA/DEA a ProxyLeaveUserDomainRequest message to forward the DRM2.x Device’s request as indicated by the preceding LeaveDomainRequest message. After some necessary process on the ProxyLeaveUserDomainRequest message, the DA/DEA returns a ProxyLeaveUserDomainResponse to the RI to convey its reaction to the request, and the RI subsequently returns a LeaveDomainResponse to the DRM2.x Device to forward the reaction indicated by preceding ProxyLeaveUserDomainResponse. 

For more detail of this procedure, please refer to the following two sections. Please note, the LeaveDomainRequest and LeaveDomainResponse messages have been described in [DRM2.x]. 


[image: image2.emf]DRM2.x Device

RI DA/DEA

LeaveDomainRequest

ProxyLeaveUserDomainRequest

ProxyLeaveUserDomainResponse

LeaveDomainResponse


Figure xxx Sequence Diagram – DRM2.x Device indirectly and partially leaves a User Domain
6.2.4.3.1 Proxy Partial Leave User Domain Request

<element name="proxyLeaveUserDomainRequest" type="gen:Request"/>
<element name="proxyLeaveUserDomainReqInfo" type="rdp:ProxyLeaveDomainRequestInformation" substitutionGroup="gen:reqInfo"/>
<complexType name="ProxyJoinDomainResponseInformation"> 

  <complexContent>

    <extension base="gen:RequestInformation">

      <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>

<element name="deviceId" type="roap:Identifier"/>

      </sequence>

    </extension>

  </complexContent>
</complexType>
6.2.4.3.2 Proxy Partial Leave User Domain Response

<element name="proxyLeaveUserDomainResponse" type="gen:Response"/>
<element name="proxyLeaveUserDomainRspInfo" type="rdp:ProxyLeaveDomainResponseInformation" substitutionGroup="gen:rspInfo"/>
<complexType name="ProxyLeaveDomainResponseInformation">
  <complexContent>

    <extension base="gen:ResponseInformation">

      <sequence>        
        <element name="deviceId" type="roap:Identifier"/>

      </sequence>

    </extension>

  </complexContent>
</complexType >
6.2.4.3.3 Sending ProxyLeaveUserDomainRequest

Upon receipt of a LeaveDomainRequest message, the RI SHOULD determine whether the target Domain indicated by the <domainID> element is a User Domain. At this point the RI MUST send a ProxyLeaveUserDomainRequest message to the DA/DEA.  The ProxyLeaveUserDomainRequest message MUST include the Device ID of the DRM2.x Device and the target User Domain ID indicated by the <domainID> element in preceding LeaveDomainRequest message..
6.2.4.3.4 Processing ProxyLeaveUserDomainRequest

After reception of the ProxyLeaveUserDomainRequest message, the DA/DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a ProxyLeaveUserDomainResponse message to the RI to convey its reaction to the request. Before sending the ProxyLeaveUserDomainResponse message the DA/DEA MUST delete the association of this Device to the User Domain, 
6.2.4.3.5 Processing ProxyLeaveUserDomainResponse

When receiving a ProxyLeaveUserDomainResponse, the RI MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a LeaveDomainResponse to the DRM2.x Device to forward the reaction from the DA/DEA.
6.2.4.4 DA/DEA Indirectly Triggers DRM2.x Device Join User Domain

A DA/DEA can indirectly trigger a DRM2.x Device indirectly join a User Domain as indicated by Figure xxx.

The DA/DEA sends a RDP Trigger {ProxyJoinUserDomain} to the RI, so that the RI knows to trigger which Device to join which User Domain. After some necessary process on the trigger, the RI subsequently sends a ROAP Trigger {JoinDomain} to the DRM2.x Device. Then the DRM2.x Device conducts a procedure as indicated by section 6.2.4.1 to join indirectly the target User Domain.

For more detail of this procedure, please refer to the following section. Please note, the message other than the RDP Trigger {ProxyJoinUserDomain} has been described by [DRM2.x] and section 6.2.1.4 above.
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Figure xxx Sequence Diagram – DA/DEA indirectly triggers DRM2.x Device join a User Domain

6.2.4.4.1 RDP Trigger {Proxy Join User Domain}
<element name="proxyJoinUserDomainTrigger" type="gen:DrmTrigger"/>
<element name="whoJoin"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>

<element name="deviceId" type="roap:Identifier" maxOccurs="unbounded"/>

      </sequence>

  </complexContent>
</element>
The <body> element SHALL include <whoJoin> element.

6.2.4.4.2 Processing RDP Trigger {Proxy Join User Domain}

Upon reception of a RDP Trigger {ProxyJoinUserDomain} from the DA/DEA, the RI subsequently sends a ROAP Trigger {JoinDomain} to the DRM2.x Device indicated by the <deviceId> element in the RDP Trigger {ProxyJoinUserDomain} to trigger the DRM2.x Device to join the User Domain. The <domainID> element in the ROAP Trigger {JoinDomain} MUST be identical to the <userDomainIdentifier> element in the preceding RDP Trigger {ProxyJoinUserDomain}. When the DRM2.x Device receives the ROAP Trigger {JoinDomain}, it indirectly joins the target User Domain as specified in section 6.2.4.1.
6.2.4.5 DA/DEA Indirectly Trigger DRM2.x Device Leave User Domain

A DA/DEA can indirectly trigger a DRM2.x Device indirectly leave a User Domain as indicated by Figure xxx.

The DA/DEA sends a RDP Trigger {ProxyLeaveUserDomain} to the RI, so that the RI knows to trigger which Device to leave which User Domain. After some necessary process on the trigger, the RI subsequently sends a ROAP Trigger {LeaveDomain} to the DRM2.x Device. Then the DRM2.x Device conducts a procedure as indicated by section 6.2.4.2 to leave indirectly the target User Domain.

For more detail of this procedure, please refer to the following section. Please note, the message other than the RDP Trigger {ProxyLeaveUserDomain} has been described by [DRM2.x] and section 6.2.1.4 above.
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Figure xxx Sequence Diagram – DA/DEA indirectly triggers DRM2.x Device leave a User Domain
6.2.4.5.1 RDP Trigger {Proxy Leave User Domain}

<element name="proxyLeaveUserDomainTrigger" type="gen:DrmTrigger"/>
<element name="whoLeave"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>

<element name="deviceId" type="roap:Identifier" maxOccurs="unbounded"/>

      </sequence>

  </complexContent>
</element>
The <body> element in the <proxyLeaveUserDomainTrigger> SHALL include <whoLeave> element.

6.2.4.5.2 Processing RDP Trigger {Proxy Leave User Domain}

Upon reception of a RDP Trigger {ProxyLeaveUserDomain} from the DA/DEA, the RI subsequently sends a ROAP Trigger {LeaveDomain} to the DRM2.x Device indicated by the <deviceId> element in the RDP Trigger {ProxyLeaveUserDomain} to trigger the DRM2.x Device to leave the User Domain. The <domainID> element in the ROAP Trigger {LeaveDomain} MUST be identical to the <userDomainIdentifier> element in the preceding RDP Trigger {ProxyLeaveUserDomain}. When the DRM2.x Device receives the ROAP Trigger {LeaveDomain}, it indirectly leaves the target User Domain as specified in section 6.2.4.2.
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