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1 Reason for Change

The CR describes the key management protocols for Import.  Four protocols are described here.  These four protocols build on the concepts and processing rules that have been described in the SCE LRM TS, SCE DOM TS, and SCE A2A TS.  The four protocols are as follows:
· Device Registration Protocol
· Service Keys for Devices
· Import Protocol
· dmpPair-Protocol
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DRM is requested to agree document
6 Detailed Change Proposal

Change 1:  Change to Section 7.2 (Key Transport Mechanisms)
7.2.1 Overview of Device Registration and Pairing Protocols

One of the functions of a DEA is to keep track of all the provisioned client Devices in a system and the cryptographic data associated with them. Additionally, the DEA authenticates client Devices and issues Tickets for those client Devices to use as trusted tokens during Pairing. The DEA assigns expiration time to Tickets requiring client Devices to periodically renew them. By allowing Devices to cache these Tickets, the system eliminates the need for Devices to request Pairings when the Tickets have not expired. 

A Device SHALL register with a DEA by using a Device’s digital certificate.  The DEA SHALL store the client Device’s unique identity and public key. Once this is done, Devices can obtain Tickets that eventually allow the Devices to decrypt content. 

Each Device’s unique cryptographic identity is loaded to the client device in the factory during manufacturing.

Once a first Device is provisioned into a DEA and receives a Ticket for a second Device, the first Device MAY request content to be sent or streamed from the second Device.  A secure key request message (discussed below) is sent from the first Device to the second Device by using the Ticket to authenticate itself and to establish a secure session. Once the second Device has authenticated the first Device and has verified the Rights associated with the requested content, the second Device sends the content decryption key and associated Rights to the first Device in a secure manner such that only the first Device can verify the integrity of the message and decrypt the cryptographic data. 

7.2.1.1 Device Registration Protocol

This section discusses the Device Registration messages for a Device that interacts with a DEA to Import content from an LRM associated with the DEA.  The protocol messages are depicted in Figure 1.  In general, it is expected a Device needs to register with a DEA only once, unless, for example, the Device needs to renew its expired digital certificate.  A Device MAY register more than once with a DEA.  A Device MAY register with more than one DEA.  To start the registration process, the Device SHALL send to the DEA a Device Registration Request message that includes the client signature and certificate.  The Device MAY specify in the Device Registration Request whether the Devices wants to register as a “User Domain Device” or as a “Guest Device”. 
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Figure 1: Device Registration Protocol
Next, the DEA validates the request and verifies that the Device is authorized, so that, e.g., the certificate of the Device is not revoked.  If the validation succeeds, then the DEA proceeds as follows.

The DEA MAY prompt a User to check if the User accepts the new Device with the given identifier to be registered in the DEA.  This is used, for example, to prevent someone in a parking lot registering over a wireless or WiFi network and getting access to this User’s content without permission.  A user can disable this feature and then any Device can register into the DEA seamlessly without any User interaction.
 Next, the DEA checks whether the Device wants to register as a “User Domain Device”.  If the Device wants to register as a “User Domain Device” but the maximum number of Devices provisioned with the DEA has been reached, or if the Device does not specify the type of registration, then the DEA registers the Device as a “Guest Device”.  Otherwise, the DEA registers the Device as a “User Domain Device”.

Next, the DEA SHALL store the Device public key extracted from the certificate of the Device.  Next, the DEA SHALL send a Device Registration Response message that includes an acknowledgement from the DEA, the type of registration (i.e. “User Domain Device” or “Guest Device”), the DEA certificate, DA-signed data that proves that the DEA is authorized to register the Device, and a DEA digital signature.
After a Device receives and validates Device Registration Response message, the Device SHALL save the DEA certificate.  The Device can use the DEA certificate for validation of future DEA responses.
Change 2:  Change to Section 7.2 (Key Transport Mechanisms)

7.2.1.2 Service Keys for Devices

The DEA SHALL assign a unique symmetric service key to each Device that can transfer content to other Devices or receive transferred content from other Devices.  The symmetric service keys provide faster authentication to the DEA in subsequent ticket requests than authentication with public/private keys.  The assignment of the service keys is described below and is shown in Figure 2:
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Figure 2: Assignment of Service Keys

After the Device provisions its public key with the DEA as described in Section ‎7.2.1.1, the Device  SHALL send to the DEA a Service Key Request message that is authenticated by using the private key of the Device.  The message SHALL contain the identity of the Device, the identity of the DEA, and a list of symmetric encryption algorithms that are supported by the Device.  To check against replays, this message SHALL also contain a NONCE.  

In response, the DEA SHALL randomly generate a symmetric Service Key, store it, and then send a copy of it in a Service Key Response message to the Device, as specified next.  The Service Key Response message SHALL include a DEA-Ticket that has both a clear and an encrypted part.  The clear part of the DEA-Ticket SHALL include the identity of the DEA, a Ticket validity period, and a list of symmetric encryption algorithms that are supported by the DEA.  The encrypted part of the DEA-Ticket SHALL contain the identity of the Device and information pertaining to the symmetric Service Key.  The encrypted part of the DEA-Ticket SHALL be encrypted by using a secret key that is kept private by the DEA.  The DEA-Ticket SHALL be integrity protected by a keyed hash that uses a secret key that is kept private by the DEA.  The entire Service Key Response message SHALL be signed by the DEA private key.

The Service Key SHALL be communicated from the DEA to the Device in an encrypted form by using a session key that is derived based on a key agreement algorithm TBD.  

Each Device that has a Service Key SHALL periodically update its Service Key based on an expiration time returned in the Service Key Response message.  Each Service Key update is performed by repeating the Service Key Request/Response exchange.  The default value for the Service Key lifetime is RECOMMENDED to be 30 days.

Change 3:  Change to Section 7.2 (Key Transport Mechanisms)

7.2.1.3 Import Protocol

Any DRM Agent can request Import from any LRM.  For an LRM to Import to a DRM Agent, the Device containing the DRM Agent must be registered with the DEA associated with the LRM.  This registration is proved by a Ticket that the DRM Agent uses to obtain an Imported-Rights-Object for the desired Imported-Content.

Figure 3 depicts the messages used in Import.  When a DRM Agent wants an Import from an LRM, and the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM.  If the DRM Agent wants an Import from an LRM, and the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Ticket Request message to request from a DEA associated with an LRM a Ticket for the LRM.  
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Figure 3: Import Protocol Messages

If the DRM Agent has access to a valid DEA-Ticket, then the Ticket Request message SHALL contain the identity of the LRM and contain the DEA-Ticket.   To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the DRM Agent.
On the other hand, if the DRM Agent does not have access to a valid DEA-Ticket, then the message SHALL contain the identity of the DRM Agent and the identity of the LRM.  To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by digitally signing the Ticket Request message with the private key of the Device that contains the DRM Agent.  
Once the DEA validates the Ticket Request message from the DRM Agent, the DEA SHALL randomly generate a symmetric Session Key, and then send a copy of it in a Ticket Response message to the DRM Agent, as specified next.  The Ticket Response message SHALL include an LRM-Ticket that has both a clear and an encrypted part.  The clear part of the LRM-Ticket SHALL include the identity of the LRM and a Ticket validity period.  The encrypted part of the LRM-Ticket SHALL contain the identity of the DRM Agent and information pertaining to the symmetric Session Key.  The encrypted part of the LRM-Ticket SHALL be encrypted by using the Service Key of the LRM.  The LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Service Key of the LRM.  

If the DRM Agent provided a valid DEA-Ticket to the DEA, then the DEA SHALL include an encrypted version of the Session Key in the Ticket Response message.  The DEA then SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the DRM Agent.

On the other hand, if the DRM Agent did not provide a DEA-Ticket to the DEA, then the DEA SHALL communicate the Session Key to the DRM Agent in an encrypted form by using a key agreement algorithm TBD.  The DEA then SHALL sign the Ticket Response message by using the DEA private key.

Once the DRM Agent validates the Ticket Response message from the DEA, the DRM Agent SHALL send a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include the LRM-Ticket.  The LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA.
Once the LRM validates the SAC Key Request message from the DRM Agent, the LRM SHALL use a key agreement algorithm TBD to establish a SAC with the DRM Agent if a valid SAC does not exist between the DRM Agent and the LRM.  If a SAC does exist between them, then the LRM and the DRM Agent SHALL use a key agreement algorithm TBD to use the SAC for transport of Imported Rights-Objects.
As long as the DRM Agent has a valid LRM-Ticket and a valid SAC, then the DRM Agent SHALL request Imported Rights-Objects by using Imported-RO Request messages.  The LRM then SHALL transmit Imported Rights-Objects by using Imported-RO Response messages.  The Imported Rights-Objects SHALL contain a <rights> element that is signed by an LRM <signature> element.  Details are TBD.

Change 4:  Change to Section 7.2 (Key Transport Mechanisms)

7.2.1.4 dmpPair-Protocol
Any DRM Agent can request Pairing with any other DRM Agent to Move or provide Copy of an Imported-Rights-Object associated with some desired Imported-Content.  For two DRM Agents to be Paired, the Devices containing the DRM Agents must be registered with a common DEA.  This registration is proved by a Ticket that the DRM Agents obtain from the DEA.

Figure 4 depicts the messages used in Pairing.  When a Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent does not have a valid Ticket for the Destination DRM Agent, then the Source DRM Agent SHALL obtain a Ticket for the Destination DRM Agent.  If the Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent already has a valid Ticket for the Destination DRM Agent, then the Source DRM Agent MAY obtain a new Ticket for the Destination DRM Agent, in which case the Source DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use an Agent Ticket Request message to request from a DEA a Ticket for another DRM Agent.  
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Figure 4: Pairing Protocol Messages

The Agent Ticket Request message SHALL contain the identity of the Destination DRM Agent and contain the DEA-Ticket.   To check against replays, this message SHALL also contain a NONCE.  The message SHALL also contain the Imported-RO <rights> element and <signature> element of the LRM that created the Imported-Rights-Object.  The Source DRM Agent SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the Source DRM Agent.
Once the DEA validates the Agent Ticket Request message from the Source DRM Agent, the DEA SHALL randomly generate a symmetric Session Key, and then send a copy of it in an Agent Ticket Response message to the Source DRM Agent, as specified next.  The Agent Ticket Response message SHALL include an Agent-Ticket that has both a clear and an encrypted part.  The clear part of the Agent-Ticket SHALL include the identity of the Destination DRM Agent, a Ticket validity period, the type of registration (i.e. “User Domain Device” or “Guest Device”) of the Destination DRM Agent, DA-signed data that proves that the DEA is associated with the LRM that created the Imported-Rights-Object, the valid sub-domain IDs to which the Source DRM Agent belongs, and the valid sub-domain IDs to which the Destination DRM Agent belongs.  The encrypted part of the LRM-Ticket SHALL contain the identity of the Source DRM Agent, information pertaining to the symmetric Session Key, the type of registration (i.e. “User Domain Device” or “Guest Device”) of the Source DRM Agent, DA-signed data that proves that the DEA is associated with the LRM that created the Imported-Rights-Object, the valid sub-domain IDs to which the Source DRM Agent belongs, and the valid sub-domain IDs to which the Destination DRM Agent belongs.  The encrypted part of the Agent-Ticket SHALL be encrypted by using the Service Key of the Destination DRM Agent.  The Agent-Ticket SHALL be integrity protected by a keyed hash that uses the Service Key of the Destination DRM Agent.  In addition, the DEA SHALL include an encrypted version of the Session Key in the Agent Ticket Response message.  In addition, the DEA SHALL include a Bridge Signature Packet in the Agent Ticket Response message.  The DEA also SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the Source DRM Agent.
Once the Source DRM Agent validates the Agent Ticket Response message from the DEA, the Source DRM Agent SHALL send a SAC Key Request message to the Destination DRM Agent.  The SAC Key Request message SHALL include the Agent-Ticket.  The LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA.
Once the Destination DRM Agent validates the SAC Key Request message from the Source DRM Agent, the Destination DRM Agent SHALL use a run of the Mutual Authentication and Key Exchange (MAKE) protocol specified in [SCE A2A TS] to establish a SAC with the Source DRM Agent and to create a Pairing Secret.
As long as the DRM Agent has a valid LRM-Ticket and a valid SAC, then the Source DRM Agent MAY Move Rights associated with Imported-Content to the Destination DRM Agent, subject to the restrictions imposed by the type of registration (i.e. “User Domain Device” or “Guest Device”) of the two Agents, as discussed in Section 5.3.4.2 and Section 6.3.1
.  Details are TBD.
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