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1 Reason for Change

The group ID mechanism allows defining a group identity to which multiple DCFs can belong. 
According to section 10.7 of the TS-DRM document, the DCF is encrypted with its content key, and this content key is encrypted with a group key. The encrypted content key is stored in the Group Key field of the OMADRMGroupID Box. For any DCF that contains a GroupID, a Rights Issuer MAY issue Rights bound to the Group ID, retrieves the key used to encrypt the content encryption key, decrypts the content encryption key and be able to access the content. 

How to fulfil the following scenario? A customer downloads a song and wants to be able to access this content as part of the content's membership of the group defined by a subscription (that can be limited in time). The customer may want in the future to be able to access this content also as a part of a group defined by the whole album of the artist, or/and to a group defined by all the songs of the artist and/or another groups without resending the content.
It should be possible, for a dedicated content, to send, at any time, a license associated to one of the defined groups to which the content belongs, without resending the content.

As a result, a DCF should be able to belong at a same time to multiple group identities and it should be possible to access to the DCF thanks to the Group ID mechanism with (at least) one of these group ID (if multiple licenses are involved, the order of rights object evaluation will take into account the different licenses).
A solution to this problem would be to permit to have multiple instances of the OMADRMGroupID Box in the Extended Headers of the DCF.
This CR addresses this problem by describing how to have a DCF which belong to multiple groups.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that this CR be agreed and incorporated into OMA-TS-DRM_DRM-V2_1-20070919-C.zip

6 Detailed Change Proposal

Change 1:  Change in DRM DCF section 5.2.3.1 => Orange proposal first consists in permitting to include multiple instance of the OMADRMGroupID Box in the Extended headers of the DCF 
5.2.1.1 Group ID

The ExtendedHeaders field MAY include one or multiple instances of the OMADRMGroupID Box:
aligned (8) class OMADRMGroupID extends FullBox('grpi', version, 0) {


unsigned int(16) GroupIDLength; 

// length of the Group ID URI


unsigned int(8) GKEncryptionMethod;

// Group Key encryption algorithm


unsigned int(16) GKLength;


// length of the encrypted Group Key


char GroupID[GroupIDLength]; 


// Group ID URI


byte GroupKey[GKLength];


// Encrypted Group Key and encryption information

} 

The GroupID value identifies this DCF as part of a group of DCF's whose Rights can be defined in a common group Rights Object instead of (or in addition to) in separate content-specific Rights Objects. The value of GroupID MUST be a URI according to [RFC2396] and MUST contain a globally unique identifier. As a result, if the ExtendedHeaders includes more than one instance of the OMADRMGroupID box, all the GroupID identifiers of each instance are globally unique identifiers. Further the GroupID MUST use the URL format of [RFC2392] except the scheme name must be “gid:” The value MUST be encoded using US-ASCII encoding.

Generally each content item in a group will be encrypted with a different content item encryption key. A single additional key (used for the whole group) is used to encrypt each content item encryption key for storage in the GroupKey field. This single key is the value of the CEK in an associated group RO. Note that this additional key (used for the whole group) used to encrypt the content encryption key MUST be different for each instance of the OMADRMGroupID box. Note also that since the Group ID box is part of the OMA DRM container box, it is also possible for different content items in a multipart DCF to belong to different groups.
The GKEncryptionMethod field defines the algorithm used to encrypt the content item encryption keys, as defined in Section 5.2.1.2, and it defines the structure of the GroupKey field that can contain, next to the actual encrypted content item encryption key  (refered to in Section 5.2.1.2 as ‘ciphertext’), additional information such as initialisation vector or initial counter value. The NULL EncryptionMethod MUST NOT be used as a GKEncryptionMethod.
Table 3: Group ID box fields
	Field name
	Type
	Purpose

	GroupIDLength
	unsigned int(16)
	Length of the Group ID URI field

	GKEncryptionMethod
	unsigned int(8)
	Group Key encryption algorithm

	GKLength
	unsigned int(16)
	Length of the GroupKey field

	GroupID
	char[]
	Group ID URI

	GroupKey
	byte[EncryptedGKLength]
	Encrypted Group Key and additional encryption information such as initialisation vector, counter values, padding as defined in Section 5.2.1.2


Change 2:  Change in DRM TS section 10.7 => in this Orange proposal is described the Group ID mechanism with the notion of multiple OMADRMGroupID Box

10.7 Group ID Mechanism

A content object (DCF) MAY contain one or multiple OMADRMGroupID Boxes. Each OMADRMGroupID box defines a group identity to which the DCF belongs, as specified in [DRMCF-v2.1].

For any DCF that contains at least one Group ID, a Rights Issuer MAY issue Rights bound to the DCF Content ID or bound to one of the DCF Group IDs. The ROAP assumes that the client will present the correct RO identifier in the RO Info field of the RO Request message.

When a DRM Agent locates a Rights Object bound to one of the GroupID of any DCF in a group, it MUST obtain the DCF-specific key by decrypting the value of the GroupKey field of the related group identity in the DCF with the Content Encryption Key stored in the Rights Object.

When searching for a valid Rights Object for a DCF that includes an OMADRMGroupID Box, the DRM Agent may find Rights Objects bound both to one or to multiple DCF GroupIDs and to the individual ContentID of the DCF. In this case the DRM Agent MUST process the Right Objects as specified in section 5.10 of [DRMREL-v2.1].

A Rights Object bound to a DCF Group ID MUST NOT include any DCF hash values, as described in Section ‎10.1. This allows a Rights Issuer to issue group Rights Objects to a client before delivery of content, and without specific knowledge of the group content that a client may acquire.

The Group ID mechanism described in this section is independent of the cryptographic binding of the Rights Object to a Device or a Domain. A Rights Issuer MAY bind a group Rights Object to a Device or to a Domain.

Change 3:  Change in DRM REL section 5.10 => Finally, this Orange proposal takes into account the order of the rights object evaluation

7.1 Order of Rights Object Evaluation

In order to achieve a uniform user experience across different implementations, the DRM Agent MUST apply the following rules when automatically selecting which rights to apply when accessing content, in case there are multiple rights for this content.  This also applies to automatically selecting between multiple applicable Parent Rights Objects if the content is accessed via a Child Rights Object. This also applies to automatically selecting between multiple applicable Group Rights Objects if the content belongs to multiple group identities. In this section, the term ‘rights’ is to be understood to refer to a combination of an <asset> element and an associated <permission> element.

1. Only rights valid at the time of requesting content access can be considered, for example, those with a <datetime> constraint whose <begin> date still lies in the future cannot be considered.

2. Any rights with no constraints should be used first.

3. Any rights containing a <datetime> constraint (and potentially other constraints) should be used to grant access to content before using rights that do not contain a <datetime> constraint.

4. If multiple rights exist that contain <datetime> constraints (and potentially other constraints), then these should be used in the order of ascending <end> dates first, i.e., those that expire first should be utilised first.

5. If multiple rights exist that do not contain a <datetime> constraint (and potentially other constraints), then those containing an <interval> constraint should be used to grant access to content before using rights objects that do not contain an <interval> constraint.

6. Any rights containing a <timed-count> should be used before rights containing <count>.

7. There is no priority between <accumulated> and <count>. It is up to the agent to consume one prior to the other according to its internal consumption rules.

If the DRM Agent needs to automatically select between two <export> permissions which are equivalent according to the above semantics, then the DRM Agent MUST select <export> permissions with mode of “copy”, before <export> permissions with mode of “move”.

Note that the user MAY be allowed to select rights to apply manually when accessing DRM Content, thus overwriting the DRM Agent's choice.

Change 4:  Change in DRM REL section 5.8.1 

7.1.1 Content Confidentiality

Protecting the confidentiality of Content is an essential part of enforcing consumption control of DRM Content. Enabling an authorised party to consume DRM Content is similar to granting this party access to the confidential Content. In other words, a party authorised to consume DRM Content is let into the exclusive circle of parties deemed trustworthy enough to access the Content.

This concept is realised in Error! Reference source not found. by i) encrypting the Content thus transforming it into DRM Content Error! Reference source not found., and ii) sharing the key(s) required to decrypt the DRM Content only with those parties that are authorised to consume the Content.

DRM Content is protected by a symmetric algorithm (AES), i.e., the key used for decryption can be derived from the key used for encryption. Thus, henceforth, the key will be referred to as content encryption key, or short CEK.

Note that the CEK may contain an (intermediate) key that in turn encrypts the Content. . If the ContentID contained in the <asset> element matches the ContentID stored in the Common Headers Box associated with the content item (see Error! Reference source not found.), then the CEK contained in the Rights Object was used to encrypt the content directly. If the ContentID matches a GroupID value stored in one of the OMADRMGroupID boxes, then the CEK in the Rights Object was used to encrypt the content item’s encryption key.

Encrypting the Content defers Content confidentiality to controlling the confidentiality of the CEK. Now, the security of the DRM system relies on the control of the CEK that must be kept secret from all unauthorised parties. The CEK necessary to decrypt the DRM Content is contained in the Rights Object in encrypted form.

A CEK, KCEK, is a randomly generated 128-bit AES key. It is wrapped using a REK, KREK, by use of AES-WRAP. KREK keys derived as specified in section 7.2 of Error! Reference source not found. shall be used as the key-wrapping keys:

C = AES-WRAP(KREK, KCEK)

After receiving C, the DRM Agent decrypts C using KREK:
KCEK = AES-UNWRAP(KREK, C)

The following URI shall be used to identify this key transport scheme in <EncryptionMethod> elements:

http://www.w3.org/2001/04/xmlenc#kw-aes128
The corresponding XML security elements are described next.
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