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1 Reason for Change

This CR proposes to allow for the backup of stateful and stateless rights in SCE. To achieve this goal, DRM Agent behaviour on the restoration of a backup is defined, as well as Permanent State Information. The Permanent State Information is used to restore the State of a Stateful RO, that is restored from a backup.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the OMA-DRM group to agree the CR.
6 Detailed Change Proposal

3.2 Definitions

	Backup
	Transferring Rights Objects and Content Objects to another location with the intention of transferring them back to the original Device.

	Constraint
	A restriction on a Permission over DRM Content (DRM V2.0).

	Consume
	To Play, Display, Print or Execute DRM Content on a Device or to render DRM Content on a Render Client. 

	Content
	One or more Media Objects (DRM V2.0).

	Content Issuer
	The entity making content available to the DRM Agent in a Device (DRM V2.0).

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer (DRM V2.0).

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smart card module (e.g. a SIM) (DRM V2.0).

	Domain
	A group of Devices defined by a Rights Issuer such that the Rights Issuer can issue Rights Objects for the group that can be processed by all Devices within the group, and only those Devices (DRM V2.0). 

	Complete Move
	To make Rights existing initially on a source Device completely available for use by a recipient Device, such that the Rights that become usable on the recipient Device can no longer be used on the source Device.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device (DRM V2.0).

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object (DRM V2.0).

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale (DRM V2.0).

	Local Rights Manager (LRM)
	An entity that is responsible for aspect(s) of Import and it may also manage an Imported-Content for a limited group of OMA DRM Agents. 

	Move
	To make Rights existing initially on a source Device fully or partially available for use by a recipient Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be used on the source Device. 

	Rights
	The collection of permissions and constraints defining under which circumstances access is granted to DRM Content. 

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Restore
	To transfer Protected Content and/or Rights Objects from an external location back to the Device from which they were backed up.

	Source Device
	The Device that sends out Rights.

	Recipient Device
	The Device that is final destination which receives Rights.

	State Information
	A set of values representing current state associated with Rights. It is managed by the DRM Agent only when the Rights contain any of the stateful constraints (e.g. interval, count, timed-count, accumulated, etc.).

	Superdistribution
	A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content (DRM V2.0). 

	User
	The human user of a Device. The User does not necessarily own the Device (DRM V2.0).

	
	


Change 1:  Add new chapter explaining the Backup of Stateful and Stateless ROs
7. Backup
The user can Backup ROs from a DRM Agent to off-device storage. Both the Backup of Stateful ROs and of Stateless ROs is permitted.

To allow for the Backup and Restore of Stateful Rights, the DRM Agent maintains Permanent State Information. Each time a Stateful right is consumed, the Permanent State Information is updated. The Permanent State Information replaces the State Information as it is defined in OMA DRM v2.0.

The Permanent State Information MUST be maintained at all times, even when the Stateful RO is deleted. The only exception is the case of an outgoing Complete Move, in which case the Permanent State Information MAY be deleted. When a Backup of a Stateful RO is Restored, the State Information associated with the RO is retrieved from the Permanent State Information.

When Restoring a Backup, the DRM Agent MUST:

a) Verify that the RO has not been Completely Moved from the DRM Agent. If it has been Completely Moved, the Backup MUST NOT be Restored.

b) In the case of a Numbered RO, consult in the Numbered Cache (see Section ...) to see if the NRO can be installed.

c) If according to a) and b) the RO can be installed, the DRM Agent MUST install the RO. If the RO is Stateful, the State MUST be retrieved from the Permanent State Information.

In the case that an RO has been Completely Moved from the DRM Agent and later was Moved back to the same DRM Agent, a) does not apply for that DRM Agent. This means that the Backup of the RO can be restored, as long as it is allowed by b).
Members may choose to mark their proposed changes as OMA Confidential.  They are encouraged to describe their reasons for doing so in section 1.  Members should realize that if the material in the CR is accepted for use in a publicly available document that it would likely be made public in that form.





CR should be for a single document and it should be listed here (best to use separate CRs for separate docs).  More than one change may be addressed, though they should be related.  The classification should reflect the highest change type presented.











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

