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1 Reason for Change

The agreed document 513R02 introduces the concept of a number limited Validity Token (a.k.a. User Domain Token). In this document, a number of "TBDs" where introduced.
This CR implements the following TBD:
Specify how Device checks that two different Imported ROs are not installed, and what “different” means.
A Number Cache is introduced, which contains the RO Number, the LRM/RI-ID, the User Domain ID and the hash over the RO. Two ROs are considered different when their hashes are different.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the OMA-DRM group to agree the Cr.
6 Detailed Change Proposal

Change 1:  Add definition and abbreviation for Numbered RO
.3.2 Definitions

	Numbered RO
	An RO that contains an <roNumber> element.

	
	

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	NRO
	Numbered Rights Object

	
	


Change 2:  Specify how the DRM Agent must handle VTs with a number constraint
7.2.2. Ensuring User Domain RO validity 

To ensure the validity of the User Domain RO the DRM Agent MUST have a valid User Domain Token that proves that the RI is authorized by the DA to create RO’s for the User Domain. 

The DRM Agent MUST check that it has a User Domain Token for which:

1. The <udomID> element equals a domain identifier in a valid DA Context as described in section 7.2.1. (e.g. equal values for <daID> and <domID>, both User Domain baseID and User Domain Generation parts)

2. The <udomID> element contains

a. A <daID> element that equals the <daID> in the <udomID> element in the User Domain RO 

b. A <domID> element of which the User Domain baseID equals the User Domain baseID of the <domID> element in the <udomID> element in the User Domain RO. 

(In other words: the User Domain RO may be created for a different generation of the domain than the most recent) 

3. The <subID> element equals the <riID> element in the User Domain RO

4. Either an <isLRM> or an <isRI> element is present.

5. If the <expires> element is present, the Current DRM Time is earlier than the value of the <expires> element

6. If the <minRONumber> element is present, the RO contains an roNumber element, such that 
minRONumber ≤ roNumber ≤ maxRONumber.
7. If the <minRONumber> element is present, the Number Cache (see Chapter 10) indicates that the RO can be installed.
8. The signature verification using the DA’s Public Key is succesful.

If such User Domain Token exist, than the DRM Agent MUST verify the signature of the User Domain RO using the RI public key ([TODO: Add cert-chain to User Domain Token]). Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). [TBD do we need a mac? When?] 

If any of these the verifications fails the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. [TBD How to deal with backed-up “old-but-once-valid” ROs from currently revoked RI’s/LRMs]

If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 

Change 3:  Introduce cache that enforces that a new RO with a re-used number is not accepted.
10. Replay protection for Numbered ROs

For Numbered ROs (i.e. ROs that contain an <RONumber> element), there is a Number Cache. The DRM Agent MUST consult the Number Cache before it installs a Numbered RO.
Each entry in the Number Cache represents a Numbered RO that has been installed. For this RO, the cache contains the following fields:
· RI-ID/LRM-ID of the entity that generated the Numbered RO;
· RO Number;
· SHA1-128 hash over the RO;

· UD-ID of the User Domain to which the Numbered RO is bound.

The (RI-ID/LRM-ID, UD-ID, RO Number) tupple is a unique indication for the Numbered RO. It is called the NRO-ID.

Before installation of a Numbered RO, the DRM Agent MUST perform the following checks:

· If the NRO-ID is not in the Number Cache, and the Number Cache is not full, the Numbered RO can be installed.
·  If the NRO-ID is not in the Number Cache, but the Number Cache is full, then the Numbered RO can be installed if, and only if, the RO Number is higher than the lowest RO Number associated with the pair (RI-ID/LRM-ID, UD-ID) in the Number Cache, or there is no entry in the Number Cache with the (RI-ID/LRM-ID, UD-ID) pair in the NRO.

· If the NRO-ID is in the Number Cache, the DRM Agent MUST verify that the SHA1-128 hash over the RO matches the value in the cache. If it does, the RO can be re-installed.
NOTE: multiple copies of the same RO (i.e. two ROs having the same NRO-ID) SHALL NOT be installed simultaneously on the same Device.
When the DRM Agent installs a Numbered RO, an entry for this RO is inserted into the Number Cache.
If the Number Cache is already full before the insertion of the new RO entry, the DRM Agent MUST perform the following procedure:

a) Check if there is already an entry with the same (RI-ID/LRM-ID, UD-ID) pair in the Number Cache. If so, we say a) holds, otherwise a) fails.

b) If a) holds, then the entry with the same (RI-ID/LRM-ID, UD-ID) and the lowest RO Number is replaced by the entry for the new Numbered RO.
c) If a) fails, then the (RI-ID/LRM-ID, UD-ID) pair having the most entries is to be found. The entry with the lowest RO Number for this (RI-ID/LRM-ID, UD-ID) pair is replaced by the entry for the newly installed RO.
The Number Cache MUST have capacity to contain at least 100 entries. It is recommended that the Number Cache has the capacity to contain more entries.
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