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1 Reason for Change

This CR introduces the key management for binding an Imported RO to a Device belonging to a specific User Domain. This is only related to the shared-key mechanism. This assures that a compromised LRM cannot generate an Imported RO to any Device that does not belong to the User Domain. Non-compromised Devices should not and cannot accept Imported ROs from an LRM if they do not belong to its User Domain.
2 Impact on Backward Compatibility

OMA DRM v2 Devices will not be able to use these Imported ROs.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Introduce normative reference
	[DRM-v2.1]
	“Digital Rights Management V2.1”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_1, 
URL:http://www.openmobilealliance.org


Change 2:  Introduce new section 7.1
7. Key Transport Mechanisms

7.1 Distributing KMAC and KREK under a Device Public Key using a Diversified Domain Key

This section applies when protecting an Imported Rights Object for a Device belonging to a specific User Domain. The used cryptographic components RSAES-KEM-KWS, KDF and AES-WRAP are described in [DRM-v2.1].

KMAC and KREK are each 128-bit long keys generated randomly by the LRM. KREK ("Rights Object Encryption Key") is the wrapping key for the content-encryption key KCEK in Imported RO. KMAC is used for key confirmation of the message carrying KREK.

The asymmetric encryption scheme RSAES-KEM-KWS shall be used with the AES-WRAP symmetric-key wrapping scheme to securely transmit KMAC and KREK to a recipient Device, which belongs to a specific User Domain, using the Device's RSA public key. An independent random value Z as described in section ‎7.1.1 shall be chosen for each encryption operation. 

An LRM MUST NOT generate Imported ROs for Devices, other than Devices belonging to the associated User Domain. To achieve this, the AES-WRAP algorithm is used, where KMAC and KREK are concatenated to form K and encrypted with the 128-bit long DDK of the LRM and associated User Domain: 

Y = AES-WRAP(DDK, KMAC | KREK)
After this, Y is securely bound to the specific Device by means of the AES-WRAP and RSAES-KEM-KWS scheme:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)
C2 = AES-WRAP(KEK, Y)

C1 = I2OSP(RSA.ENCRYPT(PubKeyDevice, Z), mLen)

C = C1 | C2
where kekLen shall be set to 16 (128 bits) and mLen is the length of the modulus of the Device’s RSA public key in octets. In this way, AES-WRAP is used to wrap 128 bits of key data Y with a 128-bit key-encryption key (KEK).

After receiving C, the DRM Agent splits it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:

C1 | C2 = C
c1 = OS2IP(C1, mLen)

Z = RSA.DECRYPT(PrivKeyDevice, c1) = c1d mod m
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].

Using Z, the Device can derive KEK, and from KEK unwrap C2 to yield Y:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

Y = AES-UNWRAP(KEK, C2)
Finally the Device, which belongs to the User Domain and has the corresponding DDK, can unwrap Y to yield KMAC and KREK: 
KMAC | KREK = AES-UNWRAP(DDK, Y)
The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
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