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1 Reason for Contribution 
According to Move between devices, it could totally be divided into two methods: PULL and PUSH. For the consumer’s viewpoint, it is to operate the device to transfer Rights to another device or to operate the device to get Rights from another device.

Regarding the protocol needed to realize Movement, maybe only PUSH protocol to transfer Rights between devices is OK. But we still need to clarify how the source device selects Rights to be transferred to the sink. 

One way is the operator of the source device command (operate) the source device to do so, the other way is the source device has received the Rights request from the sink device and then transfer the requested Rights to the sink.

Generally, Rights transfer is One Way direction, while the transfer’s initiator has two possibilities, the source or the sink.
2 Summary of Contribution

Here gives the proposed protocol of RO’s Movement between two SCE DRM Agents. 

3 Detailed Proposal

1.1 Movement of Rights 
The following figure illustrates the Rights transfer operation.
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Figure: Sequence Diagram – Rights Delivery from Device to Device

In order for this operation to take place, the following MUST be performed:

1. The Sink DRM Agent sends the RightsInfoGetRequest to the Source DRM Agent.
2. If the request Rights do not override the RO’s total available Rights and the Source DRM Agent accepts the request then Status is set as Success and continue to step 3, else Status is the fail reason and complete the process.
3. The Source DRM Agent disabled the partial of the RO’s total available Rights according to the Rights request while residual Rights of that RO remain active.
4. The Source DRM Agent sends the rihtsTransferRequest to the Sink. The rihtsTransferRequest message includes the EncryptedREK of the RO .If REK is decrypted successfully by the sink device, the sink device accepts the Rights and then is able to use the accepted Rights; otherwise, the sink device sets the status value of rihtsTransferResponse message as error code.
5. The Sink DRM Agent sends the rihtsTransferResponse to the DRM Requestor.

6. The Source DRM Agent processes the response as follows:

a. If Status is Success, then processing is remove the Rights been transferred  and complete the process;
b. Otherwise, active the disabled Rights in step 3.
1.1.1 RightsGetRequest

A RightsGetRequest is sent as a protected request and its body is defined as follows:

The body of a RightsGetRequest is defined as follows:

 RightsGetRequestBody(){
  StateInformation()
}
1.1.2 RightsGetResponse
A RightsGetResponse is sent as a protected response. The following table lists the valid Status values for this response.

Table 15: RenderResponse Status Values
	Status Values

	Success

	UnknownError

	Deficient 


1.1.3 RightsTransferRequest

A RightsTransferRequest is sent as a protected request and its body is defined as follows:

RequestBody(){
   riTimeStampPresent
1
bslbf
   stateInfoPresent
1
bslbf
   rfu
6
bslbf
   RoAlias()
   DomainAlias()
   RiAlias()
   RiId()
   if( riTimeStampPresent ){
      riTimeStamp
40
uimsbf
   }
   RightsObjectContainer()
   if( stateInforPresent ){
      StateInformation()
   }

   EncryptedRek()
}

RoAlias(){
   String80()
}

DomainAlias(){
   String80()
}

RiAlias(){
   String80()
}

RiId(){
   EntityId()
}

EncryptedRek(){
   EncryptedData()
}

1.1.4 RightsTransferResponse

A RightsTransferResponse is sent as a protected response. The following table lists the valid Status values for this response.

Table 13: PutRoResponse Status Values
	Status Values

	Success

	UnknownError

	InvalidField

	Not Enough Space


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

User could operate device to get Rights from or to deliver Rights to another device, and these two flows are supported in OMA-TS-DRM-SCE-A2A document.
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