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1 Reason for Change

This CR fills the sections of Leave User Domain messages. 
R01: adds the Not a Domain Member extension.
R02: fixes a bug in 2.x, see the highlighted text
R03: same as R02, just adds LGE as a co-signer
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Add a section after 4.2.1
4.2 User Domain Management

4.2.3 Joining a User Domain

In order to install and consume a User Domain RO, a DRM Agent needs to register with a DEA that manages the User Domain that the RO refers to and join that User Domain.  A DRM Agent joining a User Domain is the process of an DEA authorizing a particular DRM Agent to be able to use ROs for this User Domain. The result of a successful execution of the dmpRegistrationProtocol (section Error! Reference source not found.) of a DRM Agent with a DEA, is the estabishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The dmpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols. 

The result of  a succesful execution of the DMP Join Domain Protocol (section Error! Reference source not found.) is the establishment in the DRM Agent of a User Domain Context for the given User Domain. The User Domain Context MAY consists of:

· User Domain Info. This consists of:

Identity of the Domain Authority

Identity of this User Domain, including the domain generation

deaURL: URL used by the DRM Agent to initiate communication with the DA/DEA

The alias of the Domain Authority – used in communication with the user to refer to the DA.

The alias of the User Domain – used in communication with the user to refer to the User Domain

· Key material

In case of Shared-Key management: the Master Domain Key (MDK), or set of MDKs in case hash-chains are not used.

· User Domain Tokens. Used by the DA/DEA to authorize certain entities to perform certain tasks in relation to the User Domain. A User Domain Token consists of:

Identity of the entity

The authorized roles of the entity. An entity may be authorized to act as a RI, LRM, DEA or DRM Agent in relation to a User Domain.

Expiry date – date when the authorizaton expires.

Please not that the technical implementation (including its security) of the User Domain Context is outside of scope of this specification. A DRM Agent  MAY join multiple User Domains managed by one or more DA/DEAs. Consequently the DRM Agent MAY  at any time maintain several DA/DEA Contexts and also per DA/DEA Context several User Domain Contexts. 

4.2.4 Leaving a User Domain

4.2.5 In order for a Device to leave a User Domain, it must assure the DA/DEA that it has deleted all information about the User Domain that enables it to use any ROs for the User Domain. When leaving a User Domain a Device MUST delete the associated User Domain Context, without a User Domain Context ROs issued for that User Domain will no longer be consumable. When leaving a User Domain a Device MAY, but is not required to, remove the corresponding User Domain ROs and associated DRM Content. The Device SHOULD obtain user confirmation before deleting User Domain ROs and associated DRM Content.

4.2.6 A Device MUST execute the Leave Domain protocol (see 5.2.3) to leave a User Domain. A Device may do this by sending a dmpLeaveDomainRequest message to the daURL as stored in the DA/DEA Context associated with the User Domain Context or as a result of receiving a dmpLeaveDomainTrigger. The daURL from the trigger MUST be used if the LeaveDomain is triggered by a dmpLeaveDomainTrigger.
4.2.7 Prior to sending a dmpLeaveDomainRequest, the Device MUST disable the corresponding User Domain Context. After receiving the dmpLeaveDomainResponse with ‘Success’ as the status, the Device MUST delete the corresponding User Domain Context.
4.2.8 Using a User Domain

Change 2:  Modify 5.2.3.4 as follows
5.2.3.4 dmpLeaveDomainTrigger 

A dmpLeaveDomainTrigger is delivered to a DRMAgent to initiate the 2-pass DMP Leave Domain Protocol. The message MUST be a <gen:drmTrigger> element as specified in [GEN], section xxx and MUST be formatted as specified in Table 4.

	element / attribute
	usage
	value

	type
	M
	“dmpLeaveDomain”

	version 
	M
	“1.0”

	proxy
	O
	Default, as specified in [Gen], section xyz

	resID
	M 
	Default, as specified in [Gen], section xyz

	resAlias
	O
	Default, as specified in [Gen], section xyz

	reqURL
	M
	Default, as specified in [Gen], section xyz

	nonce
	M
	Default, as specified in [Gen], section xyz

	domID
	M
	As specified in 5.2.3.1

	domainAlias
	O
	As specified in 5.2.3.1

	deviceID
	O
	Specified below

	signature
	M
	Default, as specified in [Gen], section xyz

	encKey
	M
	Default, as specified in [Gen], section xyz


Table 4: dmpLeaveDomainTrigger message elements

The <body> element of the dmpLeaveDomainTrigger MUST have a <domID> element. It SHOULD have a <domainAlias> element. 
The <body> element of the dmpLeaveDomainTrigger MAY have a <deviceID> element. If the <deviceID> element is present the DRM Agent MUST verify whether the value of the <deviceID> matches the hash of the Device’s public key info, as it appears in one of the Device’s certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component). If the <deviceID> does not match the hash of the Device’s public key info then the DRM Agent MUST discard the trigger.
<element name="deviceID" type="gen:Identifier"/>

Upon receipt of a dmpLeaveDomainTrigger, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx, and if successful post a dmpLeaveDomainRequest. 

5.2.3.5 dmpLeaveDomainRequest 

A dmpLeaveDomainRequest message is sent from a DRMAgent to a DA/DEA as the first message of the 2-pass DMP Leave Domain protocol. 

<element name="dmpLeaveDomainRequest" type="gen:Request"/>

The DRM Agent MUST format the request as specified in Table 5:

	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 5: dmpLeaveDomainRequest message elements

The dmpLeaveDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.4). The <domID> identifies the User Domain the Device wishes to leave. 
The <reqInfo> element MAY contain the Not a Domain Member extension. Presence of this extension indicates to the DA/DEA that the Device does not consider itself a member of this User Domain (even though it is sending a request for the DA/DEA to remove it from the User Domain). This could happen, for example, if the Device already has left the User Domain, but receives a new trigger to leave it (perhaps because the DA/DEA never received the previous dmpLeaveDomainRequest). This extension MUST be included in the request if the Device is not a member of the identified User Domain.
<complexType name="NotDomainMember">

  <complexContent>

    <extension base="gen:Extension"/>

  </complexContent>

</complexType>

Upon receipt of a dmpLeaveDomainRequest, the DA/DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST return a dmpLeaveDomainResponse.

5.2.3.6 dmpLeaveDomainResponse

A dmpLeaveDomainResponse message is sent from a DA/DEA to a DRMAgent as the last message of the 2-pass DMP Leave Domain protocol. 

<element name="dmpLeaveDomainResponse" type="gen:Response"/>

If the dmpLeaveDomainRequest is not successful, then the response MUST be formatted as specified in [GEN]. Otherwise the message MUST be formatted as specified in Table 6:

	element / attribute
	usage
	value

	status
	M
	“Success”

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 


Table 6: dmpLeaveDomainResponse message elements

The dmpLeaveDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <domID> element as a child (see section 5.2.3.4). The <domID> identifies the User Domain from which the DA/DEA removed the Device. The Domain Generation part of the Domain Identifier SHALL be ignored. 
The DA/DEA sends the dmpLeaveDomainResponse after having deleted the association of this Device to the User Domain (i.e. updated the User Domain membership status).
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