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1 Reason for Contribution

Please refer to 2008-0026.
This input contribution is made for covering Ad Hoc Sharing method extending Render Operation which is defined in 2007-0563R02. The detailed proposal is made up as a format of CR based on 2007-0563R02, and it’s basic intension is to deliver WG concept of Ad Hoc Sharing extending Render Operation.
The advantage of extending Render Operation than defining separate Ad Hoc Share operation is

· It can utilize existing protocol.

· Ad Hoc Share can be adopted to Render Only Agent also.

· It is reasonable that not all permissions in RO are possible to recipient side Agent. E.g. move, adhoc-share, export. 

2 Summary of Contribution

See below
3 Detailed Proposal

9.11 Render Operation

The Render operation is used by the DRM Requestor to start the rendering of DRM Content on the Render Agent. The DRM Content is identified by its Asset ID (see section 8.17). This operation MUST take place using a SAC. This operation MUST NOT be performed if the DRM Requestor’s certificate does not have an extKeyUsage extension with oma-kp-sceRenderSource key purpose set or the Render Agent’s certificate does not have an extKeyUsage extension with oma-kp-sceRenderAgent key purpose set (see section A.1). The following figure illustrates the Render operation.
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Figure 13: Render Operation
In order for this operation to take place, the following MUST be performed:

1. The DRM Requestor generates a RenderRequest.

2. The DRM Requestor sends the RenderRequest to the Render Agent, applying the replay protection mechanism described in section 7.3.

3. The Render Agent processes the request as follows:

a. It processes the request for replay as described in section 7.3.

b. It validates the fields of the RenderRequest. If any field is invalid, it sets RenderResponse.Status to InvalidField and proceeds to step 4.

c. It decrypts the CEK.

d. It creates a Render context with the renderHandle, AssetId, CEK, AdHocShareCondition and the DRM Requestor ID.
e. It sets RenderResponse.Status to Success.
4. The Render Agent sends the RenderResponse to the DRM Requestor, applying the replay protection mechanism described in section 7.3.

5. The DRM Requestor processes the response as follows:

a. It processes the response for replay as described in section 7.3.

b. If RenderResponse.Status is not Success, it determines if it can restart the Lend RO operation at step 1. If it does not restart the operation, it terminates the Render operation.

c. It creates a Render context, associating the renderHandle, AssetId and Render Agent ID.

d. At this point the Render operation has successfully completed.

9.11.1 RenderRequest

A RenderRequest is sent as a protected request and its body is defined as follows:

Body(){
   renderHandle
32
uimsbf
   AssetId()
   EncryptedCek()
   AdHocShareCondition()
}

AdHocShareCondition(){
   CheckRepeatedly
32
uimsbf
   Interval
32
uimsbf
   ProximityConstraint()
}

ProximityConstraint(){
   method
32
uimsbf
   //TBD
}

The fields are defined as follows:

· renderHandle – this field contains a 32 bit unsigned integer assigned by the DRM Requestor to identify the rendering of the DRM Content. The DRM Requestor can use this value in the Render Status operation (see section 9.12) to get the status of the rendering.

· AssetId – this field contains the identification of the DRM Content that the Render Agent should render. It is defined in section 8.17.

· EncryptedCek – this field contains the Content Encryption Key (CEK) for decrypting the DRM Content. It is defined in section 8.12.
· AdHocShareCondition – this field contains the condition for Ad Hoc Share. If the value of CheckRepeatedly is ‘false’ RO DRM Agent must check proximity condition just before starting rendering. If the value of CheckRepeatedly is ‘true’ RO DRM Agent must check interval and proximity condition periodically. If corresponding RO include <interval-per-sharing> constraint, the value of the Interval parameter must be same with the value of the <interval-per-sharing> constraint. If <interval-per-sharing> element is not present in the corresponding RO, the value of the Interval parameter should be set to zero. How often RO DRM Agent check conditions is implementation dependent. 
9.11.2 RenderResponse

A RenderResponse is sent as a protected response. The following table lists the valid Status values for this response.

Table 18: RenderResponse Status Values
	Status Values

	Success

	InvalidField

	IntegrityVerificationFailed


A RenderResponse does not have a body.
4 Intellectual Property Rights
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5 Recommendation

WG to review this input and make corresponding CR.
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