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1 Reason for Change

This CR provides message details and formats for Rights Issuer-DA/DEA Protocol (RDP): rdpRegistration protocol, rdpUseDomain protocol and rdpDropDoamin protocol.
In the R01, the Figure X was added to section 6.2 RDP messages and modified the title of rdpRegistration messages. 
In the R02, the description of the rdpDropDomainRequest message and message name of rdpRegistration protocol were modified.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify 4.2.2 Using a User Domain
4.2.2 Using a User Domain

An RI/LRM using a User Domain is the process of a DA/DEA authorizing a particular RI or LRM to be able to create ROs for this User Domain. The result of a successful execution of the rdpRegistrationProtocol (section xxx) of a RI or LRM with a DA/DEA is the establishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The rdpRegsitrationProtocol is a generic registration protocol ([GEN, section 6], without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols.

The result of a successful execution of the rdpUseDomain protocol (see section xxx) is the establishment in the RI/LRM of a User Domain Context for the given User Domain. The User Domain Context includes key material, User Domain Identifier(s) and a User Domain Tokens. An RI/LRM MAY use multiple User Domains managed by one or more DA/DEAs.

A DEA will enforce certain limits when allowing DRM Agents to join a User Domain. It can for example enforce a maximum on the number of concurrent members. This means it should be possible to remove a DRM Agent as member of a User Domain. Also, for reasons related to its business or to the trust management, a DA/DEA can at some point want to disable a certain RI/LRM to create RO’s for the User Domain or disable a DRM Agent to consume newly created ROs for a User Domain. For these purposes, a DA/DEA can request an RI/LRM to drop a certain User Domain (see section xxx) or request a DRM Agent to leave a User Domain (see section xxx). Alternatively a DA/DEA can upgrade the User Domain (see section xxx), which forces all DRM Agents to re-join and RI/LRM to re-do the rdpUseDomain protocol.
Change 2:  Modify 6.2  RDP Messages
6. The Rights Issuer – Domain Authority protocol 
(SCE-3-RDP)

6.1 Overview

In this section, The Rights Issuer – Domain Authority Protocol SCE-3-RDP messages, including their parameters, encodings and semantics are defined.
6.2 RDP messages 
The DA/DEA-RI Registration Protocol is a complete security information exchange and handshake between the RI and the DA/DEA and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of RI and DA/DEA, and integrity protection of protocol messages.

Successful completion of the Registration protocol results in the establishment of a RI Context in the Device containing DA/DEA-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. A RI Context is necessary for execution of the other protocols in the SCE-3-RDP suite. Figure x depicts the 4-pass DA/DEA-RI Registration Protocol.
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Figure x – The 4-pass DA/DEA-RI Registration Protocol
6.2.1 Notation 
In the message parameter tables below, "M" stands for "mandatory presence" and "O" stands for "optional presence".
6.2.1 Registration Protocol 

6.2.2.1 DA/DEA-RI Hello Request 
The DA/DEA-RI Hello Request message is sent from the DA/DEA to the RI to initiate the 4-pass rdpRegistration protocol. This message expresses DA information and preferences and MUST be formatted as specified in 6.2 in [GEN].

Upon receipt of a RI-DA/DEA Hello Request, the RI MUST perform the default processing, as specified in [GEN], section xxx, and MUST return a RI-DA/DEA Hello Response.
6.2.2.2 DA/DEA-RI Hello Response
The DA/DEA-RI Hello Response message is sent from the RI to the DA/DEA in response to an DA/DEA-RI Hello Request message. The message expresses RI preferences and decisions based on the values supplied by the Device and MUST be formatted as specified in 6.3 in [GEN].
6.2.2.3 DA/DEA-RI Registration Request 
A DA/DEA sends the DA/DEA-RI Registration Request message to a RI to request registration with the RI. The message is sent as the third message in the 4-pass rdpRegistration protocol and MUST be formatted as specified in 6.4 in [GEN].

6.2.2.4 DA/DEA-RI Registration Response

The DA/DEA-RI Registration Response message is sent from the RI to the DA/DEA in response to an DA/DEA-RI Registration Request message. This message completes the rdpRegistration protocol, and if successful, enables the Device to establish a RI Context for this RI and MUST be formatted as specified in 6.5 in [GEN].
6.2.1 Domain Usage

6.2.2.5 Use Domain Request
The rdpUseDomainRequest message is sent from the RI to the DA/DEA to initiate the 2-pass rdpUseDomain protocol. This message expresses DA information and preferences and MUST be formatted as specified in Table x.

<element name="rdpUseDomainRequest" type="gen:Request"/>

	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 6: Use Domain Request message elements
The rdpUseDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1).
Upon receipt of an rdpUseDomainRequest, the DA/DEA MUST return an rdpUseDomainResponse which MUST contain a Diversified Domain Key (DDK) for the User Domain and a User Domain Token for a RI.
6.2.2.6 Use Domain Response
The rdpUseDomainResponse message is sent from the DA/DEA to RI in response to an rdpUseDomainRequest message. The message expresses key material and Domain Policy, and MUST be formatted as specified in Table x.
<element name="rdpUseDomainResponse" type="gen:Response"/>

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 7: Use Domain Response message elements
The rdpUseDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <udomInfo> element specified in section 5.2.3.1, it MUST contain a <pDDK> elements and MAY contain any number of <udomToken> elements as specified in 5.2.3.3.
<element name="pDDK" type=" ProtectedDiversifiedDomainKey” />


<complexType name=" ProtectedDiversifiedDomainKey ">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>



</sequence>


</complexType>

6.2.2.7 Drop Domain Request
 The rdpDropDomainRequest message is sent from the RI to the DA/DEA. This message is the first message in the 2-pass rdpDropDomain protocol for ending the relationship between the RI and the DA/DEA.
<element name="rdpDropDomainRequest" type="gen:Request"/>

The RI MUST format the request as specified in Table x:
	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	
	
	

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below.

	
	
	

	signature
	M
	Default, as specified in [GEN], section xyz


Table 8: rdpDropDomainRequest message elements

The rdpDropDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1).


6.2.2.8 Drop Domain Response 
 The rdpDropDomainResponse message is sent by a DA/DEA to a RI in response to an rdpDropDomainRequest message. This message is the second message in the 2-pass rdpDropDomain protocol.

<element name="rdpDropDomainResponse" type="gen:Response"/>

If the rdpDropDomainRequest is not successful, then the response MUST be formatted as specified in [GEN]. Otherwise the message MUST be formatted as specified in Table X:
	element / attribute
	usage
	value

	status
	M
	“Success”

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	
	
	


Table 9: rdpDropDomainResponse message elements
The rdpDropDomainResponse message MUST contain a <resInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1).
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