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1 Reason for Change

In the SCE generic mechanisms TS, a generic type for triggers is specified. However, certain triggers might need additional elements, so that a placeholder for these elements is needed in the generic trigger.
This CR introduces such a placeholder. The triggerInfo element is added to the generic trigger, which has a type gen:TriggerInformation. This gen:TriggerInformation is an abstract type, and can be replaced in specific messages.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to accept the CR.
6 Detailed Change Proposal

Change 1:  Add extensibility to the generic trigger type
5.6 Trigger type

The purpose of a trigger is to initiate a particular protocol. The generic <drmTrigger> element is defined as:


<element name="drmTrigger" type="gen:DrmTrigger"/>


<complexType name="DrmTrigger">



<sequence>




<element name="body" type="gen:TriggerBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>




<element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>



<element name="triggerInfo" type="gen:TriggerInformation" minOccurs="0"/>


</sequence>



<attribute name="type" type="gen:String80" use="required"/>



<attribute name="version" type="gen:Version"/>



<attribute name="proxy" type="boolean"/>


</complexType>


<complexType name="TriggerBody">


<sequence>



<element name="resID" type="gen:Identifier"/>



<element name="resAlias" type="gen:String80" minOccurs="0"/>



<element name="nonce" type="gen:Nonce" minOccurs="0"/>



<element name="reqURL" type="anyURI"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


<attribute name="id" type="ID"/>


</complexType>
<complexType name="TriggerInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


</complexType>
The type attribute is used to identify the targeted protocol. The triggers types defined in the SCE-enabler are specified in detail along with the protocols in the other specification documents that constitute the SCE enabler. Below there is a generic specification of the fields. 

The version attribute is a <major.minor> representation of the trigger. For this version of the specification, version SHALL be set to "1.0". 

The <resID> element identifies the Responder. The DRM Agent MUST use this value to verify that it has a valid ReqContext with the Responder.  If the DRM Agent does not have a valid Reqcontext with the identified Responder then the DRM Agent MUST initiate the registration protocol of the protocol suite before initiating the protocol indicated by the <drmTrigger> element. If the implicitly triggered registration protocol does not lead to a valid ReqContext with the identified Responder, then the DRM Agent MUST discard the trigger.

The <resAlias> element SHOULD contain a String value that SHALL be used by the Requestor whenever it refers to the Responder in a dialog with the user and it SHALL be saved in the ReqContext for future use. An example for such a dialog would be the question whether or not the user would like to register with a certain Responder after receiving a trigger. The maximum length of this element SHALL be 80 bytes. 

The <nonce> element provides a way to couple triggers with protocol requests. If present, the Requestor will use this value as the triggerNonce attribute of the request that is to be triggered.   

The URL specified by the <reqURL> element MUST be used by the Requestor as the target address to post the first message of the triggered protocol.

The <signature> may be used to verify the source of the Trigger. If present, Requestors MUST verify this signature. If the Requestor cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <body> element by using the same value for the URI attribute as the value for the <body> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". In compliance to the rules of canonicalisation specified in Section 5.4, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments.

If present, the <encKey> element shall contain a MAC key.  The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.
The element <triggerInfo> is of type TriggerInformation, which is abstract. Any concrete trigger should define a concrete TriggerInformation.
[To be checked – remove the wrapping with domain key to be generic.]

A binary/compact form of the trigger is defined using WBXML encoding in section 16.
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