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1. Scope
(Informative)

This document extends the scope of SCEREQ-v1 by defining use cases and normative requirements for enhancements to the OMA Digital Rights Management (DRM) specifications to enable consumption of DRM Content contained in an MPEG-2 Transport Stream across a wide variety of user Devices.
2. References

2.1 Normative References

The following Normative Reference is in addition to those specified in SCEREQ-v1.

	[SCEREQ-v1]
	OMA SCE Requirements, Open Mobile Alliance™, OMA-RD-SCE-V1_0-20061020-C

	[MPEG-2 TS]
	ISO/IEC 13818-1 | ITU-T H.222.0


2.2 Informative References

There are no Informative References in addition to those specified in SCEREQ-v1.
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

In addition to the definitions specified in SCEREQ-v1, no other definitions apply.
	Broadcast Program
	A logical portion of a Broadcast Service with a distinct start and end time. In the case the Broadcast Program is not free-to-air, it can be offered individually for purchase, such as “Pay-Per-View”, or as part of a parent service (e.g. subscription service). A Broadcast Program may for example represent a movie, news show or soccer game.

	Broadcast Service
	A digital broadcast service delivered in an MPEG-2 transport stream consisting of a concatenation of Broadcast Programs, as defined in an MPEG-2 Program Map Table (PMT).

	Interaction Channel
	A bi-directional channel used to engage in communication protocols (such as DRM v2 ROAP) with other entities. The Interactive Channel can for example be used to request a Rights Object from a Rights Issuer.


3.3 Abbreviations

In addition to the abbreviations specified in SCEREQ-v1, the following abbreviation applies.
	MDCF
	MPEG-2 Transport Stream DRM Content Format

	STB
	A Set Top Box. A device capable of receiving digital broadcast services contained in an MPEG-2 transport stream that may be delivered over cable, satellite, terrestrial, IP or any other medium. To access the digital broadcast services, a Set Top Box may or may not use a Conditional Access System. A STB may or may not be OMA DRM compliant.

	CAS
	Conditional Access System


4. Introduction
(Informative)

A goal of the Secure Content Exchange Enabler is to extend OMA DRM with the capability of using an MPEG-2 transport stream as a container of DRM Content.

4.1 MPEG-2 Transport Stream as a Container for DRM Content
In OMA DRM v2 the use of DCF and PDCF is defined as container for DRM Content. The SCE Enabler defines that also an MPEG-2 Transport Stream can be used as a container of DRM Content. The objective is to allow consumption of received digital broadcast content as DRM Content by OMA DRM Devices, presuming that a Rights Issuer provides an associated Rights Object for such consumption.

5. Use Cases
(Informative)

5.1 Use Case 1: Consumption of Digital Broadcast Content on a portable player
5.1.1 Short Description

In this use case, John has a subscription for a Digital broadcast service delivered over cable to John’s home. For this purpose, John has a Set Top Box (STB) with a Recorder, which allows playback at the STB. John regularly records movies, and in this use case he can play those movies also on his OMA DRM portable media player. 

5.1.2 Actors

	John
	User who owns Devices and wants to transfer DRM Content across his Devices.

	Set Top Box 
	A product that belongs to John for receiving and recording Digital broadcast content received over cable

	Portable Media Player
	A Device that belongs to John on which he can watch movies

	Broadcaster
	The provider of the Digital broadcast content to John’s STB

	Rights Issuer
	The entity that issues the Rights to consume broadcast content on John’s portable media player

	
	


	Interaction Channel
	A bi-directional communication path between John and the Rights Issuer  


5.1.3 Actor Specific Issues

John wants the movies that he records on his Digital TV STB to play on his Portable Media Player. 
The Broadcaster allows John to record the movies from the Digital broadcast service on his STB, and the Rights Issuer allows him to consume those recorded movies on his Portable Media Player.

5.1.4 Actor Specific Benefits

John is not only able to play the movie on his STB, but also on his Portable Media Player. 

The Broadcaster has the option not only to sell his Digital TV broadcast content for use at John’s STB, but also the Rights for play back at John’s Portable Media Player. 

5.1.5 Pre-conditions

John records a movie from the Digital broadcast service at his STB and transfers, for example copies, the recorded movie to his Portable Media Player.

The Rights Issuer provides the Rights to John to play the movie at his Portable Media Player. 
Within the Digital broadcast service, the Broadcaster inserted information required for playback of the movie in John’s Portable Media Player.
5.1.6 Post-Conditions

The Portable Media Player is able to use the Rights provided by the Rights Issuer to play the movie.

5.1.7 Normal Flow

The following explains how John can play a recorded movie on his Portable Media Player.

1. John records a movie on his STB, and transfers this movie to his Portable Media Player.

2. Via an Interaction Channel, John requests the Rights Issuer in order to play this movie on his Portable Media Player.

3. The Rights Issuer provides those Rights via the Interaction Channel.

4. John can now play the movie on his Portable Media Player, as permitted by the Rights he received from the Rights Issuer.
6. Requirements
(Normative)

The requirements in Section 6 are in addition to the requirements in SCEREQv1.  In cases where the requirements in Section 6 contradict the requirements in SCEREQv1, the requirements in Section 6 take precedence.
6.1 High-Level Functional Requirements

The following high-level requirement is identified in addition to those in SCEREQv1.

	Label
	Description
	Enabler Release

	SCE-HL-MDCF-001

	The SCE Enabler SHALL allow to use an MPEG-2 Transport Stream as a container of DRM Content
	SCE V1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

No additional security requirements have been identified.
6.1.2 Charging

No additional charging requirements have been identified.
6.1.3 Administration and Configuration

No additional administration or configuration requirements have been identified.
6.1.4 Usability

No additional usability requirements have been identified.
6.1.5 Interoperability

No additional interoperability requirements have been identified.
6.1.6 Privacy

No additional privacy requirements have been identified.
6.2 Overall System Requirements

No additional overall system requirements have been identified.

6.3 MPEG-2 Transport Stream Container Requirements

The following requirements have been identified for the use of an MPEG-2 transport stream as a container of DRM Content.

	Label
	Description
	Enabler Release

	SCE-MDCF-001
	DRM content protection within an MPEG-2 Transport Stream SHALL be possible per single “broadcast program” such as a sport event, news show or movie.
	SCE V1.0

	SCE-MDCF-002
	DRM content protection within an MPEG-2 Transport Stream SHALL be possible per single “broadcast service”, consisting of a concatenation of multiple “broadcast programs” within one “MPEG-2 PMT”.
	SCE V1.0

	SCE-MDCF-003
	DRM content protection within an MPEG-2 Transport Stream, when applied in an existing broadcast service, SHALL allow simulcrypt of CAS defined messages with OMA DRM defined messages without  requiring re-transmission of the (protected) content. 
	SCE V1.0

	
	
	

	
	
	

	SCE-MDCF-004
	It SHALL be possible to use an OMA DRM 2.0 or an OMA DRM 2.1 Rights Object to access DRM Content in an MPEG-2 Transport Stream. 
	SCE V1.0

	SCE-MDCF-005
	It SHALL be possible to store DRM Content contained in an MPEG-2 Transport Stream on commonly deployed storage systems for MPEG-2 Transport Streams without requiring any re-encryption, re-formatting or transcoding. 
	SCE V1.0

	
	
	

	
	
	

	SCE-MDCF-006
	By using existing or extended DRM v2 protocols, and based on information contained in the MPEG-2 Transport Stream, it SHALL be possible to retrieve an OMA DRM Rights Object over an interaction channel to access DRM Content within that MPEG-2 Transport Stream.
	SCE V1.0

	SCE-MDCF-007
	It SHALL be possible to signal in an MPEG-2 transport stream whether DRM Content is contained.
	


Table 2: MDCF Requirements
Appendix A. Change History
(Informative)
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