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1 Reason for Change

The CR describes the Pairing-Key management protocols and message details for Join Domain Protocol for Pairing, Import Protocol and dmpPair-Protocol.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify 6.2.2.3 Drop Domain Request / Response
7. Key Management

7.1 Cryptographic Components

<text>
7.2 Key Transport Mechanisms
7.2.1 Overview of Pairing Protocols
One of the functions of a DEA is to keep track of the entire provisioned client Devices in a system and the cryptographic data associated with them. Additionally, the client Devices joins the User Domain and the DEA issues the Master Key for those client Devices to request the Pairing Key and Pairing Ticket.
A Device SHALL join the User Domain to a DEA by the joinDomain protocol. It is similar to dmpJoinDomain protocol for Shared-Key management. Once this is done, Devices can obtain the Master Key that allows the Devices to get the Paring Key and the Pairing Ticket for sharing content with other member device of the User Domain. 

Once a first Device is provisioned into a DEA and receives the encrypted Paring Key and Pairing Ticket for a second Device, the first Device can decrypt the Pairing Key for sharing content with the second Device. MAY request content to be sent or streamed from the second Device or vice-versa. An Authentication Request message (discussed below) is sent from the first Device to the second Device by using the Pairing Ticket to authenticate itself and to establish a secure session. Once the second Device has authenticated the first Device and has verified the Rights associated with the requested content, the second Device sends the content decryption key and associated Rights to the first Device in a secure manner such that only the first Device can verify the integrity of the message and decrypt the cryptographic data.
7.2.1.1   Join Domain for Pairing
In order to install and consume a User Domain RO, a DRM Agent needs to register with a DA/DEA that manages the User Domain that the RO refers to and join that User Domain.  A DRM Agent joining a User Domain is the process of an DA/DEA authorizing a particular DRM Agent to be able to use ROs for this User Domain. The result of a successful execution of the dmpRegistrationProtocol of a DRM Agent with a DEA, is the establishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The dmpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols. 

The result of a succesful execution of the DMP Join Domain Protocol for Pairing-Key management is received the Master Key which allows the Devices to request the Paring Key and the Pairing Ticket for sharing content with other member device of the User Domain.
The DEA SHALL assign a unique symmetric Master Key to each Device that can transfer content to other Devices or receive transferred content from other Devices.  The symmetric Master Keys provide faster authentication to the DEA in subsequent ticket requests than authentication with public/private keys.  The assignment of the Master Keys is described below and is shown in Figure 5.
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Figure 5 – Joining User Domain
The Device SHALL send to the DEA a Join Domain Request message that is authenticated by using the private key of the Device.  The message SHALL contain the identity of the Device, the identity of the DEA, and a User Domain ID.  To check against replays, this message SHALL also contain a NONCE.  

In response, the DEA SHALL randomly generate a symmetric Master Key, store it, and then send a copy of it in a Jon Domain Response message to the Device, as specified next.  The Join Domain Response message SHALL include a Master Key encrypted with a public key of the Device.
7.2.1.2   Import Protocol
Any DRM Agent can request Import from any LRM, and an LRM also can import directly to any DRM Agent under the paring mechanism.  A DRM Agent that gets an Imported-RO from an LRM MUST be registered with the DEA associated with the LRM.  This registration is proved by a Ticket that the DRM Agent uses to obtain an Imported-Rights-Object for the desired Imported-Content.

Figure 6 depicts the messages used in Import.  When a DRM Agent wants an Import from an LRM, and the DRM Agent does not have a valid Pairing Ticket for the LRM, then the DRM Agent SHALL obtain a Pairing Ticket for the LRM before the DRM Agent sends an Authentication Request message to the LRM.  The Authentication Request message SHALL include a Pairing Ticket for the LRM, and the Pairing Ticket SHALL be integrity protected by a keyed hash that uses the Pairing Key obtained from the DEA.  If the DRM Agent wants an Import from an LRM, and the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Pairing Ticket Request message to request from a DEA associated with an LRM a Pairing Ticket for the LRM.  

When an LRM has not setup a connection with a DRM Agent and wants to initiate the Import transaction, the LRM sends Import Initiation message to DRM Agent. The Import Initiation message SHALL contain the IDs of ROs to be imported and the identities of the LRM and DRM Agent.  If the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before the DRM Agent sends a Authentication Request message to the LRM.  The Authentication Request message SHALL include the Pairing Ticket, and the Pairing Ticket SHALL be integrity protected by a keyed hash that uses the Pairing Key obtained from the DEA. If the DRM Agent already has a valid Pairing Ticket for the LRM, then the DRM Agent MAY obtain a new Pairing Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Pairing Ticket Request message to request from a DEA associated with an LRM a Pairing Ticket for the LRM.

[image: image2.emf]DEV1

DEA

LRM

Pairing Ticket Request

DEV1-ID, LRM-ID, NONCE, HMAC

Master-Key1

Pairing Ticket Response

DEV1-ID, LRM-ID, Pairing-Ticket, E

MK1

(Pairing-Key), 

NONCE, HMAC

Master-Key1

Pairing-Key, Pairing-Ticket

Authentication Request

DEV1-ID, LRM-ID, NONCE, Pairing Ticket, HMAC

Pairing-Key

Authentication Response

DEV1-ID, LRM-ID, NONCE, HMAC

Pairing-Key

Pairing Ticket = DEA-ID,

E

MK-LRM

(Pairing-Key), HMAC

MK-LRM 

↓

Pairing-Key

Import Initial Request

RO-ID, LRM-ID, DEV1-ID, NONCE, Sign

Imported-RO Request

Imported-RO Response

DEV1 DEV1

DEA DEA

LRM LRM

Pairing Ticket Request

DEV1-ID, LRM-ID, NONCE, HMAC

Master-Key1

Pairing Ticket Response

DEV1-ID, LRM-ID, Pairing-Ticket, E

MK1

(Pairing-Key), 

NONCE, HMAC

Master-Key1

Pairing-Key, Pairing-Ticket

Authentication Request

DEV1-ID, LRM-ID, NONCE, Pairing Ticket, HMAC

Pairing-Key

Authentication Response

DEV1-ID, LRM-ID, NONCE, HMAC

Pairing-Key

Pairing Ticket = DEA-ID,

E

MK-LRM

(Pairing-Key), HMAC

MK-LRM 

↓

Pairing-Key

Import Initial Request

RO-ID, LRM-ID, DEV1-ID, NONCE, Sign

Imported-RO Request

Imported-RO Response


Figure 6 – Import Protocol Messages

The Import Initiation Request is to initiate the Import transaction with the DRM Agent, and the Import Initiation Request message SHALL contain the ID of ROs that could be imported and the identities of the LRM and the DRM Agent. To check against replays, this message SHALL also contain a NONCE.  If the DRM Agent does not have a valid Pairing Ticket for the LRM, then the DRM Agent SHALL obtain a Pairing Ticket for the LRM before the DRM Agent sends a Authentication Request message to the LRM. 
If the DRM Agent has already joined the user domain and receive the Master Key, then the Pairing Ticket Request message SHALL contain the identity of the LRM and contain the keyed hash. To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by using a keyed hash that uses the Master Key of the Device that contains the DRM Agent.
On the other hand, if the DRM Agent does not have the symmetric Master Key, then the Device cannot request a Pairing Ticket for importing a RO. 
Once the DEA validates the Pairing Ticket Request message from the DRM Agent, the DEA SHALL randomly generate a symmetric Pairing Key, and then send a copy of it in a Pairing Ticket Response message to the DRM Agent, as specified next.  The Ticket Response message SHALL include a Pairing Ticket. The Pairing Ticket SHALL include a DEA-ID, and an encrypted Pairing Key and a keyed hash that uses the Master Key of the LRM.

Once the DRM Agent validates the Pairing Ticket Response message from the DEA, the DRM Agent SHALL send a Authentication Request message to the LRM.  The Authentication Request message SHALL include the Paring Ticket.  The Pairing Ticket SHALL be integrity protected by a keyed hash that uses the Master Key obtained from the LRM. The LRM authenticate the Device using the keyed hash that uses the Paring Key. If the keyed hash was valid, the LRM cosider the Device was authenticated by the DEA.

Once the DEA validates the Authentication Request message from the DRM Agent, the LRM SHALL send the Authentication Response message to the Device. The Authentication Response message SHALL include the keyed hash that uses the Paring Key. The Device authenticates the LRM using the keyed hash that uses the Paring Key. If the keyed hash was valid, the Device cosider the LRM was authenticated by the DEA.

Once the Device validates the Authentication Response message, the Device establishes a Secure Authenticated Channel (SAC) with the LRM using the Paring Key.

As long as the DRM Agent has a valid Pairing Ticket and a valid SAC, then the DRM Agent SHALL request Imported Rights-Objects by using Imported-RO Request messages.  The LRM then SHALL transmit Imported Rights-Objects by using Imported-RO Response messages.  The Imported Rights-Objects SHALL contain a <rights> element that is signed by an LRM <signature> element.  Details are TBD.
7.2.1.3   dmpPair-Protocol
Any DRM Agent can request Pairing with any other DRM Agent to Move or provide Copy of an Imported-Rights-Object associated with some desired Imported-Content.  For two DRM Agents to be Paired, the Devices containing the DRM Agents must be joined the user domain with a common DEA.  This joining the user domain is proved by a Master Key that the DRM Agents obtain from the DEA.

Figure 7 depicts the messages used in Pairing.  When a Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent does not have a valid Pairing Ticket for the Destination DRM Agent, then the Source DRM Agent SHALL obtain a Pairing Ticket for the Destination DRM Agent.  If the Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent already has a valid Ticket for the Destination DRM Agent, then the Source DRM Agent MAY obtain a new Ticket for the Destination DRM Agent, in which case the Source DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use an Pairing Ticket Request message to request from a DEA a Pairing Ticket for another DRM Agent.  
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Figure 7 – Pairing Protocol Messages

The Pairing Ticket Request message SHALL contain the identity of the Source DRM Agent and Destination DRM Agent and contain the keyed hash that uses the Master Key of the Source Device.   To check against replays, this message SHALL also contain a NONCE.  The message SHALL also contain the Imported-RO <rights> element and <signature> element of the LRM that created the Imported-Rights-Object.  The Source DRM Agent SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the Source DRM Agent.
Once the DEA validates the Pairing Ticket Request message from the Source DRM Agent, the DEA SHALL randomly generate a symmetric Pairing Key that was encrypted with the Master Key of the Source DRM Agent, and then send a copy of it in a Pairing Ticket Response message to the Source DRM Agent, as specified next.  The Pairing Ticket Response message SHALL include a Pairing Ticket. The Pairing Ticket SHALL be integrity protected by a keyed hash that uses the Master Key of the Destination DRM Agent.  In addition, the DEA SHALL include an encrypted version of the Master Key in the Pairing Ticket Response message. The DEA also SHALL authenticate the message by using a keyed hash that uses the Master Key of the Device that contains the Source DRM Agent.
Once the Source DRM Agent validates the Pairing Ticket Response message from the DEA, the Source DRM Agent SHALL send a Authentication Request message to the Destination DRM Agent.  The Authentication Request message SHALL include the Pairing Ticket.  The Pairing Ticket SHALL be integrity protected by a keyed hash that uses the Master Key obtained from the DEA. The Destination DRM Agent authenticates the Source DRM Agent using the keyed hash that uses the Paring Key. If the keyed hash was valid, the Destination DRM Agent cosider the Source DRM Agnet was authenticated by the DEA.

Once the Destination DRM Agnet validates the Authentication Request message from the Source DRM Agent, the Destination DRM Agent SHALL send the Authentication Response message to the Source DRM Agent. The Authentication Response message SHALL include the keyed hash that uses the Paring Key. The Source DRM Agnet authenticates the Destination DRM Agent using the keyed hash that uses the Paring Key. If the keyed hash was valid, the Source DRM Agent cosider the LRM was authenticated by the DEA.
Once the Source DRM Agnet validates the Authentication Response message, the Source DRM Agent establishes a Secure Authenticated Channel (SAC) with the Destination DRM Agent using the Paring Key.
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