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1 Reason for Change

This CR provides message details and formats for rdpUseDomain protocol.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify 6.2.2 Use Domain Request/Response
6.2.2   Domain Usage

6.2.2.1 Use Domain Request
The rdpUseDomainRequest message is sent from the RI to the DA/DEA to initiate the 2-pass rdpUseDomain protocol. This message expresses DA information and preferences and MUST be formatted as specified in Table x.

<element name="rdpUseDomainRequest" type="gen:Request"/>

	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 6: Use Domain Request message elements
The rdpUseDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1).
Upon receipt of an rdpUseDomainRequest, the DA/DEA MUST return an rdpUseDomainResponse which MUST contain a Diversified Domain Key (DDK) for the User Domain and a User Domain Token for a RI.

6.2.2.2 Use Domain Response
The rdpUseDomainResponse message is sent from the DA/DEA to RI in response to an rdpUseDomainRequest message. The message expresses User Domain Info, Key material and User Domain Token, and MUST be formatted as specified in Table x.
<element name="rdpUseDomainResponse" type="gen:Response"/>

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 7: Use Domain Response message elements
The rdpUseDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <udomInfo> element specified in section 5.2.3.1, it MUST contain a <pDDK> elements and MAY contain any number of <udomToken> elements as specified in 5.2.3.3.
<element name="pDDK" type=" ProtectedDiversifiedDomainKey” />


<complexType name=" ProtectedDiversifiedDomainKey ">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>



</sequence>


</complexType>
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