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1 Reason for Change

This CR provides 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

4 Introduction

Secure Content Exchange extends the mechanisms described in Digital Rights Management 2.1 to increase the flexibility of DRM Content usage. Some of these extensions allow the import of non-OMA DRM Content, the exchange of DRM Content among Devices of different Domains and the implementations of a central domain management function. Rights are used to specify the access a consuming Device is granted to DRM Content. The Rights Expression Language (REL) defined in this document specifies the syntax and semantics of rights governing the usage of DRM Content based on the Open Digital Rights Language [ODRL]. The REL defined in this document extends the semantics as defined in OMA DRM REL [OMADRMv2] with some new elements, e.g. permissions and constraints, that are needed for implementing OMA SCE use cases.
4.1 Goals

The goal of this specification is to extend the REL semantics defined in OMA DRM REL [DRMv2]. Only additions to the OMA DRM REL are described in this document. 
4.2 Non-goals
5 Structure

5.1 Permission Model

5.1.1 Element <permission>
5.1.1.1 
Syntax


<xsd:element name="permission" type="o-ex:permissionType"/>


<xsd:element name="permissionElement" abstract="true"/>


<xsd:complexType name="permissionType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>




<xsd:attribute name="exclusive" type="xsd:boolean" use="optional"/>



<xsd:attributeGroup ref="o-ex:IDGroup"/>


</xsd:complexType>
5.1.1.2 Semantics
In addition to the semantics as defined in OMA DRM REL [OMADRMv2], SCE adds the optional <copy> and <move> elements to the <permission> element.

When <copy> or <move> is present, the parent <permission> element MUST NOT have any <asset> elements. For the other child elements (permissions), refer to the OMA DRM REL specification [OMADRMv2].
5.1.2 Element <copy>

5.1.2.1 Syntax

<xsd:element name="copy" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>
<xsd:element name="proximity" substitutionGroup="o-ex:constraintElement">

 <xsd:complexType name="constraintType">
   <attribute name="method" type="xsd:roap:String80" use="required">

</complexType>
5.1.2.2 Semantics
	Element
	<!ELEMENT o-dd:copy (o-ex:constraint?)>

	Semantics
	The <copy> element grants the permission to Copy a Rights Object between Devices. It contains an optional <constraint> element.
The <copy> element MUST have a "mode" attribute. 

The <copy> element has an optional <constraint> child element. Not all constraints specified in OMA DRM REL [OMADRMv2] are allowed to be present in the <constraint> element. Only the following constraints are allowed: <count>, <system>, <datetime>, <interval>, <domain> or <proximity>. The <datetime> and <interval> constraints have the same function as defined in OMA DRM REL [DRMv2]. The <count>, <system> constraints have the same function as defined in OMA DRM REL [DRMv2] including some SCE additions described in sections 5.2.x and 5.2.x. For a description of  the new <domain> and <proximity> constraints, please refer to section 5.2.x and 5.2.x.
If the <constraint> element is specified, the DRM Agent MUST grant copy rights according to the <constraint> child element and the top-level <constraint> element if any. If no child <constraint> element is specified, the DRM Agent MUST grant copy rights according to the top-level <constraint> element if any. If neither child nor top-level <constraint> element is specified, the DRM Agent MUSTgrant unlimited copy rights.


5.1.2.3 Attribute "mode"

	Attribute
	<!ATTLIST oma-dd:copy oma-dd:mode (statelocal | stateglobal)(#REQUIRED) >

	Semantics
	The mode attribute contains a string either equal to "statelocal" or "stateglobal". If mode is set to "statelocal", each DRM Agent will maintain its local State Informations. If mode is set to "stateglobal", the desired Access and State Information will be transmitted to the copy recipient and deducted in the sending device.


5.1.3 Element <move>

5.1.3.1 Syntax

<xsd:element name="move" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>
5.1.3.2 Semantics
	Element
	<!ELEMENT o-dd:move (o-ex:constraint?)>

	Semantics
	The <move> element grants the permission to Move a Rights Object between Devices. It contains an optional <constraint> element.
If the <move> element has an optional <constraint> child element. Not all constraints specified in OMA DRM REL [OMADRMv2] are allowed to be present in the <constraint> element. Only following constraints are allowed: <count>, <system>, <datetime>, <interval>, <domain> or <proximity>. The <datetime> and <interval> constraints have the same function as defined in OMA DRM REL [OMADRMv2]. The <count> and <system> constraints have the same function as defined in OMA DRM REL [OMADRMv2] including some SCE additions described in sections 5.2.x and 5.2.x.,For a description of <domain> and <proximity>, please refer to section 5.2.x and 5.2.x.
If the <constraint> element is specified, the DRM Agent MUST grant move rights according to the <constraint> child element and the top-level <constraint> element if any. If no child <constraint> element is specified, the DRM Agent MUST grant move rights according to the top-level <constraint> element if any. If neither child nor top-level <constraint> element is specified, the DRM Agent MUST grant unlimited move rights.






5.2 Constraint Model

In addition to the semantics as defined in OMA DRM REL [OMADRMv2], SCE adds the optional <copy_control>, <domain> and <proximity> elements to the <constraint> element.

5.2.1 Element <constraint>

5.2.1.1 Syntax
<xsd:element name="constraint" type="o-ex:constraintType" />
<xsd:element name="constraintElement" abstract="true" />
<xsd:complexType name="constraintType">
      <xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


     </xsd:sequence>
      <xsd:attributeGroup ref="o-ex:IDGroup" />
      <xsd:attribute ref="o-ex:type" />
</xsd:complexType>
5.2.1.2 Semantics
	Element
	<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*, oma-dd:proximity*)>

	Semantics
	The <constraint> element is the top most element in the constraint model. It contains the optional <count>, <timed-count>, <datetime>, <interval>, <accumulated>, <individual>, <system>, <domain> and <proximity> elements.

The <constraint> element contains <system> elements only when its parent <permission> element contains the <export>, <play>, or <display> element.


5.2.1.3 
5.2.1.4 
5.2.2 Element <count>

5.2.2.1 Syntax

<xsd:element name="count"  substitutionGroup="o-ex:constraintElement">
5.2.2.2 Semantics

	Element
	<!ELEMENT o-dd:count (#PCDATA)>

	Semantics
	In addition to the semantics as defined in OMA DRM REL [OMADRMv2]:

If the parent <constraint> element is a child element of a <move> element, the <count> element specifies the number of times the <move> permission may be granted over the Rights Object itself. 
When used to constrain the <move> permission, the count MUST be decremented upon commencement of a move process.
If the parent <constraint> element is a child element of a <copy> element, the <count> element specifies the number of times the <copy> permission may be granted. When used to constrain the <copy> permission, the count MUST be decremented upon commencement of a copy process.




5.2.3 Element <copy_control>

5.2.3.1 Syntax

<xsd:element name="copy_control"  substitutionGroup="o-ex:constraintElement">
5.2.3.2 Semantics
	Element
	<!ELEMENT oma-dd:copy_control>

	Semantics
	The <copy_control> constraint is used to restrict a certain permission to be granted only to  SCE-only Devices. Since the <copy_control> constraint is not understood by DRM 2.0 or 2.1 Devices, including the <copy_control> constraint in a permission disallows the permission to be excercised by DRM 2.0 or 2.1 Devices.

For example, to ensure that User Domain ROs with the <copy> attribute "mode" set to 'stateglobal' cannot be used by DRM 2.0 or 2.1 Devices, the <copy_control> constraint can be included as a top-level-constraint, such that none of the permissions can be exercised by DRM 2.0 or 2.1 Devices.



5.2.4. Element <domain>

5.2.4.1 Syntax

<xsd:element name="domain"  substitutionGroup="o-ex:constraintElement">
5.2.4.2 Semantics
	Element
	<!ELEMENT oma-dd:domain>

	Semantics
	 The <domain> element limits the granting of the related permission to the User Domain to which the RO is bound.


5.2.5 Element <proximity>

5.2.5.1 Syntax

<xsd:element name="proximity" substitutionGroup="o-ex:constraintElement">
 <xsd:complexType name="constraintType">
   <attribute name="method" use="required">

</complexType>
5.2.5.2 Semantics
	Element
	<!ELEMENT oma-dd:proximity ANY>

	Semantics
	The <proximity> element MUST have a method attribute. 

If the Device is not able to process the proximity method as required by the semantics of this element, or doesn’t understand a sub-element of the <proximity> element, then the Device MUST treat the constraint as not met and MUST NOT grant the corresponding permission.

The <proximity> element MAY contain any number of child elements carrying specific parameters depending on the proximity method.

The child elements SHOULD be given in the name space that is named after the name of the proximity method. For example, if the OMNA registered name of the Proximity Method is urn:oma:{OMAresource}:{ResourceSpecificString}, then the name space for child elements within the <proximity> element should be {ResourceSpecificString}. 


5.2.5.3 Attribute "method"

	Attribute
	<!ATTLIST oma-dd:proximity oma-dd:method (#REQUIRED) >

	Semantics
	The method attribute contains a string value that specifies the URN associated with the required proximity method to be evaluated, e.g., method=”urn:oma:proximity:pm042_iph:3.14”.


5.2.6 Element <system>

5.2.6.1 Syntax

<xsd:element name="system" type="o-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>
5.2.6.2 Semantics

	Element
	<!ELEMENT oma-dd:system (o-ex:context+)>

	Semantics
	In addition to the semantics as defined in OMA DRM REL [OMADRMv2]:

The <system> constraint is allowed to also constrain the <move> permission.
In the case of a <move> permission, the <system> constraint specifies the OMA DRM protocol(s) that MUST be used to move Rights Objects. In this case, the <context> elements SHALL contain a <version> element and a <uid> element. The <version> element specifies the minimum version of a protocol that MUST be used.  The URN to identify the SCE protocol is registered with the OMNA.
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