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1 Reason for Change

The CR implements the corrections as call out in PR-0034, PR-035, and 36 (Michael).
It also addresses PR -0040 and PR-0041 (Aram). 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That OMA DRM group approve these corrections. 
6 Detailed Change Proposal

Change 1:  PR-0034 - Correction
16.2 Attribute Code Pages

There is one attribute code page defined. This holds attribute names and attribute values.

	“-//OMA/DRM 2.1//EN” – Attribute Code Page 0

	Attribute Name
	WBXML Attribute Code
	
	Attribute Value
	WBXML Attribute Value Code

	xsi:type
	5
	
	"urn:oma:bac:dldrm:roap-1.0"
	85

	xmlns:roap
	6
	
	"http://odrl.net/1.1/ODRL-EX"
	86

	xmlns:xsi
	7
	
	"http://odrl.net/1.1/ODRL-DD"
	87

	xmlns:xenc
	8
	
	"http://www.openmobilealliance.com/oma-dd"
	88

	xmlns:ds
	9
	
	"http://www.w3.org/2000/09/xmldsig#"
	89

	xmlns:o-ex
	A
	
	"http://www.w3.org/2001/04/xmlenc#"
	8A

	xmlns:o-dd
	B
	
	"http://www.w3.org/2001/XMLSchema-instance"
	8B

	xmlns:oma-dd
	C
	
	"roap:X509SPKIHash"
	8C

	version
	D
	
	"http://www.w3.org/2000/09/xmldsig#sha1"
	8D

	proxy
	E
	
	"http://www.w3.org/2001/10/xml-exc-c14n#"
	8E

	id
	F
	
	"http://www.w3.org/2000/09/xmldsig#hmac-sha1"
	8F

	Id
	10
	
	"1.1"
	90

	algorithm
	11
	
	"2.0"
	91

	Algorithm
	12
	
	"2.1"
	92

	URI
	13
	
	“identificationRequest”
	93

	type
	14
	
	“roUploadRequest”
	94

	
	
	
	“meteringReport”
	95

	
	
	
	“leaveDomain”
	96

	
	
	
	
	


All attribute code pages 1 to 127 in the context of the public identifier “-//OMA//DRM 2.1//EN” are reserved for future use by OMA. Within that same context, and within attribute code page 0, attribute name codes from the range 21-3F and 45-7F as well as attribute value codes from the range BA-BF  and C5-FF are reserved for future use by OMA.

Change 2:  PR-0035 and PR-0036 Correction

H.7 WBXML Encoding

H.7.15 ROAP Trigger

This example shows the annotated WBXML encoding of a ROAP Trigger. Note that the trigger is in Exclusive Canonical form.  To improve the readability, whitespace has been added between the elements, but it should be understood that the trigger that is encoded into WBXML has no whitespace between the elements (should whitespace be present, then that would be encoded as opaque data). 

<roap:roapTrigger 
xmlns:roap="urn:oma:bac:dldrm:roap-1.0" version="1.1"
xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance”>

  <leaveDomain id="de32r23r4">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>IMUjt0T7l2mSweqebvQyZp89fqI=</hash>

      </keyIdentifier>

    </riID>

    <nonce>SnVzdCBBIE5vbmNlICE=</nonce>    

    <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

    <domainID>Domain-XYZ-001</domainID>

  </leaveDomain>

  <signature>

    <ds:SignedInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:CanonicalizationMethod>

      <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"></ds:SignatureMethod>

      <ds:Reference URI="#de32r23r4">

        <ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:Transform>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></ds:DigestMethod>

        <ds:DigestValue>e9lNNPV9OzBDdAkkvnSYLVUqg5o=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">Tm8gSE1BQy1TSEExIHJlc3VsdCE=</ds:SignatureValue>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <ds:RetrievalMethod URI="#K_MAC"></ds:RetrievalMethod>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"></xenc:EncryptionMethod>

    <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

      <roap:domainID>Domain-XYZ-001</roap:domainID>

    </ds:KeyInfo>

    <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

      <xenc:CipherValue>Tm90IGEgd3JhcHBlZCBNQUMga2V5ISEh</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap:roapTrigger>

This is encoded to the following WBXML document:

	WBXML code 
(hexadecimal)
	Description

	03
	WBXML version number – WBXML version 1.3

	13
	Public identifier (-//OMA// DRM 2.1//EN)

	6A
	Charset = UTF-8

	00
	String table length = 00 (empty string table)

	C5
	<roap:roapTrigger

	06
	xmlns:roap=

	85
	"urn:oma:bac:dldrm:roap-1.0" (attribute value)

	0D
	version=

	90
	"1.1" (attribute value)

	07
	xmlns:xsi=

	8B
	“http://www.w3.org/2001/XMLSchema-instance”

	01
	>

	C9
	<leaveDomain

	0F
	id=

	03
	STR_I (inline string followed by a terminator)

	22 64 65 33 32 72 32 33 72 34 22 00
	"de32r23r4" + string terminator

	01
	>

	4C
	<riID>

	D7
	<keyIdentifier

	05
	xsi:type=

	8C
	"roap:X509SPKIHash"

	01
	>

	58
	<hash> 

The <hash>…</hash> value is originally base64 encoded which is simply encoded as an inline string.

	03
	STR_I (inline string followed by a terminator)

	49 4d 55 6a 74 30 54 37 6c 32 6d 53 77 65 71 65 62 76 51 79 5a 70 38 39 66 71 49 3d 00
	Base64binary hash value: ‘IMUjt0T7l2mSweqebvQyZp89fqI=’

	01
	</hash>

	01
	</keyIdentifier>

	01
	</riID>

	4E
	<nonce>

	03
	STR_I (inline string followed by a terminator)

	53 6e 56 7a 64 43 42 42 49 45 35 76 62 6d 4e 6c 49 43 45 3d 00
	Base64binary \nonce value: ‘SnVzdCBBIE5vbmNlICE=’

	01
	</nonce>

	4F
	<roapURL>

	03
	STR_I string literal, followed by a terminator

	68 74 74 70 3a 2f 2f 72 69 2e 65 78 61 6d 70 6c 65 2e 63 6f 6d 2f 72 6f 2e 63 67 69 3f 74 69 64 3d 71 77 36 38 33 68 67 65 77 37 64 00
	http://ri.example.com/ro.cgi?tid=qw683hgew7d

	01
	</roapURL>

	50
	<domainID>

	03
	STR_I string literal, followed by a terminator

	44 6f 6d 61 69 6e 2d 58 59 5a 2d 30 30 31 00
	Domain-XYZ-001

	01
	</domainID>

	01
	</leaveDomain>

	4A
	<signature>

	D9
	<ds:SignedInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	90
	<ds:CanonicalisationMethod

	12
	Algorithm=

	8E
	"http://www.w3.org/2001/10/xml-exc-c14n#"

	01
	></ds:CanonicalisationMethod> 

Note that because this tag was started as ‘No content, with attributes’, it means that the termination of the attribute list also signals the termination of the element, hence the presence of the end tag in the canonical XML document.

	91
	<ds:SignatueMethod

	12
	Algorithm=

	8F
	"http://www.w3.org/2000/09/xmldsig#hmac-sha1"

	01
	></ds:SignatureMethod>

	D2
	<ds:Reference

	13
	URI=

	03
	STR_I (inline string followed by a terminator)

	22 23 64 65 33 32 72 32 33 72 34 22 00
	"#de32r23r4" + string terminator

	01
	>

	60
	<ds:Transforms>

	A3
	<ds:Transform

	12
	Algorithm=

	8E
	"http://www.w3.org/2001/10/xml-exc-c14n#"

	01
	></ds:Transform>

	01
	</ds:Transforms>

	A1
	<ds:DigestMethod

	12
	Algorithm=

	8D
	"http://www.w3.org/2000/09/xmldsig#sha1"

	01
	></ds:DigestMethod>

	62
	<ds:DigestValue>

	03
	STR_I (inline string followed by a terminator)

	65 39 6c 4e 4e 50 56 39 4f 7a 42 44 64 41 6b 6b 76 6e 53 59 4c 56 55 71 67 35 6f 3d 00
	Equivalent to the base64Binary ‘e9lNNPV9OzBDdAkkvnSYLVUqg5o=’

	01
	</ds:DigestValue>

	01
	</ds:Reference>

	01
	</ds:SignedInfo>

	DA
	<ds:SignatureValue

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	03
	STR_I (inline string followed by a terminator)

	54 6d 38 67 53 45 31 42 51 79 31 54 53 45 45 78 49 48 4a 6c 63 33 56 73 64 43 45 3d 00
	base64Binary signatureValue: ‘Tm8gSE1BQy1TSEExIHJlc3VsdCE=’

	01
	</ds:SignatureValue>

	DB
	<ds:KeyInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	9F
	<ds:RetrievalMethod

	13
	URI=

	B3
	"#K_MAC"

	01
	></ds:RetrievalMethod>

	01
	</ds:KeyInfo>

	01
	</signature>

	CB
	<encKey

	10
	Id=

	B5
	"K_MAC"

	01
	>

	A4
	<xenc:EncryptionMethod

	12
	Algorithm=

	92
	"http://www.w3.org/2001/04/xmlenc#kw-aes128" 

	01
	></xenc:EncryptionMethod>

	DB
	<ds:KeyInfo

	09
	xmlns:ds=

	89
	"http://www.w3.org/2000/09/xmldsig#"

	01
	>

	52
	<roap:domainID>

	03
	STR_I string literal, followed by a terminator

	44 6f 6d 61 69 6e 2d 58 59 5a 2d 30 30 31 00
	Domain-XYZ-001

	01
	</roap:domainID>

	01
	</ds:KeyInfo>

	E5
	<xenc:CipherData

	08
	xmlns:xenc=

	8A
	"http://www.w3.org/2001/04/xmlenc#"

	01
	>

	66
	<xenc:CipherValue>

	03
	STR_I string literal, followed by a terminator

	54 6d 39 30 49 47 45 67 64 33 4a 68 63 48 42 6c 5a 43 42 4e 51 55 4d 67 61 32 56 35 49 53 45 68 00
	base64Binary cipherValue:  ‘Tm90IGEgd3JhcHBlZCBNQUMga2V5ISEh’

	01
	</xenc:CipherValue>

	01
	</xenc:CipherData>

	01
	</encKey>

	01
	</roap:roapTrigger>


This trigger in WBXML format requires 346 bytes. In Exclusive Canonical form, it requires 1656 bytes. This compact representation achieves a savings of around 79%.

<this is where the actual text or description of activity is placed.  Note that the common Word Document Styles are available to be used so that simple cut-n-paste items from a specification or similar document can occur (somewhat unique styles are used for the section heads in this doc).

· To preserve document numbering after doing a cut-n-paste, select the paragraph in question (e.g. Heading 1-5) select Bullets and Numbering under the Word Format menu, Select the Outline Numbering tab and hit the Customize button where you can then set the starting values for the different levels of the outline.

· For changes to existing text, please use change tracking to capture changes being performed.

· When there are multiple changes in the document, use the AltChangeList paragraph to separate changes.

Change 3:  PR-0040 – Change Section H.1.15 as follows
H.7.16 MeteringReportSubmit

<roap:meteringReportSubmit

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance

xmlns:ds="http://www.w3.org/2000/09/xmldsig#

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  triggerNonce="sdfknjvfda438790fdjkl4rq">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T19:20:00Z</time>

    <meteringReport>

        <encryptedMeteringReport>

            <xenc:EncryptedData Type="http://www.w3.org/2001/04/xmlenc#Element">

                <xenc:EncryptionMethod Algorithm=" http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                <ds:KeyInfo>

                    <ds:RetrievalMethod URI="#K_MEK_and_K_MAC"/>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>A23B45C56</CipherValue>

                </xenc:CipherData>

            </xenc:EncryptedData>

        </encryptedMeteringReport>

        <encKey Id="K_MEK_and_K_MAC">

            <xenc:EncryptionMethod

            Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>F98E76D54</xenc:CipherValue>

                </xenc:CipherData>

        </encKey>

        <mac>ewqrewoewfewohffohr3209832r3</mac>

    </meteringReport>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:meteringReportSubmit>

Change 4:  PR-0041 – Change Section 11.4 as follows

The Raw Metering Report MUST be formatted according to the ABNF syntax defined in this section. The ABNF notation used is defined in [RFC4234]. The terminals <DIGIT>, <WSP> and <CRLF> are also defined in [RFC4234].

rawMeteringReportData = *(CRLF perContentMeteringInformation) [ CRLF ]

perContentMeteringInformation= (contentID %d58 consumptionCount %d58 accumulatedConsumptionTime)

contentID = *(VCHAR)

consumptionCount=*(DIGIT)

accumulatedConsumptionTime=*(DIGIT) %d58 seconds

seconds=%x30-35 %x30-39

Where: 

· contentID depends on the RO type used to consume the content :

· if the content is authorised to be consumed by a group RO, contentID is the concatenation of :

· the value of the <UID> element of the <context> element of an <asset> element and specifies the GroupId associated to the content
· a separator (a semicolon)
· the ContentID field in DCF's Common Header box and specifies the content identifier of the Metered Content to which the Metering Information applies
· Otherwise, contentID is the value of the <UID> element of the <context> element of an <asset> element and specifies the content identifier of the Metered Content to which the Metering Information applies.
· AccumulatedConsumptionTime is the accumulated consumption time in minutes and seconds (separated by the “:”)

In order to send the Metering Report to the RI the DRM Agent MUST insert the Raw Metering Report into the <rawMeteringReportData> element of an XML fragment of type <meteringReportType>.  
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