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1 Reason for Change

The purpose of this CR is to introduce Informative text into the LRM Technical Specification per AP 872.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add Informative text into the Introduction
4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

4.1 Pairing-Key Management (Informative)

This specification includes the use of pairing-key management in order to:

1) instantiate Import to a (SCE) DRM Agent in the case that an LRM exercises its localRightsManagerDomain key purpose, where the LRM and Import-recipient DRM Agent are both registered with a DEA, and
2) control subsequent Rights transfers of such LRM-created Imported-Rights-Objects between DRM Agents that are paired via that same DEA.

The DA plays an oversight role via its generation and distribution of DA-signed data, but does not gain cryptographic access to Imported Content. Pairing-key management thus supports business models where copy-control systems that are upstream of LRMs must remain independent of the OMA DRM service provider infrastructure.

Rights Issuers can create Device Rights Objects such that Device-to-Device Rights transfers are restricted to paired (SCE) DRM Agents without affecting backwards compatibility.

The efficient Kerberos-based methodology makes minimal use of PKI: The use of DEA Tickets, LRM Tickets and Agent Tickets, as well as the acquisition by DRM Agents (via DEA Tickets) of LRM Tickets, and of Agent Tickets (individually or in bulk), does not involve public-key cryptography. In particular, the Secure Authenticated Channel (SAC) that is used between an LRM and a DRM Agent to enable Import, or that is used between two DRM Agents to enable subsequent Rights transfers, can be established without public-key cryptography because of the pair-wise uniqueness of the keys.
The continued secure operation of a User Domain that was established via pairing-key management does not require each remaining User Domain DRM Agent to upgrade domain keys even if one or more removed DRM Agents have been compromised.

While others have recognized the advantages of applying Kerberos-derived techniques to home network- based DRM security architectures (e.g., B.C. Popescu, B. Crispo, A.S. Tanenbaum, and F.L.A.J. Kamperman, DRM ’04, October 25, 2004, Washington, DC), the method introduced into this specification has been optimized to take full advantage of DRM Agents that support DRM Time.
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