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1 Reason for Change

This CR provides the Proposed Change to Huawei’s SCE CONR comments DOM-001 and DOM-002(See 0142) and corrects some typos. 
R01: In Paris meeting, the WG finds that there are two section 8s in current version draft. So this problem should be solved and in the mean time some consistent changes to these two sections should be done, i.e. one section covers high level description and the other section more covers technology details.
In previous CR, its change 2 just towards the section 8.2 in the second section 8.
In this version CR, the contributor does some modification to that original change 2 to give changes on Domain Upgrade to the first section 8 and the section 8.2 in the second section 8 
In addition, in R01 adds a new change i.e. change 6, to correct the numbers behind section 8.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change to Section 4.2.3 as follows:
4.2.3 Using a User Domain

An RI/LRM  using a User Domain is the process of an DA/DEA authorizing a particular RI or LRM to be able to create ROs for this User Domain. The result of a successful execution of the rdpRegistrationProtocol (section xxx) of a RI or LRM with a DA/DEA, is the estabishment in the RI/LRM of a DA/DEA Context for the given DA/DEA. The rdpRegsitrationProtocol is a generic registration protocol ([GEN, section xxx], without extensions. This means that the DA/DEA Context consists of the identities of the RI/LRM  and DA/DEA and the negotiated protocols.
Change 2:  Change to two Section 8s as follows:
8 User Domain Upgrade

A DEA may upgrade a User Domain if, for example, a MDK has been compromised or if a Device in the User Domain has been revoked. This may be necessary to stop DRM Content from leaking out of the system in the clear.
A Domain is associated with a Domain Generation counter, and one or more Domain Keys. Multiple Domain Keys are a result of Domain upgrades. Each Domain Key corresponds to a specific Domain Generation. The value of the Domain Generation counter indicates the number of upgrades performed on the Domain.

If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete User Domain and MUST NOT allow new Devices to join an obsolete User Domain. 

A DEA performs a User Domain upgrade using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger. A DEA MAY initiate this protocol for the purposes of User Domain upgrade by sending a dmpJoinDomain trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a dmpJoinDomain trigger, it SHOULD compare the <domID> field with the domain ID for any domains already established with the DEA that sent the dmpJoinDomain trigger, with the sending DA as identified by the <resID> field. There are two possible outcomes of this comparison:

The Domain baseID of the <domID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the User Domain using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger.

If the Domain baseID of the <domID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the Domain. The Device MUST execute the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger; just as if it was joining the domain for the first time.
As an alternative method, the DEA MAY execute the 1-pass dmpJoinDomain protocol to all members of the domain that are still trusted. If a Device receives a dmpJoinDomain response, it SHOULD compare the <domID> field with the domain ID for any domains already established with the DEA. A comparison procedure of the <domID> field is same as the above.
8.1 Use of hash chains for Domain key management
To avoid storage of multiple keys per Domain in the Device and in the DEA (for the purpose of using old and new Domain ROs after Domain upgrade) it is possible to have a relation between the Master Domain Keys using Hash Chains (see section x.x), as illustrated in the example below. The Device MAY support Hash Chains and the DEA MAY support Hash Chains. 

Example1. Without hash chains
When generating a new User Domain, the DEA generates:

A unique Domain Identifier DI, the Domain Generation is set to 000. 

A random secret Master Domain Key MDK0
At Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Master Domain Key MDKg is generated. The old MDK (s) must be stored in DEA and Device to allow use of ROs issued before the upgrade. When Devices join a User Domain, all MDKs of this Domain are sent in the <udomInfo> element of dmpJoinDomainResponse (see x.x).

Example 2. With Hash Chains (optional)
When generating a new User Domain, the DEA 

generates a unique Domain Identifier DI, the Domain Generation is set to 000

generates an initial master domain key MDK for the User Domain

selects the maximum number of generations n for this Domain (not larger than 999)

defines a sequence of MDKs using the method described in Section x.x

Since old MDKs (with low generation value) are possible to efficiently derive from new MDKs (with higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the DEA it is sufficient to store MDKn and the current Domain Identifier.
9. Key management

Two key management mechanisms for the User Domain are specified in this section. The “Shared-Key” mechanism is based on a common Domain Key that is shared by all members of the User Domain. This mechanism is similar to the key management for Domains as defined in OMA DRM 2.1, allows for some degree of compatibility with OMA DRM 2.1 DRM Agents, and enables some degree of content exchange via out-of-band methods (interface SCE-8). The “Pairing-Keys” mechanism is based on a set of Pairing-Keys, where (not necessarily all) couplets of domain members each share a pair-wise unique Pairing-Key. This mechanism is more secure as it allocates more control to the DA/DEA (via interface SCE-5) and requires the use of secure transfer mechanisms (interface SCE-6 or SCE-7).

The DA/DEA MAY support either key management system or both. It will signal the supported key management system(s) as part of the Domain Policy [to be detailed later].

On a per-RO basis, an RI/LRM MAY require either key management system to be used. The required key management system SHALL be signalled in the RO [to be detailed later]. 

Both mechanisms enable provisioning of ROs which allow User Domain member DRM Agents to share Rights with DRM Agents that are not members of the User Domain. The key management mechanism that must be used for sharing Rights with these “Guest” DRM Agents depends on the key management system that is required for the User Domain.

9.1 Overall key management

A certain device or server MAY implement several roles (DA/DEA, LRM, RI, and/or DRM Agent) defined by the SCE Enabler. In this case the same certificate MAY be used to fulfil more than one role. Especially, co-deployment of the DA/DEA with an RI or co-deployment of a DA/DEA with an LRM is anticipated.  
Although the current specification does not specify the protocol between DA and DEA and therefore does not support their separate deployment, this specification does anticipate such separate deployment in the future (or using proprietary protocols based on this specification) and assumes that the DA certificate MAY be different from the DEA certificate. Consistent with this, there MAY exist multiple DA/DEA entities, where either the DA or DEA functionality in a given DA/DEA MAY be suppressed. 

When joining a User Domain, the DRM Agent will receive from the DEA, DA-signed data that proves the DEA is authorized by the DA to enforce the Domain Policy on its behalf. As a prerequisite to completing the dmpJoinDomain protocol, a DRM Agent MUST successfully verify this DA-signed data identifying the DEA. A DRM Agent MAY communicate directly with a DA/DEA that is subordinate to another DA/DEA in that the latter DA/DEA is responsible for providing the aforementioned DA-signed data. 

The DEA will limit, within the bounds specified by the Domain Policy, the number of concurrently joined User Domain members, and/or valid DRM Agent pairings. 

9.2 Shared-Key management

When a User Domain Rights Object is secured using Shared-Key management, the <encKey> element in the <ro> element in the <protectedRO> element will contain the REK, encrypted with the Diversified Domain Key (DDK), as specified in section 8.4.2. The <protectedRO> may be distributed out of band using any mechanism to any device. 

To access such an RO, the DRM Agent will join the User Domain via the dmpJoinDomain protocol and receive the Master Domain Key (MDK). The DDK can be derived from the MDK and the identity of the entity that created the RO, as specified in section 8.4.2. Provided that no permission in the <protectedRO> is constrained by a <copy_control> element, by using the DDK the DRM Agent is able to access the REK in the <protectedRO> and MAY grant any permission in the <protectedRO> provided the constraints are met. 

An LRM with a dual-purpose (i.e., RI and LRM) certificate MUST NOT have access to any DDKs corresponding to entities other than itself, or to any MDK.

If any permission in the <protectedRO> is constrained by a <copy_control> constraint, then the DRM Agents will set up a SAC to securely exchange the REK. In this case, a sink DRM Agent MUST receive the REK as delivered via a SAC, since the REK is cryptographically inaccessible based solely on knowledge of the MDK and the RO. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

To secure a User Domain Rights Object using Shared-Key management, an RI/LRM will execute the rdpUseDomain protocol with the DA/DEA and receive the RI/LRM specific DDK and ValidationToken. Using the DDK the RI/LRM is able to create and protect the RO as specified in section xxx. As part of the <protectedRO>, using out-of-band mechanisms or the roapROResponse message, the RI/LRM will forward the ValidationToken to the DRM Agent. In the process of installing the RO, the DRM Agent MUST verify that the RI/LRM has been authorized by the DA/DEA to create ROs for the User Domain, by checking the ValidationToken as specified in section xxx. If the RI/LRM ValidationToken has expired or is otherwise invalid, it MAY be renewed by executing the dmpJoinDomain protocol with the DA/DEA. The DA/DEA MAY choose not to renew a Validation Token, for instance when an RI/LRM is suspected to be compromised or when the business relationship between the DA/DEA and RI/LRM has ended. As a condition of acceptance for further circulation, a non-compromised DRM Agent will check the validity of the ValidationToken of the RI/LRM. By not renewing the ValidationToken, the DA/DEA can prevent an RI/LRM from successfully creating new ROs for the User Domain. 

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process, DEA MUST change the MDK and MUST increment the Domain Generation by one. 
DA/DEA will initiate all the members of the domain that are still trusted to re-execute the (1-pass or 2-pass) dmpJoinDomain protocol to retrieve the new MDK by sending them the dmpJoinDomain trigger.  DA/DEA will initiate RI that provides ROs for the domain to re-execute the rdpUseDomain protocol to get the updated User Domain Info, Key material and User Domain Token by sending RI the rdpUseDomain trigger.  LRMs that provide ROs for the domain also need to re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens.
If hash chains are supported, the User Domain Context SHALL contain the Domain Key corresponding to the highest known generation, otherwise the User Domain Context SHALL contain all Domain Keys of all Domain Generations.
A User Domain upgrade does not result in any User Domain Context being deleted in any Device. After an upgrade, User Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.
Change 3:  Typo1
4.1 Acquiring User Domain RO’s

As a general principle, the processing rules for inbound User Domain ROs are agnostic to the origin of the User Domain RO or the mechanism by which is transported, i.e. it does not matter whether the User Domain RO was delivered OTA from an RI using ROAP or copied from another DRM Agent using SCE-8 (in addition to for example UPnP). There is no binding to a specific transport mechanism or transport protocol. 
Change 4:  Typo2

5.2.3.3 dmpJoinDomainResponse

<element name=”notAfter” type=”gen:dateTimeorInfinite”/>

<element name="pMDK" type="ProtectedMasterDomainKey" />

<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>


</sequence>


</complexType>

<element name="udomToken" type="UserDomainToken" />


<complexType name="UserDomainToken">



<sequence>




<element name="body" type="dom:UserDomainTokenBody
"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="UserDomainTokenBody">



<sequence>







<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="subId" type="gen:Identifier"/>







<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>



<attribute name=”id” type=”ID” use=”required” />


</complexType>
Change 5:  Typo3

5.2.3.3.1 RDP Trigger {Proxy Join User Domain}
<element name="proxyJoinUserDomainTrigger" type="gen:DrmTrigger"/>

<element name="proxyJoinUserDomainTriggerInfo" type="rdp:ProxyJoinDomainTriggerInformation" substitutionGroup="gen:triggerInfo"/>

<element complexType name="whoJoinProxyJoinDomainTriggerInformation"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>
        <element name="userDomainAlias" type="string" minOccurs="0"/>

        <element name="deviceID" type="roap:Identifier" maxOccurs="unbounded"/>

      </sequence>

  </complexContent>
</element>
Change 6:  Change the numbers of relative sections behind section 8
Following the change 2 of this CR, correct the number of each section that behind section 8 accordingly.
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