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1 Reason for Change

This CR proposes a resolution on the comments DOM069, DOM070, DOM124 and DOM125 of User Domain TS in SCE CONRR. Comments are as follows:
	DOM 069
	10.04.2008
	T
	6.2.3.4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121

Comment: When performing the Drop Domain protocol, from what time is the RI not allowed to generate ROs for the User Domain anymore?
Proposed Change: Specify that the RI is not allowed to generate ROs for the User Domain from the moment it has sent a DropDomainRequest. Also, if the DropDomainProtocol is terminated with an error code, specify whether the RI is re-allowed to generate ROs for the User Domain.
	Status: OPEN
Youn-Sung to Address in revision of CR155

	DOM 070
	10.04.2008
	T
	6.2.3.4
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121

Comment: It is unclear which errors can occur during the Drop Domain protocol.
Proposed Change: specify which errors can occur, and how the RI should respond to them.
	Status: OPEN
Youn-Sung to Address in revision of CR155

	DOM 124
	2008.04.10
	E
	6.2.3.4
	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144

Comment:
Following sentence need to clarify.
“The <domID> identifies the User Domain the RI wishes to disable a certain RI to create RO's for the User Domain.”
Proposed Change:

Update section 6.2.3.4 as proposed by OMA-DRM-2008-0155R02-CR
	Status: OPEN

	DOM 125
	2008.04.10
	T
	6.2.3.5
	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
When does the DA/DEA contain the <udomToken> extension in the rdpDropDomainResponse message?

Proposed Change:

Update section 6.2.3.5 as proposed by OMA-DRM-2008-0155R02-CR.
	Status: OPEN
Youn-Sung to Address in revision of CR155


In the R01, the description for resolving the DOM069 and the DOM070 was added and the description on <udomToken> extension for DOM125 was deleted. It was co-signed by Fraunhofer IIS.
In the R02, the description on processing an rdpDropDomainRequest message in the DEA was modified. It was co-signed by Huawei.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section 6.2.3.5 and 6.2.3.6
6.2.3.5 Drop Domain Request

The rdpDropDomainRequest message is sent from a RI to a DEA. This message is the first message in the 2-pass rdpDropDomain protocol for disabling a certain RI to create RO's for the User Domain.
<element name="rdpDropDomainRequest" type="gen:Request"/>

The DEA MUST format the request as specified in Table 12:
	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	time
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	reqInfo
	M
	Specified below.

	signature
	M
	Default, as specified in [GEN], section xyz


Table 12: rdpDropDomainRequest message elements

The rdpDropDomainRequest message MUST contain a <reqInfo> element, which MUST have the <domID> element as a child (see section 5.2.3.1). The <domID> identifies the User Domain the RI wishes to disable a certain RI to create RO's for the User Domain.
The <reqInfo> element MAY contain the Unauthorized extension. Presence of this extension indicates to the DEA that the RI does not have an authorization to be able to create ROs for this User Domain (even though it is sending a request for disabling a certain RI to create RO's for the User Domain). This could happen, for example, if the RI already has disabled the authorization for creating User Domain RO, but receives a new trigger to disable it (perhaps because the DEA never received the previous rdpDropDomainRequest or the authorization of the RI for creating RO was already expired). This extension MUST be included in the request if the Device does not have an authorization for creating User Domain RO.
<complexType name="Unauthorized">

  <complexContent>

    <extension base="gen:Extension"/>

</complexContent>
</complexType>
After sending an rdpDropDomainRequest message, the RI MUST NOT create any ROs for the User Domain.
6.2.3.6 Drop Domain Response 

If the DEA receives an rdpDropDomainRequest message, it MUST perform the following steps:
1. Verify the signature. If the signature is invalid, the DEA SHALL send to the RI an rdpDropDomainResponse message with the <status> element set to "SignatureError". Otherwise, proceed with step 2
2. If the rdpDropDomainRequest contains an unknown User Domain ID, the DEA SHALL send a dmpDropDomainResponse, with the <status> field set to "UnknownDomainID". Otherwise, proceed with step 3.
3. If any mandatory fields in the rdpDropDomainRequest are missing or contain invalid values, the DEA SHALL send a dmpDropDomainResponse with the <status> field set to "MalformedRequest". Otherwise, proceed with step 4.

4. If the rdpDropDomainRequest contains an Unauthorized extension, the DEA SHALL send to the RI an rdpDropDomainResponse message with the <status> element set to "Success", and MUST update the authorisation status of the RI.
In all other cases the rdpDropDomainRequest is valid. In this case the DEA MUST update the authorisation status of the RI and MUST send to the RI an rdpDropDomainResponse message with the <status> field set to "Success". This message is the second message in the 2-pass rdpDropDomain protocol.
The rdpDropDomainRequest message MUST be formatted as specified in Table 13.
<element name="rdpDropDomainResponse" type="gen:Response"/>


	element / attribute
	usage
	value

	status
	M
	Result of the rdpDropDomainRequest processing.

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	
	
	

	signature
	M
	Default, as specified in [GEN], section xyz


Table 13: rdpDropDomainResponse message elements
Upon receipt of the rdpDropDomainResponse message, the RI SHALL perform the following tasks:

· Verify the signature. If the signature is invalid, the RI SHALL ignore the message.
· If the <status> element contains ‘Success’ in the rdpDropDomainResponse message, then it indicates the RI was successfully dropped from the User Domain. In this case, the RI MUST delete the corresponding User Domain Context.
· If the <status> element contains "UnknownDomainID", the RI MUST delete the corresponding User Domain Context.
· In case of any other value in the <status> element, the RI is again allowed to create ROs for the User Domain.
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