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1 Reason for Change

This CR proposes a resolution on the comments DOM131 of User Domain TS in SCE CONRR.
Comments are as follows:

	DOM131
	2008.04.10
	T
	8
	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
A comparison procedure of the <domID> field for the 1-pass dmpJoinDomain protocol is unclear.
Proposed Change:

Update section 8 as proposed by OMA-DRM-2008-0156R02-CR.
	Status: OPEN


In the R01, the description for the comparison procedure of <domID> field was modified and some editorial changes were reflected.
In the R02, “SHOULD”s in the comparison procedure of <domID> field were removed.
In the R03, the description for the comparison procedure of <domID> field was modified.

- If both the DEA and the Device doesn’t support the hash chains, the device stores all MDKs.

- If both the DEA and the Device support the hash chains (optional), the device only stores the latest MDK.

R04 - editorial change in description for the comparison procedure of <domID> field.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section 8 and 8.1

8 User Domain Upgrade

A DEA may upgrade a User Domain if, for example, a MDK has been compromised or if a Device in the User Domain has been revoked. This may be necessary to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a User Domain, a DEA MUST change the MDK and MUST increment the Domain Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete User Domain and MUST NOT allow new Devices to join an obsolete User Domain. 

A User Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, User Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the User Domain, and to any new Devices added to the User Domain after the upgrade.
A DEA performs a User Domain upgrade using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger. A DEA MAY initiate this protocol for the purposes of User Domain upgrade by sending a dmpJoinDomain trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a dmpJoinDomain trigger, it compares the <domID> field in the trigger with the domain ID in the Device for any User Domains already established with the DEA that sent the dmpJoinDomain trigger, with the sending DEA as identified by the <resID> field. There are two possible outcomes of this comparison:
1. If the Domain baseID of the <domID> field matches the Domain baseID of a stored domain ID, then the Device compares the value of the Domain Generation in the trigger with the value of the Domain Generation in the Device. If the value of the Domain Generation in the trigger is greater than the value stored in the Device, then the Device stores all MDKs (of this User Domain) which are included in dmpJoinDomainResponse. If the value of the Domain Generation in the trigger is smaller than or equal to the value stored in the Device, then the Device ignores the trigger. If Hash Chains are supported by both the Device and the DEA, the DEA SHALL insert only the latest MDK into the dmpJoinDomainResponse. The incoming trigger represents a User Domain upgrade, as described in this section. The Device silently upgrades the User Domain using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger.

2. If the Domain baseID of the <domID> field does not match the Domain baseID of a stored domain ID, then the Device is not a member of the User Domain. The Device MUST execute the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger; just as if it was joining the domain for the first time (See section 4.2.1).
As an alternative method for User Domain upgrade, the DEA MAY execute the 1-pass dmpJoinDomain protocol to all members of the domain that are still trusted. If a Device receives a dmpJoinDomainResponse, it compares the <domID> field in the dmpJoinDomainResponse with the domain ID in the Device for any domains already established with the DEA. A comparison procedure of the <domID> field is as follows:
1. If the Domain baseID of the <domID> field matches the Domain baseID of a stored domain ID, then the Device compares the value of the Domain Generation in the dmpJoinDomainResponse with the value of the Domain Generation in the Device. If the value of the Domain Generation in the dmpJoinDomainResponse is greater than the value stored in the Device, then the Device stores all MDKs (of this User Domain) which are included in dmpJoinDomainResponse. If the value of the Domain Generation in the dmpJoinDomainResponse is smaller than or equal to the value stored in the Device, then the Device ignores the dmpJoinDomainResponse. If Hash Chains are supported by both the Device and the DEA, the DEA SHALL insert only the latest MDK into the dmpJoinDomainResponse.
2. If the Domain baseID of the <domID> field does not match the Domain baseID of a stored domain ID, then the Device is not a member of the User Domain.
8.1 Use of hash chains for Domain key management

To avoid storage of multiple keys per User Domain in the Device and in the DEA (for the purpose of using old and new User Domain ROs after User Domain upgrade) it is possible to have a relation between the Master Domain Keys using Hash Chains (see section x.x), as illustrated in the example below. The Device MAY support Hash Chains and the DEA MAY support Hash Chains. 

Example1. Without hash chains
When generating a new User Domain, the DEA generates:

· A unique Domain Identifier DI, the Domain Generation is set to 000. 

· A random secret Master Domain Key MDK0
At User Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Master Domain Key MDKg is generated. The old MDK(s) must be stored in DEA and Device to allow use of ROs issued before the upgrade. When Devices join a User Domain, all MDKs of this User Domain are sent in the <rspInfo> element of dmpJoinDomainResponse (see 5.2.3.3).

Example 2. With Hash Chains (optional)
When generating a new User Domain, the DEA 

· Generates a unique Domain Identifier DI, the Domain Generation is set to 000

· Generates an initial Master Domain Key MDK for the User Domain

· Selects the maximum number of generations n for this User Domain (not larger than 999)

· Defines a sequence of MDKs using the method described in Section x.x

Since old MDKs (with low generation value) are possible to efficiently derive from new MDKs (with higher generation value), it is only necessary to store the newest Master Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the DEA it is sufficient to store MDK, n and the current Domain Identifier.
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