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1 Reason for Change

This CR resolves part of comment DOM088. It modifies OMA-DRM-2007-0377R03 such that it applies to SCE.
The CR introduces in SCE the <party> element, which can be used to bind an RO to a certain Device or User Domain. This ensures that a malicious party cannot re-issue the RO to another Device or User Domain.

Additionally, the <party> element contains a <date> element to store a signed timestamp. This is needed to close a (small) security hole concerning time based caches (see OMA-DRM-2007-0545 for more information about this security hole).

2 Impact on Backward Compatibility

Including the <party> element can break backward compatibility with some OMA DRM v2.x implementations.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Add new section 5.2 "Agreement Model"

5.2 Agreement Model

The agreement model expresses the Rights that are granted over DRM Content. It consists of the <agreement> element connecting a set of Rights with the corresponding DRM Content specified with the <asset> element. The agreement model incorporates the permission model and the security model.
5.2.1 Element <agreement>

5.2.1.1 Syntax

<xsd:element name="agreement" type="o-ex:offerAgreeType"/>

<xsd:complexType name="agreement">

  <sequence>

    <xsd:element name="o-ex:party" type="o-ex:partyType" minOccurs="0" maxOccurs="unbounded"/>

    <xsd:element name="o-ex:asset" minOccurs="1" maxOccurs="unbounded"/>

    <xsd:element name="o-ex:permission" minOccurs="0" maxOccurs="unbounded"/>

    <xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
  </sequence>
</xsd:complexType>
5.2.1.2 Semantics

The <agreement> element specifies the rights granted over the corresponding DRM Content. It contains zero or more <party> elements, one or more <asset> elements and zero or more <permission> elements.
5.2.2 Element <party>

5.2.2.1 Syntax

<xsd:element name="party" type="o-ex:partyType"/>

<xsd:complexType name=”partyType”>
  <sequence minOccurs="0" maxOccurs="unbounded">
    <xsd:element name=”o-dd:context” type="o-ex:contextType" minOccurs=”0”/>
    <xsd:any minOccurs="0" processContents="lax"/>
  </sequence>
</xsd:complexType>
5.2.2.2 Semantics

The <party> element specifies the device or domain to which content is bound. 

If the <agreement> element contains a <party> element, the DRM Agent MUST NOT install the RO unless one of the <party> elements contains a <context> element with a <uid> element that matches the Device ID or the User Domain ID of a User Domain of which the Device is a member.

Note: including the party element may lead to incompatibility with OMA DRM 2.0 and OMA DRM 2.1 implementations.
Change 2:  Add new section 5.3

5.3 Context Model

The context model provides Meta information about the rights. It augments the foundation model, the agreement model and the constraint model by expressing additional information.

The <context> element is used in the <rights> element, in the <party> element, in the <asset> element, in the <individual> element, in the <system> element, and in the <inherit> element. As the model's name already indicates, the semantics of its child elements depend on the context in which it occurs in the Rights Object.

5.3.1 Element <context>

5.3.1.1 Syntax

<xsd:element name="context" type="o-ex:contextType"/>

<xsd:complexType name="contextType">
  <sequence>
    <xsd:element name="o-dd:version" type="xsd:string" minOccurs="0"/>
    <xsd:element name="o-dd:uid" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>

    <xsd:element name="o-dd:date" type="o-dd:dateType" minOccurs="0"/>
    <xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
  </sequence>

</xsd:complexType>
5.3.1.2 Semantics

The <context> element contains the optional <version>, <uid> and <date> elements. As the name already indicates, it provides context sensitive information for use within the context of its parent element.

The semantics of its child elements depend on the parent element in which the <context> element is used. These are different if the <context> element is a child element of the <rights>, <party>, <asset>, <individual>, <system>, or <inherit> element. Please see the corresponding descriptions of the individual child elements. The descriptions of the <asset>, <individual> and <inherit> elements can be found in [OMADRM21-REL], whereas the description of the other elements are in this document.
A <context> element MUST NOT contain more than one <uid> element unless the <context> element is contained in the <individual> element.
Change 3:  Modify description of the <uid> element

5.6.3 Element <uid>

	Element
	<!ELEMENT o-dd:uid (#PCDATA)>

	Semantics
	If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier.

If its parent <context> element is included in the <asset> element, the <uid> element specifies a DCF ContentID (see [DRMCF-v2]), a DCF GroupID (see [DRMCF-v2]), or a “virtual” UID for a parent Rights Object (see section 5.7). The format of the <uid> MUST conform to Section XXX. If the <uid> is a DCF ContentID the value MUST be according to the “cid:” Uniform Resource Locator (URL) scheme (defined in [RFC2392]). If the <uid> is a DCF GroupID the value MUST use the URL format of [RFC2392] except the scheme name must be “gid:”. If the <uid> element identifies a parent Rights Object the value MUST use the URL format of [RFC2392] except the scheme name must be “pid:”. In the case of Parent ROs the <uid> SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.

If its parent <context> element is included in the <individual> element, the <uid> element(s) specifies the individual to which the content is constrained. A <uid> element can contain an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.

In the case of IMSI binding, the format of its value MUST be “IMSI:x” (without the quotes) where x is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> elements MUST be used.

In the case of WIM binding, the format of its value MUST be “WIM:x” (without the quotes) where x is replaced by the PKC_Id of the WIM to which content is bound.

If its parent <context> element is included in the <system> element, the <uid> element specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported / transiently rendered to. Its value MUST be the name of the target system(s) as defined by OMNA.

If the <export> permission is granted to more than one target system, then these are enumerated by using multiple <context> elements, each containing one <uid> element. In this case, the <count> constraint applies to the combined export transactions of all target systems.

The only instances when a <context> element MAY contain more than one <uid> element is when the <context> element is contained in an <individual> element.
If its parent <context> element is included in the <inherit> element, the <uid> element specifies the UID of the <asset> element in the parent Rights Object from where to inherit Permissions and Constraints (see section yyy).

If its parent <context> element is included in the <party> element, the <uid> element specifies the device or the User Domain to which the Rights Object is bound.
- If the RO is a Device RO, its value MUST be “device:x” (without the quotes) where x is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the DeviceID (i.e. the SHA-1 hash of the DER-encoded subjectPublicKeyInfo value in its certificate) of the device to which the RO is bound. 
- If the RO is a User Domain RO, its value MUST be "udom:x:y" (without the quotes) where x is replaced by the DEA ID and where y is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the User Domain ID to which the RO is bound.


Change 4:  Add section about <date> element

5.6.4 Element <date>

5.6.4.1 Syntax

<xsd:element name="date" type="o-dd:dateType"/>

<xsd:complexType name="dateType">

  <xsd:choice>

    <xsd:sequence>

      <xsd:element name="start" type="xsd:string" minOccurs="0"/>

      <xsd:element name="end" type="xsd:string" minOccurs="0"/>

    </xsd:sequence>
    <xsd:element name="fixed" type="xsd:string" minOccurs="0"/>

  </xsd:choice>
</xsd:complexType>
5.6.5.2 Semantics

If its parent <context> element is included in the <party> element, the <date> element MAY be included. The <date> element specifies the Rights Issuer’s TimeStamp (RITS). The RITS is stored in the <fixed> element. Its form MUST conform to a single lexical representation defined in section 3.2.7 of [XMLSchema] and section 5.6.4.1 of [OMADRM21-REL].
The elements <start> and <end> SHALL NOT be included in the <date> element.
The RITS in the <fixed> element in the <date> element MUST be equal to the value in the <timeStamp> element in the <ro> element. This ensures that the RITS is protected by the RI signature, which increases security.
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