Doc# OMA-DRM-2008-0186-CR_LRM_TS_Specification_of_Rights_Authorization_Request_and_Response[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0186-CR_LRM_TS_Specification_of_Rights_Authorization_Request_and_Response
Change Request



Change Request

	Title:
	LRM TS Specification of Rights Authorization Request and Response
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SCE_LRM-V1_0-20080325-D

	Submission Date:
	24 Apr 2008

	Classification:
	 FORMCHECKBOX 
0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Kravitz, Motorola, david.kravitz@motorola.com
Sasha Medvinsky, Motorola, smedvinsky@motorola.com 

	Replaces:
	n/a


1 Reason for Change

The purpose of this CR (revised version of LRM TS attached) is to improve aspects of the specification of pairing-key management within the LRM TS.
Outline of changes proposed:

1. Clarified syntax of “Signature” in message definition in Section 6.1. Also combined the “CsumType” with “SigType” to form the new “SigType” that defines a signature algorithm, which can be either an asymmetric signature algorithm (e.g. RSA with SHA1 hash) or a keyed checksum algorithm (e.g. HMAC with SHA1 hash). Addresses LRM 086 (AP 916) and LRM 092.

2. Defined a new “CsumType” for checksum or hashing algorithm such as SHA1. This is used in DEAPubKeyIdentifier, for example.

3. Added Section 7.2.1.5 RightsAuth-Protocol for Authorization Request/Response for secure Move of Imported-RO. Addresses bullet 4 of LRM 099.

a. Note that DEA tickets are not used in the RightsAuth-Protocol. Instead, the DEA looks up its record to retrieve the Service Keys for the Source and Destination DRM Agents based on the Device IDs. This is in line with bullet 2 of LRM 100 to remove unnecessary communication of DEA tickets.
b. Addresses bullet 4 of LRM 100 to clarify reason DEA sends the list of Device IDs in the Authorization Response message.
c. Text of new section is in line with LRM 077 to change usage of terms Source DRM Agent and Destination DRM Agent.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Changes to improve specification of pairing-key management – Attached document: OMA-TS-SCE_LRM_V1_0-20080325-D_REVISED2
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