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1 Reason for Change

This CR resolves the following comment:

	DOM
086
	10.04.2008
	T
	7
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121

Comment: A User Domain RO with a <domain> constraint should be cryptographically bound to a User Domain.

Proposed Change: At delivery from the RI to the Device, encrypt the REK|MAC of a User Domain RO, which has a <domain> constraint, with the DDK and the DevicePubKey.
	Status: OPEN




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM group is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Add normative reference for AES-WRAP

2.1 Normative References

	[AES-WRAP]
	Advanced Encryption Standard (AES) Key Wrap Algorithm. RFC 3394, J. Schaad and R. Housley, September 2002. URL:http://tools.ietf.org/html/rfc3394

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[OMADRM]
	The OMA DRM 2.1 enabler as described in “Enabler Release Definition for DRM V2.1, 
Approved Version 2.1”, OMA-ERELD-DRM-V2_1-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMDRM]
	“DRM Specification, Draft Version 2.1”, 
OMA-TS-DRM-DRM-V2_1-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL]
	“DRM Rights Expression Language, Draft Version 2.1”, 
OMA-TS-DRM-REL-V2_1-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF]
	“DRM Content Format, Draft Version 2.1”, 
OMA-TS-DRM-DCF-V2_1-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[SCE-RD]
	“Secure Content Exchange Requirements, Draft Version 1.0”, 
OMA-RD-SCE-V1_0-20060908-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[SCE-AD]
	“Secure Content Exchange Architecture, Draft Version”, 
OMA-AD-SCE-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[SCE-GEN]
	“SCE Generic Mechnisms, Draft Version”
OMA-TS-SCE_GEN-V1_0-D, Open Mobile AllianceTM,

URL:http://www.openmobilealliance.org/

	[SCE-DRM]
	“DRM Specification – SCE Extensions, Draft Version”, 
OMA-TS-SCE_DRM-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[SCE-REL]
	“DRM Rights Expression Language – SCE Extensions, Draft Version”, 
OMA-TS-SCE_REL-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[SCE-DRMCF]
	“DRM Content Format – SCE Extensions, Draft Version”, 
OMA-TS-SCE_DCF-V1_0-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[SCE-LRM]
	 “DRM Local Rights Management, Draft Version”, 
OMA-TS-SCE_LRM-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[SCE-DOM]
	“DRM User Domains, Draft Version”, 
OMA-TS-SCE_DOM-V1_0-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[SCE-A2A]
	“DRM Agent-to-Agent transfer, Draft Version”, 
OMA-TS-SCE_A2A-V1_0-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs 

	[SHA-1]
	NIST FIPS 180-2: Secure Hash Standard. August 2002.

http://csrc.nist.gov/publications/fips/fips180-2/fips180-2withchangenotice.pdf

	[XML-DSIG]
	XML-Signature Syntax and Processing. D. Eastlake, J. Reagle, and D. Solo. W3C Recommendation, February 2002. http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/

	[XML-Enc]
	XML Encryption Syntax and Processing. D. Eastlake and J. Reagle. W3C Recommendation, December 2002. http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XML-Schema]
	XML Schema Part 1: Structures D. Beech, M. Maloney, and N. Mendelsohn. W3C Recommendation, May 2001. http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

XML Schema Part 2: Datatypes. P. Biron and A. Malhotra. W3C Recommendation, May 2001. 

http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/

	[OCSP]
	Myers, M., Ankney, R., Malpani, A., Galperin, S. and C. Adams, "Internet X.509 Public Key Infrastructure: Online Certificate Status Protocol - OCSP", RFC 2560, June 1999. http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, http://www.openmobilealliance.org/

	
	


Change 2:  Add abbreviations DBREK

3.3
Abbreviations

	OMA
	Open Mobile Alliance

	ROAP
	Rights Object Acquisition Protocol

	RI
	Rights Issuer

	CI
	Content Issuer

	RO
	Rights Object

	CEK
	Content Encryption Key

	REK
	Rights Encryption Key

	LRM
	Local Rights Manager

	DBREK
	Domain Bound Rights Encryption Key


Change 3:  Add new section "Notations"

3.4 Notations

	C = AES-WRAP(KEK, K)
	A symmetric-key wrapping of key material K, to the encrypted key material C, using the encryption key KEK. The scheme is defined in [AES-WRAP].

	K = AES-UNWRAP(KEK, C)
	The inverse of the AES-WRAP key wrapping function. The encrypted key material C is unwrapped to key material K, using the encryption key KEK. The scheme is defined in [AES-WRAP].


Change 4:  Modify the text from agreed CR OMA-DRM-2008-0183R01 as follows:
5.5.2.3 Installation of a Device RO

When installing a Device RO, which was not received via the Put RO protocol, the DRM Agent MUST follow the procedures described in [DRM-DRM-v2.1], section 10.3.1. In case the RO has a top-level <domain> constraint, installation includes unwrapping the REK from the DBREK, as specified in section 9.1.2.
Additionally, the DRM Agent MUST perform the following checks before installation:

· If the <agreement> element contains a <party> element, the value of the <uid> element in the <context> element has the form "device:x" (without the quotes). The DRM Agent MUST verify that the value of x equals the base64 encoded SHA-1 hash over the concatenation of the ROID and the DRM Agent's Device ID. If the hash values are not equal, the check fails.

· If the <agreement> element contains a <party> element with a <date> element, the DRM Agent MUST verify that the value of the <fixed> element in this <date> element equals the value of the <timeStamp> element in the <ro> element. If the values are not equal, the check fails.

· If the RO contains a top-level <domain> constraint, the DRM Agent MUST verify that it is a member of the associated User Domain. If it is not, it MAY try to become a User Domain member by performing the JoinUserDomainProtocol. The check fails if the DRM Agent remains a non-member of the User Domain.
If any of these checks fails, the DRM Agent MUST inform the User and MUST NOT install the RO.
Change 5:  Add new section 9.1.2
9.1.2 Distributing KMAC and REKKREK under a Diversified Domain Key (DDK) and the Device Public Key

This section applies for a Rights Object with a top-level <domain> constraint.

KMAC and the REK are each 128-bit long keys generated randomly by the sender. The REK is encrypted with the DDK (see [SCE-DOM]), using the AES-WRAP symmetric-key wrapping scheme (see [AES-WRAP]), resulting in the DBREK:

DBREK = AES-WRAP( DDK, REK ).

The asymmetric encryption scheme RSAES-KEM-KWS (see [DRM-DRM-v2.1], section 7.1.1) SHALL be used with the AES-WRAP scheme to securely transmit KMAC and DBREK to a recipient Device using the Device's RSA public key. An independent random value Z as described in section ‎7.1.1 from [DRM-DRM-v2.1] SHALL be chosen for each encryption operation. The Key Encryption Key (KEK) is derived from Z as follows:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen),

where mLen is the length (in octects) of the modulus of the RSA key, and kekLen the length of KEK (in octets). The value of kekLen SHALL be equal to 16, indicating a 128 bit KEK. The KEK is used to encrypt the concatenation of the KMAC and the DBREK as follows:
C2 = AES-WRAP(KEK, KMAC | DBREK )

C1 = I2OSP(RSA.ENCRYPT(PubKeyDevice, Z), mLen)

C = C1 | C2.
The result C is stored in the <encKey> element in the <ro> element in the RO. The <xenc:EncryptionMethod> element in the <encKey> element SHALL contain the following URI:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
When installing the RO, the DRM Agent splits C into C1 and C2 and decrypts C1 using its private key, yielding Z:

C1 | C2 = C
c1 = OS2IP(C1, mLen)

Z = RSA.DECRYPT(PrivKeyDevice, c1),
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].

Using Z, the Device can derive KEK, and with KEK unwrap C2 to yield KMAC and DBREK:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

KMAC | DBREK = AES-UNWRAP(KEK, C2).

After yielding the DBREK, the Device can retrieve the REK by unwrapping the DBREK with the DDK:

REK = AES-UNWRAP( DDK, DBREK ).
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