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1 Reason for Change

This CR is to close following AP.

AP 935 Seung-Jae to consider about User consent on LRM-RI registration trigger processing to resolve comment LRM015
This CR is related with following SCE CONR comment for LRM TS.

	LRM 015
	2008.04.10
	T
	6.2.1.1
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The LRMRIRegistrationTrigger contains LRMID. Is it necessary (since no integrity protection is provided anyway)? No other registration triggers include the target identifier.

Proposed Change: 
	Status: OPEN 
Zhipeng to come back with a response to LRM 015 – AP 940 (closed)

Seung-Jae to consider about User consent on LRM-RI Registration trigger processing – AP 935


R01: incorporated the concept of User Consent Whilelist
R02: Changed editorial mistake: “User Confirmation Whitelist” ( “User Consent Whitelist”
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to agree this proposal.
6 Detailed Change Proposal

Change 1:  In section 6.2.1.1 (Trigger for LRM-RI Registration Protocol)
A Rights Issuer MAY send trigger message to an LRM to invoke the LRM-RI registration protocol. The parameters in the trigger message is illustrated in the Table x.
Table 12:  LRMRIRegistrationTrigger Message Elements
	element / attribute
	usage
	value

	type
	M
	Specified by specific protocol suite

	version 
	M
	Specified by specific protocol suite

	proxy
	O
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	reqURL
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	O
	Default, as specified in [SCE-GEN], section xyz

	LRMID
	O
	LRM’s ID


The type attribute of the message SHALL be “LRMRIRegistrationTrigger”
The version attribute of the message SHALL be “1.0”
The <resID> element MUST contain Rights Issuer’s identifier.

The <reqURL> element MUST contain the Rights Issuer’s URL address that serves LRM-RI registration protocol.

The <LRMID> element MUST contain the LRM’s Identifier.

<element name="LRMRIRegistrationTrigger" type="gen:DrmTrigger" />

<element name="LRMRIRegistrationTriggerInfo" type="LRMRIRegistrationTriggerInformation" substitutionGroup="gen:triggerInfo" />

<complexType name="LRMRIRegistrationTriggerInformation"> 

  <complexContent>

       <sequence>
<element name="LRMID" type="roap:Identifier" minOccurs=”0” />

      </sequence>

  </complexContent>
</complexType >
Appendix D.1 shows an example of an LRMRIRegistrationTrigger.  If an LRM receives LRMRIRegistrationTrigger, it MUST check if the type attribute has “LRMRIRegistrationTrigger” and if the value of <LRMID> is equal to one of the LRM’s ID. If the checking fails, the LRM ignores the trigger. If the trigger message is verified, the LRM MUST invoke LRMRIRegistration protocol by sending LRMRIRegistrationRequest message to the Rights Issuer (to the address indicated by <reqURL> element). 
Before initiating the LRMRIRegistration protocol the LRM MUST obtain user consent before contacting the RI; however, if the FQDN (Fully Qualified Domain Name) part of the <reqURL> element of the LRMRIRegistrationTrigger corresponds to an entry in the User Consent Whitelist the LRM MAY contact the RI without obtaining explicit user consent. A User Consent Whitelist contains the Fully Qualified Domain Name of authorised RIs and the corresponding Rights Issuer’s identifier. LRM SHOULD implement a User Consent Whitelist.
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