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1 Reason for Change

This CR proposes a resolution on the comments DOM126, DOM127 and DOM129. Comments are as follows:
	DOM 126
	2008.04.10
	E
	6.2.4.1.3

6.2.4.1.4

6.2.4.2.3

6.2.4.2.4

6.2.4.3.1

6.2.4.4.1


	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
The formats of messages parameters for User Domain backward compatible usage are different from other message parameters. It should be followed by [GEN TS].

For example, table 1: Proxy Join User Domain Request Message Parameters is inconsistent with other tables in DOM TS.
Proposed Change:

Update sub section of 6.2.4 as proposed by OMA-DRM-2008-0xxx-CR.
	Status: OPEN

	DOM 127
	2008.04.10
	E
	6.2.4.1.3


	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
The joinDomainRequest and deviceCertificateChain parameters are removed from the Table 8. The <reqInfo> element should be added to Table 8 as a parameter of ProxyJoinUserDomainRequest message.
Proposed Change:

Update section of 6.2.4.1.3 as proposed by OMA-DRM-2008-0xxx-CR.
	Status: OPEN



2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section 6.2.4.1.3
6.2.4.1.3 Sending ProxyJoinUserDomainRequest

Upon receipt of a JoinDomainRequest message, the RI SHOULD determine whether the target Domain indicated by the <domainID> element is a User Domain. At this point the RI MUST send a ProxyJoinUserDomainRequest message to the DEA. The parameters of the ProxyJoinUserDomainRequest message are described in Table 1.
	Proxy Join User Domain Request

	element / attribute
	usage
	value

	reqID
	M
	Specified below

	resID
	M
	Specified below

	nonce
	M
	Specified below

	reqInfo
	M
	Specified below

	
	
	

	
	
	


Table 1: Proxy Join User Domain Request Message Parameters
The ProxyJoinUserDomainRequest message SHALL contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the JoinDomainRequest message.

The proxyJoinUserDomainRequest message MUST contain a <reqInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a proxyJoinUserDomainReqInfo element. The proxyJoinUserDomainReqInfo element has the following subfields:
joinDomainRequest: this field MUST contain the joinDomainRequest message as received by the RI from the Device.

deviceCertificateChain: if the joinDomainRequest message does not include the <certificateChain> field, this parameter MUST be present. The value of the <deviceCertificateChain> parameter SHALL be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.

6.2.4.1.4 Sending ProxyJoinUserDomainResponse
After reception of the ProxyJoinUserDomainRequest message, the DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST execute the following procedure:

· Verify the validity of the Device's certificate chain. This certificate chain is contained in either the <certificateChain> element in the <joinDomainRequest> element, or in the <deviceCertificateChain> element in the <ProxyJoinUserDomainRequest> message. The certificate chain validation includes verification of the revocation status. If the certificate chain validation fails, the DEA MUST send to the RI a ProxyJoinUserDomainResponse message with the <status> field set to "InvalidCertificateChain".

· Verify the signature in the <signature> element in the <joinDomainRequest> element. If the signature verification fails, the DEA MUST send the RI a ProxyJoinDomainResponse message with the <status> field set to "SignatureError".

· If the UserDomainIdentifier is unknown to the DEA, the DEA MUST send to the RI a ProxyJoinUserDomainResponse message with the <status> field set to "InvalidDomain".

· If the Device cannot be joined to the User Domain because the User Domain has already reached the maximum number of devices, the DEA MUST send to the RI a ProxyJoinUserDomainResponse message with the <status> field set to "DomainFull".

· If the DEA wants to reject the Device joining the User Domain for any other reason than the ones stated above, the DEA MUST send to the RI a ProxyJoinUserDomainResponse message with the <status> field set to "DomainAccessDenied".

The parameters of the ProxyJoinUserDomainResponse message are described in Table 2.

	element / attribute
	Proxy Join User Domain Response

	
	Status = “Success”
	Status  ≠ “Success”
	value

	status
	M
	M
	“Success” or not

	reqID
	M
	M
	Specified below


	resID
	M
	M
	Specified below

	nonce
	M
	M
	Specified below

	certificateChain
	M
	M
	Specified below

	resInfo
	M
	-
	Specified below

	
	
	
	

	
	
	
	

	signature
	M
	M
	Specified below


Table 2: Proxy Join User Domain Response Message Parameters
Each ProxyJoinUserDomainResponse message MUST contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the preceding ProxyJoinUserDomainRequest message.

certificateChain: this field MUST contain the certificate chain of the DEA. The value of the <certificateChain> parameter SHALL be a certificate chain including the DEA's certificate. The chain SHALL not include the root certificate. The DEA certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.
When the DEA allows the Device to join the User Domain, it MUST return a ProxyJoinUserDomainResponse message to the RI to convey the User Domain Information including the Domain Keys and the lifetime of the Domain. The DEA SHOULD record the association of the Device and the User Domain and the RI. In this case, the ProxyJoinUserDomainResponse message SHALL have the <status> field set to "Success" and the DEA MUST include a <resInfo> element in the ProxyJoinUserDomainResponse (as defined in [DRMGEN-SCE]), which MUST contain a <proxyJoinUserDomainRspInfo> element. The <proxyJoinUserDomainRspInfo> element contains the following elements














:

domainInfo: this field MUST contain the following subfields:

notAfter: this field expresses, in UTC, the expiry time of the User Domain Context. The value "Infinite" indicates infinite lifetime of the User Domain Context.

domainKey: this field contains the following subfields:

encKey: this element contains a MAC key, KMAC, and the DDK associated with the current generation of the User Domain, and the RI over which the ProxyJoinUserDomain protocol is performed. The keys are wrapped as specified in the Key management section 7.2.2 from [DRMDRM20], where KD is replaced by the DDK. The value of the <encKey> element's "Id" attribute MUST be equal to the value of the <domainID> element in the <joinDomainRequest> element in the ProxyJoinUserDomainRequest message, save for the Domain Generation part. All DDKs for all User Domain Generations MUST be included (including their domain identifiers as Id attributes). The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying the public key of the DRM agent through the hash of the subjectPublicKeyInfo in its certificate.

riID: this element MUST contain the same value as the <reqID> element in the ProxyJoinUserDomain message.

mac: this element provides key confirmation via a MAC on the canonical version according to Section 5.3.3 of [DRMDRM20] of the <domainKey> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is defined by the DA/DEA.
deviceID: this field MUST contain the same value as the <deviceID> field in the <joinDomainRequest> field in the ProxyJoinUserDomainRequest message.
signature: this element MUST contain a signature over this message. The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3 from [DRMDRM20].

· The result of the canonicalization, d, is considered as input to the signature operation.
· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.
6.2.4.1.5 Sending JoinDomainResponse

When receiving a ProxyJoinUserDomainResponse message, the RI MUST verify the included signature. If the signature verification fails, the RI MUST send a ROAP JoinDomainResponse message with only the <status> field, which is set to "DomainAccessDenied". If the <status> field in the ProxyJoinUserDomainResponse message contains "Success", and the signature verification did not fail, the RI MUST return a ROAP JoinDomainResponse to the DRM2.x Device to convey the User Domain Information in the ProxyJoinUserDomainResponse message. The JoinDomainResponse message SHALL contain the following fields;
status: this field MUST contain the value "Success".

deviceID: this field MUST contain the same value as the <deviceID> field in the ProxyJoinUserDomainResponse message.

riID: this field MUST contain the RI ID from the sending RI.

nonce: this field MUST contain the same value as the <nonce> field in the JoinDomainRequest message.

domainInfo: this field MUST contain the same value as the <domainInfo> field in the associated ProxyJoinUserDomainResponse message.

certificateChain: this parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter SHALL be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message (see [DRMDRM20]).
ocspResponse: this parameter MAY be present. When present, it SHALL contain a complete set of valid OCSP responses for the RI's certificate chain. This parameter will not be sent if the Device sent the extension "No OCSP Response" in the preceding ROAP-JoinDomainRequest (and the RI did not ignore that extension).
extensions: there are currently no extensions defined that can be included in a JoinDomainReponse message for a DRM v2.x device proxy joining a User Domain. Although a DRM v2.x JoinDomainResponse message allows the use of Hash Chains, these cannot be used when a DRM v2.x device joins a DA/DEA managed User Domain. Therefore, the Hash Chain Support extension SHALL NOT be included in the JoinDomainResponse message.

signature: this field MUST contain the RI signature on this message. The signature is calculated as defined in [DRMDRM20], section 5.4.5.2.1.

If the <status> field in the ProxyJoinUserDomainResponse does not contain "Success", but the signature verification over the ProxyJoinDomainResponse did not fail, the JoinDomainResponse message SHALL only contain the <status> field, which MUST contain the same value as the <status> field in the associated ProxyJoinUserDomainResponse message.
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