Doc# OMA-DRM-2008-0297R01-CR_SCE_DOM_Proxy_Leave_User_Domain.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0297R01-CR_SCE_DOM_Proxy_Leave_User_Domain.doc
Change Request



Change Request

	Title:
	Proxy Leave User Domain
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SCE_DOM-V0_8_1-20080611-D

	Submission Date:
	21 Aug 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Youn-Sung Chu, LG Electronics, Inc. yschu@lge.com

	Replaces:
	n/a


1 Reason for Change

This CR proposes a resolution on the comments DOM126 and DOM129. Comments are as follows:
	DOM 126
	2008.04.10
	E
	6.2.4.1.3

6.2.4.1.4

6.2.4.2.3

6.2.4.2.4

6.2.4.3.1

6.2.4.4.1


	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
The formats of messages parameters for User Domain backward compatible usage are different from other message parameters. It should be followed by [GEN TS].

For example, table 1: Proxy Join User Domain Request Message Parameters is inconsistent with other tables in DOM TS.
Proposed Change:

Update sub section of 6.2.4 as proposed by OMA-DRM-2008-0xxx-CR.
	Status: OPEN

	DOM 129
	2008.04.10
	E
	6.2.4.2.3


	Source: Youn-Sung Chu, LG Electronics.
Form: OMA-DRM-2008-0144
Comment:
The <certificateChain> element, <leaveDomainRequest> element, <deviceCertificateChain> element and <signature> element should be removed from the table 10. The <reqInfo> element should be added to Table 10 as a parameter of ProxyLeaveUserDomainRequest message.
Proposed Change:

Update sub section of 6.2.4.2.3 as proposed by OMA-DRM-2008-0xxx-CR.
	Status: OPEN



2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section 6.2.4.2.3 and 6.2.4.2.4
6.2.4.2.3 Sending ProxyLeaveUserDomainRequest
Upon receipt of a LeaveDomainRequest message, the RI SHOULD determine whether the target Domain indicated by the <domainID> element is a User Domain. If so, the RI MUST send a ProxyLeaveUserDomainRequest message to the DEA. 
	element / attribute
	usage
	Value

	reqID
	M
	Specified below

	resID
	M
	Specified below

	nonce
	M
	Specified below

	certificateChain
	M
	Specified below

	reqInfo
	M
	Specified below

	
	
	

	
	
	

	signature
	-
	Specified below


Table x: ProxyLeaveUserDomainRequest Message Parameters

The ProxyLeaveUserDomainRequest message SHALL contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the LeaveDomainRequest message.

certificateChain: this field MUST contain the certificate chain of the RI. The value of the <certificateChain> parameter SHALL be a certificate chain including the RI's certificate. The chain SHALL not include the root certificate. The RI certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.

The proxyLeaveUserDomainRequest message MUST contain a <reqInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a proxyLeaveUserDomainReqInfo element. The proxyLeaveUserDomainReqInfo element has the following subfields:
leaveDomainRequest: this parameter MUST contain the leaveDomainRequest message as received by the RI from the Device.

deviceCertificateChain: if the leaveDomainRequest message does not include the <certificateChain> field, this parameter MUST be present. The value of the <deviceCertificateChain> parameter SHALL be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.
signature: this element SHOULD NOT be included in the message for this version of the specification. 
6.2.4.2.4 Sending ProxyLeaveUserDomainResponse

After reception of the ProxyLeaveUserDomainRequest message, the DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST perform the following checks:
· Verify the validity of the Device's certificate chain. This certificate chain is contained in either the <certificateChain> element in the <leaveDomainRequest> element, or in the <deviceCertificateChain> element in the <ProxyLeaveUserDomainRequest> message. The certificate chain validation includes verification of the revocation status. If the certificate chain validation fails, the DEA MUST send to the RI a ProxyLeaveUserDomainResponse message with the <status> field set to "InvalidCertificateChain".

· Verify the signature in the <signature> element in the <leaveDomainRequest> element. If the signature verification fails, the DEA MUST send the RI a ProxyLeaveDomainResponse message with the <status> field set to "SignatureError".

· If the UserDomainIdentifier is unknown to the DEA, the DEA MUST send to the RI a ProxyLeaveUserDomainResponse message with the <status> field set to "InvalidDomain".

· If present, the field <signature> SHALL be ignored by the DEA.
When the DEA allows the Device to leave the User Domain, it MUST return a ProxyLeaveUserDomainResponse message to the RI to convey its reaction to the request. Before sending the ProxyLeaveUserDomainResponse message the DEA MUST delete the association of this Device to the User Domain. The <status> field in the proxyLeaveUserDomainResponse message SHALL be set to "success".
	element / attribute
	usage
	Value

	
	Status = “Success”
	Status  ≠ “Success”
	

	status
	M
	M
	“Success” or not

	reqID
	M
	M
	Specified below

	resID
	M
	M
	Specified below

	nonce
	M
	M
	Specified below

	certificateChain
	O
	O
	Specified below

	resInfo
	M
	M
	Specified below

	
	
	
	

	
	
	
	

	signature
	M
	-
	Specified below


Table x: ProxyLeaveUserDomainResponse Message Parameters

Each ProxyLeaveUserDomainResponse message MUST contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the preceding ProxyLeaveUserDomainRequest message.
certificateChain: this field MUST contain the certificate chain of the DEA. The value of the <certificateChain> parameter SHALL be a certificate chain including the DEA's certificate. The chain SHALL not include the root certificate. The DEA certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.
The DEA MUST include in the proxyLeaveUserDomainResponse message a <resInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a <proxyLeaveUserDomainRspInfo> element. The <proxyLeaveUserDomainRspInfo> element contains the following fields:






domID: this field MUST contain the User Domain Identifier of the User Domain from which the Device is removed.
deviceID: this field MUST contain the Device ID of the Device that is to be removed from the User Domain.
signature: this element MUST contain a signature over this message. The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3 from [DRMDRM20].

· The result of the canonicalization, d, is considered as input to the signature operation.
· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

6.2.4.2.5 Sending LeaveDomainResponse

When receiving a ProxyLeaveUserDomainResponse, the RI MUST return a ROAP LeaveDomainResponse to the DRM2.x Device to forward the reaction from the DEA.
If the <status> field in the ProxyLeaveUserDomainResponse does not contain "Success", the LeaveDomainResponse message SHALL only contain the <status> field, which MUST be set to the same value as the <status> field in the associated ProxyLeaveUserDomainResponse message.

When receiving a ProxyLeaveUserDomainResponse including the <status> field set to "Success", the RI MUST verify the included DEA signature. If the signature verification fails, the RI MUST send a ROAP LeaveDomainResponse message including only the <status> field, which MUST be set to "DomainAccessDenied". If the signature verification was successful, 
the parameters in the ProxyLeaveUserDomainResponse message SHALL be set to the following value:

status: this field MUST contain the value "Success".

nonce: this field MUST contain the same value as the <nonce> field in the LeaveDomainRequest message.

domainIdentifier: this field MUST contain the same value as the <UserDomainIdentifier> field in the preceding ProxyLeaveUserDomainResponse message.

extensions: there are currently no extensions defined.
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