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1 Reason for Change

This CR clarifies the Get User Domain Authorization and Drop User Domain Authorization.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify section 5.2.2 and add section 5.2.3
5.2.2 Getting Authorization for a User Domain

After registering with a DEA, an RI/LRM MUST get the authorization to create User Domain ROs for a particular User Domain from the DEA. As a result of the successful execution of the Get User Domain Authorization Protocol (section 7.2) with a DEA, the RI/LRM will establish a logical User Domain Context for the given User Domain. At a minimum, the User Domain Context consists of:

· Identity of the User Domain (which includes the User Domain generation)

· An indication of the verification of the DEA’s User Domain Authorization (signed by a DA)

· Expiry time of the User Domain Context (which MUST be the same or earlier than the <notAfter> element in the DEA’s User Domain Authorization)

· The RI/LRM’s User Domain Authorization (signed by the DEA)

An RI/LRM MAY get authorized for multiple User Domains managed by one or more DEAs.
5.2.3 Dropping Authorization for a User Domain

If the DEA want to disable a certain RI/LRM to create User Domain ROs for a particular the User Domain, the RI/LRM MUST execute the Drop User Domain Authorization protocol. As a result of the successful execution of the Drop User Domain Authorization Protocol (section 7.3) with a DEA, the RI/LRM MUST delete a logical User Domain Context for the given User Domain. Without the User Domain Context, the RI/LRM MUST NOT create RO for the User Domain.
Change 2:  Add the Figure 6 in section 7.2
7.2. Get User Domain Authorization Protocol
The following figure illustrates the Get User Domain Authorization Protocol.
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Figure 6 - Get User Domain Authorization Protocol
Change 3:  Add the Figure 8 in section 7.3
7.3. Drop User Domain Authorization Protocol
The following figure illustrates the Drop User Domain Authorization Protocol.
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Figure 8 - Drop User Domain Authorization Protocol
Change 4:  Modify section 7.3.3
7.3.3 Drop User Domain Authorization Response 
If the DEA successfully receives a Drop User Domain Authorization Request message, then the DEA MUST update the authorization status of the RI and send the Drop User Domain Authorization Response message to the RI.
The Drop User Domain Authorization Response message is sent from the DEA to the RI as the last message of the 2-pass Drop User Domain Authorization protocol. A Drop User Domain Authorization Response message is also sent from a DEA to an RI as the first message of the 1-pass Drop User Domain Authorization protocol. The message MUST be a <rdpDropUserDomainAuthorizationResponse> element as defined in the following XML schema fragment:
<element name="rdpGetUserDomainAuthorizationResponse" type="gen:Response"/>

If the processing of the Drop User Domain Authorization Request message was not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below:

	element / attribute
	usage
	value

	status
	M
	“Success”

	reqID
	M 
	RI’s ID

	resID
	M
	DEA’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below. 

	signature
	M
	Specified below


Table 14 - Drop User Domain Response Message Parameters
The Drop User Domain Authorization Response message MUST have a <resInfo> element as defined by the following XML schema fragment:

<element name="resInfo" type="dom:DropUserDomainAuthorizationResponsetInformation"/>

<complexType name=" DropUserDomainAuthorizationResponsetInformation">


<sequence>



<element name=”userDomainID” type=”dom:UserDomainID”/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>

</complexType>

userDomainID: This element identifies the User Domain for which the RI is dropping its User Domain Authorization.

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the RI.
After receiving the Drop User Domain Authorization response with “Success” as the status, the RI MUST delete the corresponding User Domain Context.
If the value of the <status> element is not “Success”, the RI’s User Domain Authorization remains valid.
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