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1 Reason for Change

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR
6 Detailed Change Proposal

Change 1:  Insert the following new section into the DOM TS
8.2.3 User Domain Authorization checks upon receipt of a User Domain RO via A2A Move or A2A Copy

The DRM Agent as recipient of a User Domain RO via A2A Move or A2A Copy MUST perform the following checks:

The User Domain RO MUST be <userDomain>-constrained.

The User Domain Authorization in the <party> element of the RO MUST correspond to the RI/LRM that signed the <rights> element.

The additionally received User Domain Authorization MUST correspond to the DRM Requester.

The User Domain baseID of the <userDomainID> element within the User Domain Authorization in the <party> element of the RO MUST be the same as the User Domain baseID of the <userDomainID> element within the additionally received User Domain Authorization.

The User Domain Generation Part of the additionally received User Domain Authorization MUST be greater than or equal to the User Domain Generation Part of the User Domain Authorization in the <party> element of the RO.

The additionally received User Domain Authorization MUST be unexpired.

If the DRM Agent is a current member of the User Domain, the User Domain Generation part of the additionally received User Domain Authorization MUST be greater than or equal to the User Domain Generation part of the DRM Agent’s User Domain Authorization.

If any of the above verifications fails the DRM Agent SHALL NOT install the User Domain RO.
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