Doc# OMA-Template-ChangeRequest-20080101-I.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20080101-I.doc
Change Request



Change Request

	Title:
	Registration signature
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DRM

	Doc to Change:
	OMA-TS-SCE_GEN-20081013-D

	Submission Date:
	23 October 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de

	Replaces:
	n/a


1 Reason for Change

After agreeing document OMA-DRM-2008-439R01, it was identified that there needs to be a solution for the signatures in the generic registration protocol.
Also, it is unclear why the session id field is needed. Because the description only says “TBD”, this CR proposes to remove the session id field.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

6.4 Registration Request 

A Requester sends a Registration Request message to a Responder as the third message in a 4-pass registration protocol of a given protocols suite. The root element of the message MUST be a <registrationRequest> element as defined in the following XML schema fragment:

<element name=”registrationRequest” type=”gen:Request”/>

A Registration Request message MUST be formatted as specified in the table below:

	element / attribute
	usage
	value

	triggerNonce
	TBD
	TBD

	sessionID
	M
	Default, as specified in section xyz

	reqID
	M 
	Default, as specified in section xyz

	resID
	M
	Default, as specified in section xyz

	nonce
	M
	Default, as specified in section xyz

	certificateChain
	O
	Default, as specified in section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


Table 5: Registration Request Message Parameters

The Registration Request message MUST contain a <reqInfo> element as defined in section 6.4.1.

Signature is a signature on data sent so far in the protocol. The signature is made using the Requester's private key on the two previous messages (HelloRequest, HelloResponse) and the current message (besides the Signature element itself). The signature method is as follows:

· The previous messages and the current one except the Signature element is canonicalized according to Section 5.2.

· The three messages are concatenated in their chronological order, starting with the HelloRequest message. The resulting data d is considered as input to the signature operation. The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The Responder MUST verify the signature on the ROAP-RegistrationRequest message.

6.5 Registration Response

A Registration Response message is sent from a Responder to a Requester as the last message in a 4-pass registration protocol of a given protocols suite. The root element of the message MUST be a <registrationResponse> element as defined in the following XML schema fragment:

<element name=”registrationResponse” type=”gen:Response”/>

The response MUST be formatted per the table below:

	element / attribute
	usage
	value

	status
	M
	Default, as specified in section xyz

	sessionID
	M

	Default, as specified in section xyz

	errorMessage
	O
	Default, as specified in section xyz

	errorRedirectURL
	O 
	Default, as specified in section xyz

	reqID
	M
	Default, as specified in section xyz

	resID
	M
	Default, as specified in section xyz

	nonce
	M
	Default, as specified in section 5.4

	certificateChain
	O
	Default, as specified in section xyz

	ocspResponse
	O
	Default, as specified in section xyz

	resInfo
	O
	Specified below

	signature
	M
	Specified below


Table 6: Registration Response Message Parameters

If the processing of the Registration Request message was successful (status=”Success”), then the Registration Response message MUST contain an <resInfo> element as defined in section 6.5.1.
Signature is a signature on data sent in the protocol. The signature is made using the Responder's private key on the previous message (Registration Request) and the current message (besides the Signature element itself). The signature method is as follows:

· The previous message as received (that is, including the Signature element) and the current one except the Signature element is canonicalized according to Section 5.2.

· The two messages are concatenated in their chronological order, starting with the RegistrationRequest message. The resulting data d is considered as input to the signature operation. The signature is calculated on d in accordance with the rules of the negotiated signature scheme


The Requester MUST verify this signature. A Requester MUST NOT accept the Registration protocol as successful unless the signature verifies, the Responder certificate chain has been successfully verified, and the OCSP response, if present, indicates that the Responder certificate status is good. If the registration fails, the Requester MUST NOT store a ResContext for this Responder.

Change 1:  Remove the “sessionID” attribute from the XML schemas, descriptions and tables in the GEN TS.
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