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1 Reason for Contribution

The major issue in DRM standardisation is the interoperability between OMA DRM and the other DRMs. In practice, there are several DRM standards. Nevertheless, we are troubled with the interoperability issue because there are many DRMs in the market and the parties which have DRMs don’t want to open their DRM architectures. If we provide an open architecture for downloadable DRM, we can solve this problem. This input contribution suggests a solution for the interoperability. 

2 Summary of Contribution

The core of the DRM is the DRM agent which controls the DRM content by the Right Object. The DRM agent has functions to decrypt the DRM content and control the content by the given rights from Right Object. It means we can use several DRMs in a device by replacement of the DRM agent. So, we propose an improved architecture which is added a DRM agent issuer in the OMA DRM system and an authentication protocol for DRM agents.

Basically, the downloadable DRM system has the OMA DRM agent and also has other DRM agents. The system can support flexible use cases and the device can use any DRM content if the DRM agents obey the agent interface standard.
3 Detailed Proposal

There is DRM system architecture in the OMA DRM architecture document. In this case, the OMA device has the preloaded OMA DRM agent. For the purpose of the interoperability for the other DRMs, the other DRM content and Right Object should exchange for OMA DRM format (for example, using SCE).

[image: image1.wmf] 

DRM Agent

 

DRM 

Agent

 

Content

 

…

 

MMS

 

Download

 

Push

 

HTTP

 

Other DRM 

Agents

 

Protected 

Content

 

Content

 

Issuer

 

Network Store

 

Rights

 

Issuer

 

Content 

Developer

 

DRM System

 

User

 

Billing System

 

Content 

Provider

 

Key

 

Issuer

 

Removable 

Media

 

DRM 

Content

 

Rights 

Object

 

Usage 

Rules

 

Protected 

Content

 

Protected 

Content

 


Fig 1. OMA DRM System
In this input contribution, we add a DRM agent issuer, so that the system can support several DRM agents. The user can use his/her device without considering about the content format and DRM conformance if it supports OMA DRM or not. 

Fig 2 shows the proposed system architecture.
[image: image2.wmf]OMA Device

Non OMA  

Devices

Protected 

Content

Content

Issuer

Network Store

Rights

Issuer

Downloadable 

DRM System

User

Content 

Provider

Removable 

Media

Rights

Object

Usage

Rules

Protected 

Content

Protected 

Content

DRM Agent

Issuer

OMA DRM

Agent

Non OMA

DRM 

Agent


Fig 2 Downloadable DRM system
To support this architecture, we have to define the DRM agent issuer, the process to register DRM agents on DRM agent issuer, and the protocol to install the DRM agent on the device.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If OMA DRM working group agrees with this architecture, the group has to make some protocols for downloadable DRM.
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