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1 Reason for Change

(1) The current wording of section 8.1.2 is incomplete in its description of assigning Status within the RO Response.
(2) An error was made in incorporating CR 448R01 into the DRM TS: A sentence that was to have been deleted was left in. Note that it is not necessarily possible to install a received RO upon completion of ROAP for those protocols that do not require the recipient Device to be in a User Domain in order to successfully receive a User Domain RO. This is true for a DRM Agent receiving a Moved <userDomain>-constrained RO, as well as for a DRM Agent receiving a User Domain RO that does not have a <userDomain> constraint.
R01 clarifies further whether or not the RO being delivered to the recipient Device is the result of a previous Move to the RI by a source Device, since the recipient of a <userDomain>-constrained RO is required to already be in the User Domain only if the UserDomainContrainedROMoved extension is not present.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the OMA DRM WG agree this CR.
6 Detailed Change Proposal

Change 1:  Complete the assignment of Status within section 8.1.2. Note that an SCE Device may be unaware of the Domain ID that an RI or LRM assigned to a User Domain during the Get User Domain Authorization Request, or the RI/LRM may not have made such an assignment since it is optional for an RI or LRM unless it participates in Proxy Join  – From DOM TS: “userDomainID: This element contains the identification of the User Domain the RI wants the User Domain Authorization for. This element MAY have a domainID attribute. This attribute, if present, indicates that the RI wants to map the Domain identified by the attribute’s value to the User Domain. If this attribute is not present, then the DEA MUST not allow the Proxy Join User Domain protocol for this User Domain.” Note that a Device does not necessarily include a User Domain Authorization in the request (even it is an SCE Device), so there must be a separate means within the request for an SCE Device to identify a User Domain. Recall that an SCE Device is distinguished from a v2.x Device by the inclusion of the oma-kp-sceDrmAgent key purpose in the Device’s certificate [SCE-A2A].
The sentence “If the RO Acquisition Protocol was completed successfully, the Device MUST install the received ROs” is deleted (since it should have been deleted based on agreed CR 448R01).
8.1 RO Acquisition

This specification does not re-define XML Schema for RO Acquisition protocol. The DRM Agent must use ROAP schema defined in [DRM-DRM-v2.1] for RO Acquisition protocol. A ROAP-ROAcquisition Trigger MAY be delivered from an RI or LRM to a DRM Agent to initiate the RO Acquisition protocol.
8.1.1 RO Request
The ROAP-RORequest message is sent from a Device to an RI or LRM to request Rights Objects. This message is the first message of the 2-pass RO Acquisition protocol.
	ROAP-RORequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	Domain ID
	O

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 4 RO Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID.

Domain ID, when present, identifies the Domain or User Domain for which the requested ROs shall be issued.

RI ID identifies the authorizing RI or LRM. The value MUST equal the stored RI ID or LRM ID.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message.

Request Time is the current DRM Time, as seen by the Device.

RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g. due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the <contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be calculated. The DCF hash, if computed, MUST be computed as specified in [DRM-DCF-v2.1] using the SHA-1 algorithm. 

In case the RO refers to many OMA DRM container (i.e. CID), the Agent MAY send multiple DCF Hashes (one per file containing a DRM container referred by the RO) by duplicating the <roID> in the sequence. Refer to Annex G.1.6 in [DRM-DRM-v2.1] for an example of multiple DCF Hashes case.

Certificate Chain: This parameter is sent unless it is indicated in the RI or LRM Context that this RI or LRM has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:

Peer Key Identifier: An identifier for an RI or LRM public key stored in the Device. If the identifier matches the stored RI ID or LRM ID, it means the Device has already stored the RI ID or LRM ID and the corresponding RI or LRM certificate chain, and the RI or LRM does not need to include its certificate chain in its response message. The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI or LRM public key corresponding to the stored RI ID or LRM ID.
No OCSP Response: Presence of this extension indicates to the RI or LRM that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI or LRM. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI or LRM certificate chain.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's or LRM’s OCSP responder, the RI or LRM MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI or LRM.
Transaction Identifier: Allows a Device to provide the RI or LRM with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF scheme). The Device SHOULD use the <contentID> elements of the ROAP Trigger, when present, to identify the associated DCF(s) from which the TransactionID should be extracted. If no <contentID> elements have been included in the trigger, then the Transaction Identifier SHOULD not be used.
User Domain Authorization:  SCE defines this new extension. This extension provides proof to the RI or LRM that the DRM Agent is a member of the User Domain. When sent, this extension MUST be marked critical. The following XML schema fragment defines this extension:

<complexType name="UserDomainAuthorizationExtension"> 
    <complexContent> 
        <extension base="roap:Extension"> 
            <sequence> 
                <element name="userDomainAuthorization" type="dom:UserDomainAuthorization"
                    maxOccurs =”unbounded”/> 
            </sequence> 
        </extension> 
    </complexContent> 
</complexType> 
Signature is a digital signature on this message.
8.1.2 RO Response

The ROAP-ROResponse message is sent from the RI or LRM to the Device either in response to a ROAP-RORequest message (two-pass variant) or by RI or LRM initiative (one-pass variant). It carries the Protected ROs. In the case of the one-pass variant for a User Domain RO with a <userDomain> constraint but without a UserDomainContrainedROMoved extension that would indicate the RO is being Moved to the Device, the RI or LRM MUST have a User Domain Authorization ([SCE-DOM]) for the SCE Device that is valid, not expired, and that indicates the same User Domain generation as that in the RI’s or LRM’s User Domain Context. 
	Parameter
	ROAP-ROResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected ROs
	M
	-
	M

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	Extensions 
	O
	-
	O

	Signature
	M
	-
	M


Table 5 RO Response Message Parameters
status indicates if the request was successfully handled or not. In the case of the one-pass variant, if a User Domain RO with a <userDomain> constraint is being delivered (but not Moved) and the RI or LRM does not have a current User Domain Authorization for the Device, it can set Status to “UserDomainAuthorizationRequired”. Similarly, in the case of the two-pass variant, if a User Domain RO with a <userDomain> constraint is being delivered (but not Moved) and the request does not include a User Domain Authorization for the Device, and the RI or LRM does not have a current one cached, the RI or LRM can set Status to “UserDomainAuthorizationRequired”. If an SCE Device receives this error, then it can send an RO Request message that includes its current User Domain Authorization in the User Domain Authorization extension as described above. The Device MAY need to join the User Domain in order to get the UserDomainAuthorization from a DEA (see [SCE-DOM]). In the case of the two-pass variant, if a User Domain RO with a <userDomain> constraint is being delivered (but not Moved) and the request includes an invalid User Domain Authorization, the RI or LRM can set Status to “InvalidUserDomainAuthorization.” A User Domain Authorization is invalid if any of these checks fail: 
a. verify the DEA signature
b. check whether the <entityId> sub-element matches the Device ID value in the request
c. check the <notBefore> and <notAfter> sub-elements to see if the authorization is valid
In the case of the two-pass variant, if a User Domain RO with a <userDomain> constraint is being delivered (but not Moved) and the User Domain generation indicated by the User Domain Authorization for the Device (within the request) is lower than that in the RI’s or LRM’s User Domain Context, the RI or LRM can set Status to “LowUserDomainGeneration.” In the case of the two-pass variant, if the Device’s generation is higher than the RI’s or LRM’s, or the RI or LRM does not have a valid User Domain Authorization for the User Domain, the RI or LRM can set Status to “UserDomainNotSupported” – This applies to User Domain ROs whether or not they have a <userDomain> constraint.
Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message. The value returned here MUST equal the Device ID sent by the Device in the ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the value MUST equal the stored Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU.

RI ID identifies the RI or LRM. In the 2-pass protocol, the value MUST equal the RI ID or LRM ID sent by the Device in the preceding ROAP-RORequest message. In the 1-pass protocol, the value MUST equal the stored RI ID or LRM ID. 

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-RORequest. If the Device Nonce is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU. 

Protected RO(s) are the Rights Objects (in the form of <ProtectedRO> elements), in which sensitive information (such as content encryption keys, CEKs) is encrypted. If a Protected RO within an RO Response sent to an SCE DRM Agent contains a User Domain RO with a <userDomain> constraint and the UserDomainConstrainedROMoved extension is not present, then the encryption of the REK MUST follow the algorithm used to deliver a Device RO, i.e. the RI or LRM generates the C1 and C2 values as per [DRM-DRM-v2.1]. In this case, RI or LRM does not use the algorithm used for a Domain RO. If the UserDomainConstrainedROMoved extension is present, then the encryption of the REK MUST follow the algorithm specified in section 13.1.2. For User Domain ROs without a <userDomain> constraint, the REK is encrypted using the algorithm used for a Domain RO using the KMAC, KREK and C value it received from a DEA for the User Domain ([SCE-DOM]). If a Protected RO within the RO Response contains a <moveIndication> element and the UserDomainConstrainedROMoved extension is not present, the value of the <originalIssuer> child element MUST equal the RI ID or LRM ID identified by RI ID.
Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI or LRM, and its value identified the RI's or LRM’s current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI or LRM certificate chain received in this parameter corresponds to stored certificate verification data for this RI or LRM. If so, the Device does not need to verify the RI or LRM certificate chain again, otherwise the Device MUST verify the RI or LRM certificate chain and MUST compare the hash of the complete DER-encoded subjectPublicKeyInfo component in the received RI or LRM certificate with the RI ID or LRM ID from the request. If an RI or LRM certificate is received that is not in the stored certificate verification data for this RI or LRM, and if the expiry time of the received RI or LRM certificate is later than the RI or LRM Context for this RI or LRM, and the certificate status of the RI or LRM certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI or LRM certificate verification data with the received RI or LRM certificate data and set the RI or LRM context expiry time to that of the received RI or LRM certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's or LRM’s certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-RORequest (and the RI or LRM did not ignore that extension). 
Extensions: The following extensions are defined for the ROAP-ROResponse message:

Transaction Identifier: Allows an RI or LRM to provide a Device with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF). The RI or LRM MUST NOT include a TransactionIdentifier ROAP extension in the ROResponse when the ROResponse contains a RO bound to a GroupID as specified in [DRM-DRM-v2.1] section 10.7, or a parent ID as defined in [DRM-DRM-v2.1] section 10.5. Upon reception of a ROResponse containing a TransactionIdentifier ROAP extension and a RO bound to a GroupID a Device MUST ignore the TransactionIdentifier ROAP extension.

ConfirmROInstallation: Indicates to the DRM Agent that it must confirm installation of the ROs contained in this message by sending a ROAP-ROConfirmRequest PDU to the RI or LRM. RO Confirmation is a critical extension. 
UserDomainConstrainedROMoved:  SCE defines this new extension. This extension indicates to the Recipient Device that the <userDomain>-constrained RO(s) within the RO Response were Moved from a Source Device to the RI. When sent, this extension MUST be marked critical. The following XML schema fragment defines this extension:

<complexType name="UserDomainConstrainedROMoved"> 
    <complexContent> 
        <extension base="roap:Extension"/> 
    </complexContent> 
</complexType> 
Signature: This parameter is a digital signature on the data sent in the protocol. The signature is computed using the RI's or LRM’s private key and the current message. The signature method is as specified in [DRM-DRM-v2.1] section 5.4.4.2.1. The Device MUST verify the signature.
An RO Response is not valid unless the signature is correct, the RI or LRM certificate chain has been successfully verified, and the OCSP response indicates that the RI or LRM certificate status is good. If the RO Response is not valid, the Device MUST NOT install the received ROs. Before installing any stateful RO (indicated by the stateful attribute of the <ro> element), the Device MUST apply the RO Replay protection described in [DRM-DRM-v2.1] section 10.4. For replay protection of stateless ROs see section 14.1.
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